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TSL Scheme Information

TSL Id EE0001

TSLTag http://uri.etsi.org/19612/TSLTag

TSL Version Identifier 5

TSL Sequence Number 70

TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUgeneric

Scheme Operator Name

Name [ en ] Estonian Information System Authority

Name [ et ] Riigi Infosüsteemi Amet

PostalAddress

Street Address [ en ] 139A Pärnu mnt

Locality [ en ] Tallinn

Postal Code [ en ] 15169

Country Name [ en ] EE

ElectronicAddress

URI [ en ] mailto:ria@ria.ee

URI [ en ] https://sr.riik.ee/en.html

Scheme Name

Name [ en ] EE:Trusted list including information related to the qualified trust service
providers which are supervised by the issuing Member State, together with
information related to the qualified trust services provided by them, in
accordance with the relevant provisions laid down in Regulation (EU) No
910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the
internal market and repealing Directive 1999/93/EC.

Scheme Information URI

URI [ en ] https://sr.riik.ee/en/tl.html

URI [ en ] http://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32014R0910&from=EN

URI [ et ] https://sr.riik.ee/et/tl.html
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URI [ et ] http://eur-lex.europa.eu/legal-
content/ET/TXT/PDF/?uri=CELEX:32014R0910&from=EN

Status Determination
Approach

http://uri.etsi.org/TrstSvc/TrustedList/StatusDetn/EUappropriate

Scheme Type Community Rules

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUcommon

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EE

Scheme Territory EE

Policy Or Legal Notice

TSL Legal Notice [ en ] The applicable legal framework for the present trusted list is Regulation
(EU) No 910/2014 of the European Parliament and of the Council of 23 July
2014 on electronic identification and trust services for electronic
transactions in the internal market and repealing Directive 1999/93/EC.

TSL Legal Notice [ et ] Käesoleva usaldusnimekirja suhtes kohaldatav õigusraamistik on Euroopa
Parlamendi ja nõukogu 23. juuli 2014. aasta määrus (EL) nr 910/2014 e-
identimise ja e-tehingute jaoks vajalike usaldusteenuste kohta siseturul ja
millega tunnistatakse kehtetuks direktiiv 1999/93/EÜ.

Historical Information Period 65535

Pointer to other TSL - EUROPEAN UNION

1.EU TSL - MimeType: application/vnd.etsi.tsl+xml

TSL Location https://ec.europa.eu/tools/lotl/eu-lotl.xml

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 660862747298009142807362633871991440505734410485
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X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: EUROPEAN COMMISSION

Subject  E: digit-dmo@ec.europa.eu

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Directorate-General for Digital Services (DIGIT)

Subject  OU: Certificate Profile - Qualified Certificate - Organization

Subject  C: LU

Valid from: Fri Nov 17 11:11:46 CET 2023

Valid to: Wed Nov 17 11:11:46 CET 2027

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:A5:98:78:10:3D:91:80:11:12:51:A7:1E:82:51:36:96:DB:CB:8E:06:F9:34:89:
72:01:C8:F5:0B:72:5E:56:23:07:6D:F8:85:20:18:C8:9B:D6:FA:02:AF:A2:8C:27:B2:4A:E8:81:F5:0F:E8:63:A6:42:01:05:65:7D:F7:E5:8D:2C:07:07:E9:A5:57:A6:12:87:BD:1F:D0:23:FD:CA
:53:D7:82:2A:74:1D:39:57:86:BC:F0:04:91:7D:1D:15:6B:5C:66:40:9A:C3:B0:16:56:A9:91:F1:D0:41:07:05:CB:48:17:90:63:C9:33:00:71:0C:9B:85:AF:B8:00:E2:28:B6:9D:DD:17:FE:D9:
03:70:AE:E0:66:1B:37:D0:6E:43:2C:AA:7E:AA:E3:31:DB:83:CF:30:E3:57:02:82:D7:B6:84:B0:B7:AF:EB:40:B5:16:72:09:FC:55:44:75:AD:E5:25:21:A2:94:3E:49:C9:47:1E:4D:A4:5C:A2:D
D:6B:C3:A8:23:2A:B3:95:87:03:FF:50:77:DE:BC:9D:C9:0A:C4:2C:B8:0C:E4:7F:B8:AF:CC:7C:D8:B8:F3:CF:47:D5:2C:B1:E7:30:AF:B3:BD:E4:5A:F8:C1:B3:D8:23:25:F6:00:E4:E5:89:E0:02
:EC:63:15:5C:73:75:FF:EE:0B:1F:BE:27:76:FA:09:60:44:9C:5F:09:8D:F5:29:22:6F:7F:86:E9:3A:AE:38:24:31:BC:D5:F3:1C:F6:5B:F7:96:ED:0A:84:A7:56:9A:C2:9F:5E:0E:DC:25:D4:4D:93
:04:2A:48:4F:B8:A5:BC:74:8E:A9:47:62:52:19:BB:53:FB:10:64:71:CD:70:61:59:54:9F:31:37:77:E6:0A:E5:24:9E:BD:44:F6:08:EC:09:33:E0:1C:8D:2A:14:69:14:C1:20:DB:03:FD:EC:C3:0
E:FB:FB:BE:D6:C5:D5:77:1C:68:98:E8:08:D9:2E:AF:36:B2:4E:C3:2C:CC:60:EF:00:5D:7B:D4:B6:3A:F6:53:58:EB:22:B4:BB:3A:D2:FB:77:3F:84:41:DC:B5:76:B9:28:80:B7:3E:95:AB:04:64
:39:9B:0E:F7:29:EA:D1:BE:70:21:CC:36:5E:99:5A:AE:3E:4D:43:E7:D6:89:35:F1:E8:1D:79:B2:D5:B4:B9:DA:B1:D6:60:EC:07:1F:ED:AA:6C:E0:DD:87:C1:A4:1F:01:D7:07:34:A9:16:2B:75:
2A:0D:9B:AE:96:AF:87:3B:4D:68:69:63:E8:6B:0B:14:06:EB:F2:89:02:50:99:65:38:E2:D0:F1:37:F2:F5:59:E7:E5:1A:B4:FB:B5:53:75:DF:1D:03:18:3D:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp
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Subject Alternative Name digit-dmo@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.6

Policy OID: 0.4.0.194112.1.3

Extended Key Usage id_kp_clientAuth

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 94:EE:61:C1:C9:7D:FF:AD:E2:B2:C9:B9:F6:BF:93:20:77:89:49:9C

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: E0:A6:20:FB:B6:74:73:62:BB:93:3A:C4:41:69:D6:76:A5:53:44:47:16:CF:5F:31:60
:5F:12:A2:2B:83:96:B1

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 231199879490522356566716403815664415819903446597

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital
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Issuer  C: PT

Subject  CN: IOANNA KALOGEROPOULOU

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: IOANNA

Subject  SURNAME: KALOGEROPOULOU

Subject  E: ioanna.kalogeropoulou@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: GR

Valid from: Wed Feb 22 16:36:29 CET 2023

Valid to: Sat Feb 21 16:36:29 CET 2026

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:9C:80:E3:DC:C4:AB:81:18:CF:8F:81:3B:84:FE:DF:DA:73:F8:EC:AF:4F:DC:A2:
16:6B:D1:C1:77:BE:EE:0F:46:CE:BC:EF:D4:E1:DE:46:04:9C:7A:8A:57:58:9D:7D:29:22:18:F5:BA:AF:9F:31:A7:CC:D4:19:6F:18:08:0F:16:AE:CD:89:66:23:77:3D:6D:E4:97:1D:C7:78:96:A
D:AA:3A:12:59:33:34:FF:DA:FB:7B:3F:C0:F7:C7:9A:F3:A2:B6:68:27:04:10:15:3A:EA:E0:CF:BB:53:ED:65:F5:A5:4A:C0:4C:BE:55:C5:BA:D8:F0:44:F1:0F:64:20:7E:B0:5A:22:9C:2A:49:87:
A1:A3:E5:36:16:65:55:F5:45:0B:C3:4A:C0:41:56:C5:A9:41:2A:83:D3:5B:F3:C1:8C:5C:DB:76:B1:73:EF:78:EE:C6:B5:76:1B:8B:45:82:21:27:5E:8F:52:55:02:BE:BD:46:EC:83:0E:B9:7B:7
C:2A:F8:43:AC:B3:5D:6A:4E:58:5E:D5:AF:6C:F6:4B:78:61:AA:73:CF:97:6D:6A:55:F8:5A:1C:6A:BA:98:1B:BA:C1:1A:8E:2B:47:2D:FB:3A:78:65:01:04:0B:6E:3A:35:82:0E:24:0A:02:FE:D7
:23:F3:37:B0:A3:8C:C1:95:12:70:25:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name ioanna.kalogeropoulou@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 64:7C:64:0C:55:59:71:04:99:95:A3:42:F7:66:3B:36:9D:3A:5A:46
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QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 87:90:5C:2C:90:51:CE:2D:45:DD:BE:38:22:83:8F:A7:05:BF:3A:3A:60:73:64:93:3
B:8D:1F:7A:70:15:53:DE

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 566117616430214055757992355472683005220982589151

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: APOSTOLOS APLADAS

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: APOSTOLOS

Subject  SURNAME: APLADAS

Subject  E: apostolos.apladas@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF

ETSI 2016 - TSL HR - PDF/A-1b generator

EESTI  (ESTONIA) - Trusted List ID: EE0001 Page 7



Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: GR

Valid from: Fri Apr 26 14:49:22 CEST 2024

Valid to: Mon Apr 26 14:49:22 CEST 2027

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B0:82:DA:F6:8D:DB:83:3D:25:FD:D4:75:47:4D:4C:84:8B:6B:77:A0:4B:93:1
6:A4:27:19:6A:A6:79:5C:D6:18:53:F1:1D:EE:60:6B:D2:57:07:EC:9A:34:1E:8B:F6:24:6E:33:28:37:36:A4:8E:8E:2F:A0:F8:54:20:90:5A:F7:4E:D3:24:B1:B0:65:28:21:7E:4A:74:FA:F7:20:E
3:27:82:2E:87:40:41:AB:46:EE:21:2C:87:91:6B:E6:E6:60:C0:FA:4B:5C:4C:62:97:4D:B7:E1:04:5C:C3:B9:09:B0:8E:24:EF:07:7B:62:F5:C0:8F:59:2F:E7:32:D3:16:8E:AC:3A:BF:19:17:D9:
26:DA:B5:35:EE:06:DD:66:2B:08:1F:7F:EE:47:E2:47:92:48:5B:96:39:BE:32:CA:44:4C:D3:7E:36:F6:BB:76:E8:64:CF:5E:25:96:1F:C4:26:BC:93:10:F4:0B:01:DB:20:CF:E7:11:90:19:32:2D
:0D:58:61:2E:A2:47:7A:62:7E:BB:0C:BD:7C:C7:62:5C:09:63:D0:33:3C:D7:77:73:40:52:D8:EB:F4:E6:40:7A:B5:1C:8E:91:AF:BA:31:11:16:63:D6:94:DB:62:BF:43:46:A7:CA:B3:42:9E:CE:
4D:FD:45:EC:E7:CF:53:C2:B5:A9:D1:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name apostolos.apladas@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 71:BF:9B:0E:1E:75:8F:ED:4F:3A:D8:BB:EF:3E:52:9E:CB:81:6C:86

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: B6:3D:41:67:44:E7:09:8B:F9:EC:2C:AA:59:6A:93:BC:24:68:E3:7F:82:84:BA:65:E
C:C0:61:71:1B:CB:AA:18

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3
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Serial Number: 165751212142046865099794733233293184155782588036

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: CONSTANTIN ADRIAN CROITORU

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: CONSTANTIN ADRIAN

Subject  SURNAME: CROITORU

Subject  E: adrian.croitoru@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: RO

Valid from: Mon Oct 02 15:29:50 CEST 2023

Valid to: Thu Oct 01 15:29:50 CEST 2026

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C1:0F:7D:D0:0A:28:57:CA:A4:2C:E8:30:58:41:BC:4B:F9:38:8D:2D:F7:04:35
:51:AE:49:CD:5A:44:34:E3:8A:2A:34:BD:0A:6F:C8:C3:3C:93:2E:C5:AE:2C:90:EA:69:4B:E6:23:AA:13:39:9E:13:62:8E:D6:68:5C:B2:8B:66:15:AB:84:D2:55:7A:3D:1B:CB:7C:47:29:07:32:
ED:77:BF:0A:C2:CA:83:09:FC:6B:9C:67:DC:A9:82:44:67:10:45:94:76:F5:06:37:6E:91:3A:60:AC:AF:20:48:7E:F0:A9:0B:F3:DE:F6:D1:7A:3A:1E:9D:06:2D:82:99:7F:07:94:4E:37:CC:D6:0
E:91:5B:A2:93:16:B9:CA:60:75:DD:6D:72:62:C3:4A:57:DD:B4:33:2F:D9:09:FA:45:A0:4C:96:DF:81:F7:FB:A6:4D:47:B2:30:87:A8:7A:4F:84:24:20:C9:23:71:14:D3:69:E3:13:60:3F:E4:69:
05:7E:94:59:ED:5E:57:CF:DA:87:FA:5D:DA:9A:89:FD:FD:9C:97:AE:B6:10:A9:80:BF:1C:89:60:04:DE:66:F4:BE:E2:48:45:70:1C:AC:74:61:8F:6A:83:4F:79:17:26:FA:68:F1:2F:AA:9A:4B:C
C:21:17:5A:6F:37:98:6D:5C:E8:FB:79:02:03:01:00:01

Basic Constraints IsCA: false
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Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name adrian.croitoru@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 22:79:45:E8:29:79:1C:AB:D4:13:7E:48:7E:6F:32:ED:C7:D0:BE:F0

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 9C:01:27:83:96:92:47:AD:30:2F:05:84:79:7E:17:43:ED:23:05:EF:76:BD:B7:A8:31
:1C:5F:EF:63:87:A0:ED

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 620818890745556847869731431413617216995310914687

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA
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Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: JEROEN ARNOLD L RATHÉ

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: JEROEN ARNOLD L

Subject  SURNAME: RATHÉ

Subject  E: jeroen.rathe@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: BE

Valid from: Fri Apr 21 17:59:43 CEST 2023

Valid to: Mon Apr 20 17:59:43 CEST 2026

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:E0:0B:7B:B8:F7:76:FC:69:9A:96:0B:EC:1D:7F:4F:B5:FC:82:C6:FD:EF:97:61:
C1:D0:88:DC:42:2F:49:02:54:4A:3E:B1:1B:7D:CF:9E:6C:5F:6C:07:9A:89:FF:69:7B:22:4B:8B:70:7E:A9:3D:01:0C:65:5A:92:F2:5E:E6:5A:DE:34:6B:06:22:39:E4:17:6A:B6:68:7E:DB:EA:E
B:57:40:2E:3A:11:E1:BA:9C:00:28:EE:76:6C:FF:B2:21:25:3C:1B:8A:FE:83:E3:73:61:43:30:34:20:CC:F6:7B:E3:D0:04:B1:16:25:6A:45:5F:A8:81:4E:6D:5A:66:91:27:BB:1A:CD:25:DA:1B:
DB:23:B1:2D:F5:49:98:A5:B3:28:EF:30:7E:F6:8E:D6:DE:42:26:04:99:D7:DC:D0:62:9A:D8:29:C9:F6:F7:31:4B:FF:B5:86:DF:72:30:28:87:FC:EC:D3:65:73:8F:86:DF:6F:F1:D5:57:C7:64:D
5:D6:96:5A:0C:1F:F5:04:8F:2A:3C:67:B0:D9:84:4B:ED:63:C6:9F:61:A7:36:6D:5D:9B:B1:F9:BC:BD:E5:E6:9C:F9:02:7F:66:41:1E:22:BB:5B:A3:D9:60:0B:8B:EF:41:CD:AB:B1:2F:24:27:84
:20:8C:59:AC:08:A1:F6:8D:AE:BB:9D:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name jeroen.rathe@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth
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CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 1B:EF:6E:01:67:39:13:6D:D4:3C:1B:A2:1A:C6:F2:28:2B:A9:60:B9

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: D3:23:8E:D2:84:DC:47:8F:86:2C:28:5B:00:5F:72:E9:BE:61:E0:76:D0:77:AE:C5:1
3:DA:C9:A2:BF:B6:93:41

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 21267647932559404339035760224263512027

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  SERIAL NUMBER: 201803

Issuer  CN: Citizen CA

Issuer  O: Certipost N.V./S.A.

Issuer  L: Brussels

Issuer  C: BE

Subject  SERIAL NUMBER: 72020329970

Subject  GIVEN NAME: Patrick Jean

Subject  SURNAME: Kremer
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Subject  CN: Patrick Kremer (Signature)

Subject  C: BE

Valid from: Sat Jun 02 00:04:19 CEST 2018

Valid to: Wed May 31 01:59:59 CEST 2028

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:AF:B8:3B:56:B8:83:63:86:AC:DD:1E:0B:3C:E8:3B:B8:F1:F9:8A:71:F3:69:53:
0E:C0:56:FF:F1:83:96:FB:D2:15:30:7C:FF:57:97:49:03:37:93:2A:F8:4B:1B:94:B8:3E:4E:8A:77:61:3E:87:5F:05:95:1A:27:A7:BD:06:BF:6F:A2:8E:D9:0F:93:B6:50:91:F7:B3:D3:27:2E:01:
B2:D7:88:DC:76:4B:B7:DC:E4:61:BD:2C:62:5A:7C:32:60:06:04:D0:B9:09:B5:68:35:4B:0D:0E:B9:DE:6A:91:E6:D0:0E:FA:01:1F:EA:FB:38:CD:11:12:2F:73:24:61:70:14:AB:E4:BF:5A:87:0
4:68:6A:48:85:E3:55:00:5D:E2:3D:29:2F:11:ED:CB:BD:48:C5:FF:15:C7:58:5E:1A:32:FA:86:2B:A9:17:1A:C7:9A:4D:C9:FD:86:04:DB:71:EB:96:D8:F0:22:12:BF:9E:0D:33:5C:CE:4C:06:04
:31:57:C3:39:A7:18:53:CC:45:EC:F7:38:D9:3F:8C:82:A1:85:AF:13:CA:50:D2:7C:8F:CC:5F:73:83:B7:47:54:DE:3B:C9:10:A3:C8:7D:42:62:C4:13:DE:87:13:09:33:05:B1:4E:31:5B:36:EF:C
2:2B:BB:49:F2:A4:F6:8B:54:B8:55:02:03:01:00:01

Authority Key Identifier D9:34:21:3E:3A:42:25:6D:E1:BB:BF:BE:47:4C:F8:02:AD:E3:2F:54

Authority Info Access http://certs.eid.belgium.be/citizen201803.crt

http://ocsp.eid.belgium.be/2

Certificate Policies Policy OID: 2.16.56.12.1.1.2.1

CPS pointer: http://repository.eid.belgium.be

CPS text: [Gebruik onderworpen aan aansprakelijkheidsbeperkingen, zie CPS -
Usage soumis à des limitations de responsabilité, voir CPS - Verwendung
unterliegt Haftungsbeschränkungen, gemäss CPS]

Policy OID: 0.4.0.194112.1.2

CRL Distribution Points http://crl.eid.belgium.be/eidc201803.crl

Extended Key Usage id_kp_emailProtection

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: D2:06:4F:DD:70:F6:98:2D:CC:51:6B:86:D9:D5:C5:6A:EA:93:94:17:C6:24:B2:E4:7
8:C0:B2:9D:E5:4F:84:74

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 416260670660158992857603279521251626757860879766
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: VICENTE ANDREU NAVARRO

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: VICENTE

Subject  SURNAME: ANDREU NAVARRO

Subject  E: vicente.andreu-navarro@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: ES

Valid from: Mon May 06 14:45:16 CEST 2024

Valid to: Thu May 06 14:45:16 CEST 2027

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BD:E2:55:EE:0A:16:DE:6B:EA:26:AD:A4:31:3D:1C:9E:B9:05:02:74:FF:97:2C
:DB:81:A1:D5:BD:DE:63:10:C1:F2:E9:1C:A8:23:50:1F:E0:94:E5:39:64:A3:0B:EE:9F:B0:DC:C0:A4:54:75:4E:FD:F0:F3:F5:AE:4A:08:C7:4D:67:C3:9E:9A:AC:DB:48:89:87:DE:FD:03:95:B0:
BD:F5:EE:CD:CB:94:A9:E1:45:A6:D7:51:FE:D2:66:FF:4F:13:B1:30:03:F8:27:80:FA:B4:28:E8:AD:B7:07:5C:4C:61:1C:17:FC:13:6D:FC:42:F4:DD:0F:D3:39:08:F9:57:8B:95:DC:AC:9F:D3:D
E:39:CA:EE:60:3A:19:AB:32:CF:D1:64:26:7C:33:E8:9A:87:04:DA:56:4B:5F:F9:9B:E1:A1:C4:AC:3E:DF:9A:D8:EB:8F:23:C2:29:4D:4F:B1:21:60:17:5A:E4:3E:DB:B4:3B:CF:30:F4:77:AB:2A:
05:DA:EE:0E:BD:7A:72:51:6D:65:75:8D:46:29:26:F6:AE:A9:08:E0:0E:28:6F:E6:CA:CC:DE:52:EC:BE:F9:33:ED:42:72:37:F8:E4:25:4E:EC:83:5E:CC:FD:50:D2:9B:A1:00:85:D9:23:66:7D:1
A:1E:07:17:31:D3:6B:52:FF:35:20:3F:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14
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Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name vicente.andreu-navarro@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 8E:E7:B0:79:8E:0F:23:42:86:8D:EB:4C:87:CE:2F:4E:C1:27:C5:07

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: DF:7E:29:36:0C:34:B2:B8:D6:D5:F4:03:25:C1:D4:D1:2C:99:22:CE:CD:33:B7:40:7
6:74:A7:4B:2B:3C:A1:E5

TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUlistofthelists

Scheme Territory EU

Mime Type application/vnd.etsi.tsl+xml

Scheme Operator Name

Name [ en ] European Commission

Scheme Type Community Rules

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUlistofthelists

List Issue Date Time 2026-01-07T21:00:51Z

Next Update

date Time 2026-07-07T20:00:51Z

Distribution Points

URI https://sr.riik.ee/tsl/estonian-tsl.xml
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 1 - TSP: SK ID Solutions AS

TSP Name

Name [ en ] SK ID Solutions AS

TSP Trade Name

Name [ en ] VATEE-100687640

Name [ en ] SK ID Solutions AS

Name [ en ] AS Sertifitseerimiskeskus

Name [ en ] ESTEID

Name [ en ] SK

PostalAddress

Street Address [ en ] Pärnu mnt 141

Locality [ en ] Tallinn

Postal Code [ en ] 11314

Country Name [ en ] EE

ElectronicAddress

URI [ en ] mailto:info@sk.ee

URI [ en ] https://www.sk.ee/en

TSP Information URI

URI [ en ] https://www.sk.ee/en/repository/

URI [ et ] https://www.sk.ee/repositoorium/

1.1 - Service  (withdrawn): ESTEID-SK

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name
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Name [ en ] ESTEID-SK

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1011113090

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: Juur-SK

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Issuer  E: pki@sk.ee

Subject  CN: ESTEID-SK

Subject  SURNAME: 1

Subject  OU: ESTEID

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Subject  E: pki@sk.ee

Valid from: Tue Jan 15 17:44:50 CET 2002

Valid to: Fri Jan 13 17:44:50 CET 2012

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:8B:79:93:B9:35:5A:37:CD:BC:00:F1:E1:55:0A:BA:DB:79:94:0A:BC:F0:C1:EC
:B5:03:3E:FC:C2:AB:0E:D4:DA:C0:BE:23:01:0E:76:38:E9:25:11:78:97:11:6C:F9:FF:32:0B:56:CF:FA:BA:AD:5B:3A:CA:86:12:76:A3:07:D2:02:52:19:31:B9:72:FC:E1:63:7C:BA:8E:73:2C:A
2:EE:A7:5F:03:FE:BA:BB:EE:BD:BB:F0:D8:F6:D5:B9:7E:A5:BD:DC:3E:F7:BF:95:8D:70:DA:08:7A:60:93:C9:D8:7D:20:59:10:BC:C8:A1:58:A1:FB:2D:B9:41:CC:21:DA:E1:6E:AA:51:C0:59:E
D:0B:01:81:8A:50:4B:D9:FD:7C:62:6D:E4:3D:B0:08:37:AA:D2:91:75:67:2E:F6:1B:70:90:16:BA:6E:47:F6:8F:1B:6F:2D:BF:DA:FE:0B:BA:2A:9D:C6:A9:6E:22:7B:C4:83:9A:EF:B1:66:DE:8
D:3B:33:FF:5A:6A:BA:BF:9B:5A:07:12:9F:42:C5:88:87:F6:79:83:DE:4C:8C:7B:CC:B1:C3:9B:F4:D8:C4:CC:98:07:31:3A:6F:37:CF:93:B8:A1:74:83:4C:02:C6:E6:00:DF:64:D3:E3:25:A3:4F:
9E:8E:C9:F0:5B:86:AC:8D:EF:57:CC:F7:02:03:01:00:01

Basic Constraints IsCA: true
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 Certificate Policies Policy OID: 1.3.6.1.4.1.10015.1.1.1

CPS text: [See sertifikaat on väljastatud AS-is Sertifitseerimiskeskus alam-SK
sertifikaatide kinnitamiseks]

CPS pointer: http://www.sk.ee/cps/

CRL Distribution Points http://www.sk.ee/juur/crl/

Authority Key Identifier 04:AA:7A:47:A3:E4:89:AF:1A:CF:0A:40:A7:18:3F:6F:EF:E9:7D:BE

Subject Key Identifier 78:17:B5:05:F9:B3:58:CD:59:8C:DE:67:5E:44:06:4C:75:86:69:5D

Key Usage: digitalSignature  - nonRepudiation  - keyEncipherment  - keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 0B:7A:9D:B6:0D:95:B0:6A:8F:4C:FC:0A:9C:1D:7D:92:EC:8D:45:55:1C:56:B6:79:5
8:79:29:C9:9B:20:C5:73

X509SubjectName

Subject  CN: ESTEID-SK

Subject  SURNAME: 1

Subject  OU: ESTEID

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Subject  E: pki@sk.ee

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2017-06-30T22:00:00Z

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.1.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne
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Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.1.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.1.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.1.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] ESTEID-SK

Service digital identities

X509SubjectName

Subject  CN: ESTEID-SK

Subject  SURNAME: 1

Subject  OU: ESTEID
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Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Subject  E: pki@sk.ee

X509SKI

X509 SK I eBe1BfmzWM1ZjN5nXkQGTHWGaV0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.1.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.1.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.1.4.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation
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URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.1.5 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] ESTEID-SK: Qualified certificates for Estonian ID-card

Service digital identities

X509SubjectName

Subject  CN: ESTEID-SK

Subject  SURNAME: 1

Subject  OU: ESTEID

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Subject  E: pki@sk.ee

X509SKI

X509 SK I eBe1BfmzWM1ZjN5nXkQGTHWGaV0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2002-01-15T17:44:50Z

1.1.5.4 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (SSCD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true
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Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an SSCD

1.1.5.5 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.2 - Service  (withdrawn): ESTEID-SK 2007

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] ESTEID-SK 2007

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1167826957

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: Juur-SK
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Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Issuer  E: pki@sk.ee

Subject  CN: ESTEID-SK 2007

Subject  OU: ESTEID

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Wed Jan 03 13:22:37 CET 2007

Valid to: Fri Aug 26 16:23:01 CEST 2016

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:ED:5A:9D:A3:2C:2B:00:EC:AF:40:C6:83:C3:38:BD:20:78:CD:46:A1:1D:10:E
B:04:94:20:20:89:63:21:64:50:C6:E8:10:CC:69:4B:31:41:EA:D9:5B:D3:24:A5:1C:45:3A:16:CF:AD:8C:0E:10:AD:2A:B0:6B:0D:2E:36:4E:01:5E:FD:65:92:83:AB:E8:35:1C:FB:6D:3E:01:07
:79:8C:1E:80:D1:AB:6B:96:D6:75:5C:6E:48:BC:31:1E:A7:70:C9:3F:29:24:93:63:0F:C5:4C:FB:75:9C:7B:5D:41:2B:FE:47:54:58:8F:5C:0C:89:05:5A:27:3B:CB:DA:13:05:8F:49:69:5E:A5:C
6:6D:3C:93:07:99:FE:A4:F0:E4:F5:3C:FD:B4:EF:64:21:34:CA:0B:C1:5D:4E:13:0D:2D:85:A5:42:7F:FA:34:F3:33:6A:1C:59:AD:D0:8C:54:2F:D9:28:AB:E8:B0:6F:80:D6:37:76:EF:E6:F9:62:
C0:06:AD:1D:80:DD:7C:47:89:E1:16:D9:9A:55:EA:6A:01:E5:2E:12:2F:1E:44:19:7A:C8:B4:D2:98:CC:18:09:8E:3A:2E:C2:B9:09:D8:D3:09:94:99:BF:DD:F8:16:D3:6E:C9:8E:8F:87:D9:C2:
5C:90:20:34:06:3E:19:F3:49:7D:D3:17:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

CRL Distribution Points http://www.sk.ee/crls/juur/crl.crl

Authority Key Identifier 04:AA:7A:47:A3:E4:89:AF:1A:CF:0A:40:A7:18:3F:6F:EF:E9:7D:BE

Subject Key Identifier 48:06:DE:BE:8C:87:57:95:80:78:63:FA:9C:23:2B:2B:A0:3A:18:75

Key Usage: digitalSignature  - nonRepudiation  - keyEncipherment  - dataEncipherment  -
keyAgreement  - keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: B1:14:C6:A2:F2:10:F8:B4:39:76:28:9C:AF:FD:70:F6:48:4F:BC:C6:1F:18:93:E5:D1
:26:76:F4:C2:E5:80:5B

X509SubjectName

Subject  CN: ESTEID-SK 2007

Subject  OU: ESTEID

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2017-06-30T22:00:00Z
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TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.2.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.2.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.2.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.2.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name
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Name [ en ] ESTEID-SK 2007

Service digital identities

X509SubjectName

Subject  CN: ESTEID-SK 2007

Subject  OU: ESTEID

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I SAbevoyHV5WAeGP6nCMrK6A6GHU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.2.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.2.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true
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Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.2.4.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.2.5 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] ESTEID-SK 2007: Qualified certificates for Estonian ID-card, the residence
permit card, the digital identity card, the digital identity card in form of the
Mobile-ID

Service digital identities

X509SubjectName

Subject  CN: ESTEID-SK 2007

Subject  OU: ESTEID

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I SAbevoyHV5WAeGP6nCMrK6A6GHU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2007-01-03T13:22:37Z

1.2.5.4 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (SSCD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=atLeastOne
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Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an SSCD

1.2.5.5 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.3 - Service  (withdrawn): ESTEID qualified certificates for electronic signatures (ESTEID-
SK 2011)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] ESTEID qualified certificates for electronic signatures (ESTEID-SK 2011)

Name [ et ] ESTEID kvalifitseeritud e-allkirjastamise sertifikaatide väljastamise teenus
(ESTEID-SK 2011)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 54927111231050666919490365049675206925
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2011

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Fri Mar 18 11:14:59 CET 2011

Valid to: Mon Mar 18 11:14:59 CET 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B3:E9:7C:6C:66:1E:AB:FD:A5:DC:35:ED:E4:4A:93:4C:3A:A9:90:A0:05:D4:A7
:3C:DC:AF:86:52:68:66:61:FF:B2:47:22:2A:65:BC:D8:BA:B5:B5:BF:94:AE:EC:02:24:6C:6F:AE:4A:CC:C5:91:38:46:AE:95:DE:BA:82:06:C3:3E:06:BA:91:4F:7B:0B:E0:17:1A:EE:FE:0D:13:9
7:B2:D8:D4:3A:FE:95:96:B1:D9:54:09:CB:98:83:A4:C9:CA:56:6B:18:CC:F8:47:D0:3D:9B:83:C4:46:E4:C3:DE:81:DF:F7:C6:EB:D6:5B:A7:7B:3D:CB:A5:84:87:05:39:63:D2:22:42:5F:18:4
E:41:A7:35:4C:62:75:06:CE:37:50:46:42:6F:87:54:4B:20:4D:FD:B6:27:AA:FA:1B:71:6C:13:4E:EB:9C:C3:6C:90:D0:B7:0E:3B:8B:48:25:0A:17:89:07:D2:B5:46:54:AF:41:76:20:9D:15:A6:
63:1C:4C:A4:8F:08:C8:1B:3A:A7:CB:1C:91:29:EE:18:6C:9E:81:F4:00:66:F7:97:92:16:03:01:1E:D6:44:61:4F:AA:D1:55:08:40:68:40:18:0B:AB:39:35:E3:5A:2D:53:B2:C0:38:DA:69:CB:1
9:06:44:23:91:97:31:7B:5A:6E:9E:75:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.100.1.1.1

CPS text: [Kasutatakse isikuttõendavale dokumendile kantavate sertifikaatide
väljastamiseks.]

CPS pointer: https://www.sk.ee/CPS

Subject Key Identifier 7B:6A:F2:55:50:5C:B8:D9:7A:08:87:41:AE:FA:A2:2B:3D:5B:57:76

Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

CRL Distribution Points http://www.sk.ee/repository/crls/eeccrca.crl

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256
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 Thumbprint: 41:EC:80:8E:33:CC:A8:65:9E:AE:A8:16:70:D6:C7:DC:01:44:66:36:E1:F2:27:56:1
B:63:07:B8:0B:A6:38:62

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2011

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2021-05-21T10:00:00Z

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.3.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.1

Description Certificate Policy for ID card and Digi-ID

Documentation Reference https://sk.ee/en/repository/CP/

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.3

Description Certificate Policy for the digital identity card in form of the
Mobile-ID

Documentation Reference https://sk.ee/en/repository/CP/
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Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.3.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.1

Description Certificate Policy for ID card and Digi-ID

Documentation Reference https://sk.ee/en/repository/CP/

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.3

Description Certificate Policy for the digital identity card in form of the
Mobile-ID

Documentation Reference https://sk.ee/en/repository/CP/

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.3.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.3.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
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 Service Name

Name [ en ] ESTEID qualified certificates for electronic signatures (ESTEID-SK 2011)

Name [ et ] ESTEID kvalifitseeritud e-allkirjastamise sertifikaatide väljastamise teenus
(ESTEID-SK 2011)

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2011

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I e2ryVVBcuNl6CIdBrvqiKz1bV3Y=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2018-11-02T14:00:00Z

1.3.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.1

Description Certificate Policy for ID card and Digi-ID

Documentation Reference https://sk.ee/en/repository/CP/

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.3

Description Certificate Policy for the digital identity card in form of the
Mobile-ID
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Documentation Reference https://sk.ee/en/repository/CP/

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.3.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.1

Description Certificate Policy for ID card and Digi-ID

Documentation Reference https://sk.ee/en/repository/CP/

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.3

Description Certificate Policy for the digital identity card in form of the
Mobile-ID

Documentation Reference https://sk.ee/en/repository/CP/

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.3.4.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.3.5 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
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Service Name

Name [ en ] ESTEID-SK 2011 qualified certificates for electronic signatures

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2011

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I e2ryVVBcuNl6CIdBrvqiKz1bV3Y=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.3.5.4 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.3.5.5 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true
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Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.3.5.6 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.3.6 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] ESTEID-SK 2011: Qualified certificates for Estonian ID-card, the residence
permit card, the digital identity card, the digital identity card in form of the
Mobile-ID

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2011

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I e2ryVVBcuNl6CIdBrvqiKz1bV3Y=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2011-03-18T11:14:59Z

1.3.6.7 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (SSCD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=atLeastOne
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Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an SSCD

1.3.6.8 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.4 - Service  (granted): ESTEID qualified certificates for electronic signatures (ESTEID-SK
2015)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] ESTEID qualified certificates for electronic signatures (ESTEID-SK 2015)

Name [ et ] ESTEID kvalifitseeritud e-allkirjastamise sertifikaatide väljastamise teenus
(ESTEID-SK 2015)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 92090760538140121355861069916590054235
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X509 Certificate -----BEGIN CERTIFICATE-----
=

-----END CERTIFICATE-----

Signature algorithm: SHA384withRSA

Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  CN: ESTEID-SK 2015

Subject 2.5.4.97: NTREE-10747013

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Thu Dec 17 13:38:43 CET 2015

Valid to: Wed Dec 18 00:59:59 CET 2030

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:D2:81:FA:D4:D0:F1:6D:D5:BD:93:C9:CB:03:5A:86:68:BE:01:EE:FC:9D:A1:D
D:84:C2:9F:D2:4C:16:41:DF:01:2D:20:90:8B:76:4A:44:B1:2F:29:5D:F1:62:46:AC:03:56:C8:06:19:BB:BE:43:DF:6D:AE:56:F9:2C:8E:F2:8B:BA:C8:91:1A:2F:E4:D7:ED:05:D4:8D:3D:25:3
9:AC:08:58:3D:08:6F:65:94:20:3B:04:5A:1D:AE:44:CB:E0:5A:2C:91:E6:2E:A6:10:4B:D8:50:BD:0B:02:63:2C:2C:FB:15:6F:34:55:29:2B:4A:46:0F:AE:22:C9:CA:9D:32:E0:65:FE:75:AA:DD
:F2:EE:66:9A:70:06:1D:15:16:5B:66:E2:78:6B:FF:54:B4:47:D4:D1:26:9A:85:50:66:C6:AF:83:8A:FC:3C:1E:6D:0E:4F:8E:17:52:E3:48:02:50:DC:26:0B:B7:CF:43:8B:C8:1F:EC:7E:4C:29:3
6:68:6F:AE:DC:CA:00:CF:42:2B:A5:55:AA:8B:0C:C6:FE:FC:6B:7A:E3:CF:02:48:17:78:50:9E:61:FE:9F:5C:BB:06:CF:85:A2:BE:C6:45:6E:98:76:A4:C8:C4:2E:EE:AC:96:D9:41:5D:F0:06:DD:
F1:AF:E3:7B:7D:D5:55:E2:73:2C:D1:FD:E4:F9:76:C0:7E:CC:5B:16:D6:C1:D5:FB:53:8D:3E:BF:AA:CE:00:F1:08:7D:9C:9A:EA:A8:64:D7:C8:22:AF:9B:BA:86:F7:78:0F:1E:7B:E5:E9:24:A2:5
0:AF:ED:6A:1A:B9:A1:82:08:EF:02:17:3B:9B:A7:14:E3:1F:D0:7F:1C:11:62:12:15:36:12:5F:FA:C2:95:4E:19:10:85:B2:7D:5F:1B:8A:93:77:35:F3:0C:A6:C0:BD:66:A4:30:F4:3C:81:89:AA:
5B:2C:31:E8:AE:27:82:33:6A:01:5B:80:44:86:34:35:1D:E2:27:26:D2:14:13:F0:29:90:79:49:B5:19:B5:9E:05:8B:1E:A8:F8:4C:41:7F:7B:40:50:4B:5C:92:D5:CB:64:82:CA:80:33:EC:1A:B5
:A8:0E:37:FB:E1:1C:89:B3:7E:C8:17:35:9D:0B:36:66:8A:BC:72:4F:4C:2B:46:C2:C4:33:1E:52:44:14:CF:A5:5E:40:6A:7A:F4:89:8E:42:BB:30:E3:AA:93:CF:49:AD:75:0A:CC:49:B9:E4:5C:2
B:8B:6A:7E:5D:3E:6D:BC:E0:9F:47:99:AA:A2:62:2E:A3:E8:A2:DC:67:63:64:52:70:D0:15:EB:01:56:53:04:9B:E7:C7:6B:68:91:EA:59:C0:15:86:74:E9:41:02:03:01:00:01

Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

Subject Key Identifier B3:AB:88:BC:99:D5:62:A4:85:2A:08:CD:B4:1D:72:3B:83:72:47:51

Certificate Policies Policy OID: 0.4.0.2042.1.2

Policy OID: 0.4.0.194112.1.2

Policy OID: 1.3.6.1.4.1.10015.1.1

CPS pointer: https://www.sk.ee/CPS

Policy OID: 1.3.6.1.4.1.10015.1.2

Policy OID: 1.3.6.1.4.1.10015.1.3

Policy OID: 1.3.6.1.4.1.10015.1.4

Basic Constraints IsCA: true  - Path length: 0
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 Extended Key Usage id_kp_clientAuth  - id_kp_OCSPSigning

Authority Info Access http://ocsp.sk.ee/CA

http://www.sk.ee/certs/EE_Certification_Centre_Root_CA.der.crt

CRL Distribution Points http://www.sk.ee/repository/crls/eeccrca.crl

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 74:D9:92:D3:91:0B:CF:7E:34:B8:B5:CD:28:F9:1E:AE:B4:F4:1F:3D:A6:39:4D:78:B
8:C4:36:72:D4:3F:4F:0F

X509SubjectName

Subject  CN: ESTEID-SK 2015

Subject 2.5.4.97: NTREE-10747013

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2018-11-02T14:00:00Z

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.1

Description Certificate Policy for ID card and Digi-ID
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Documentation Reference https://sk.ee/en/repository/CP/

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.3

Description Certificate Policy for the digital identity card in form of the
Mobile-ID

Documentation Reference https://sk.ee/en/repository/CP/

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.1

Description Certificate Policy for ID card and Digi-ID

Documentation Reference https://sk.ee/en/repository/CP/

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.3

Description Certificate Policy for the digital identity card in form of the
Mobile-ID

Documentation Reference https://sk.ee/en/repository/CP/

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.4.3 - Extension (critical): additionalServiceInformation
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AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.4.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] ESTEID-SK 2015 qualified certificates for electronic signatures

Service digital identities

X509SubjectName

Subject  CN: ESTEID-SK 2015

Subject 2.5.4.97: NTREE-10747013

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I s6uIvJnVYqSFKgjNtB1yO4NyR1E=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.4.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD
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1.4.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.4.4.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.4.5 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] ESTEID-SK 2015: Qualified certificates for Estonian ID-card, the residence
permit card, the digital identity card, the digital identity card in form of the
Mobile-ID

Service digital identities

X509SubjectName

Subject  CN: ESTEID-SK 2015

Subject 2.5.4.97: NTREE-10747013

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I s6uIvJnVYqSFKgjNtB1yO4NyR1E=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2015-12-17T12:38:00Z
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1.4.5.4 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (SSCD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an SSCD

1.4.5.5 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.5 - Service  (granted): ESTEID qualified certificates for electronic signatures
(ESTEID2018)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] ESTEID qualified certificates for electronic signatures (ESTEID2018)

Name [ et ] ESTEID kvalifitseeritud e-allkirjastamise sertifikaatide väljastamise teenus
(ESTEID2018)

Service digital identities
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Certificate fields details

Version: 3

Serial Number: 155893412819766287602132218565978641901

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withECDSA

Issuer  CN: EE-GovCA2018

Issuer 2.5.4.97: NTREE-10747013

Issuer  O: SK ID Solutions AS

Issuer  C: EE

Subject  CN: ESTEID2018

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

Valid from: Thu Sep 20 11:22:28 CEST 2018

Valid to: Mon Sep 05 11:11:03 CEST 2033

Public Key: 30:81:9B:30:10:06:07:2A:86:48:CE:3D:02:01:06:05:2B:81:04:00:23:03:81:86:00:04:01:C7:38:19:6F:ED:4A:D1:3D:83:F5:C8:78:4E:6F:B4:40:FD:80:43:6E:D8:32:9D:25:4C:A9:87:71:9C
:5A:CA:1D:45:E1:EA:D1:64:82:1B:C7:B8:0D:64:D8:34:A8:9B:58:44:E6:4A:A1:07:95:6C:A4:37:A6:6F:05:83:24:13:90:59:01:8E:23:FD:2D:DC:4B:5C:70:B6:23:78:CE:C5:F7:13:8F:77:35:
1B:65:A2:1B:A4:D4:47:A5:08:15:06:91:57:D3:1A:4B:4E:05:B6:EC:CA:48:32:15:3C:0C:70:56:16:97:80:68:D5:F7:79:4A:43:E2:00:B9:72:F8:6C:2B:44:45:12

Authority Key Identifier 7E:29:56:E7:34:92:78:4E:77:E1:6F:2E:33:2A:98:71:C1:FD:34:9F

Subject Key Identifier D9:AC:70:DB:5F:7E:BE:94:F8:A0:E4:BE:47:A2:D0:34:AD:9A:2A:12

Basic Constraints IsCA: true  - Path length: 0
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Certificate Policies Policy OID: 0.4.0.2042.1.2

Policy OID: 0.4.0.194112.1.2

Policy OID: 1.3.6.1.4.1.51361.1.1.1

CPS pointer: https://www.sk.ee/CPS

Policy OID: 1.3.6.1.4.1.51361.1.1.2

Policy OID: 1.3.6.1.4.1.51455.1.1.1

Policy OID: 1.3.6.1.4.1.51361.1.1.5

Policy OID: 1.3.6.1.4.1.51361.1.1.6

Policy OID: 1.3.6.1.4.1.51361.1.1.7

Policy OID: 1.3.6.1.4.1.51361.1.1.3

Policy OID: 1.3.6.1.4.1.51361.1.1.4

Policy OID: 1.3.6.1.4.1.51361.1.1.8

Policy OID: 1.3.6.1.4.1.51361.1.1.9

Policy OID: 1.3.6.1.4.1.51361.1.1.10

Policy OID: 1.3.6.1.4.1.51361.1.1.11

Policy OID: 1.3.6.1.4.1.51361.1.1.12

Policy OID: 1.3.6.1.4.1.51361.1.1.13

Policy OID: 1.3.6.1.4.1.51361.1.1.14

Policy OID: 1.3.6.1.4.1.51361.1.1.15

Policy OID: 1.3.6.1.4.1.51361.1.1.16

Policy OID: 1.3.6.1.4.1.51361.1.1.17

Policy OID: 1.3.6.1.4.1.51361.1.1.18

Policy OID: 1.3.6.1.4.1.51361.1.1.19

Policy OID: 1.3.6.1.4.1.51361.1.1.20

Policy OID: 1.3.6.1.4.1.51455.1.1.2

Policy OID: 1.3.6.1.4.1.51455.1.1.3

Policy OID: 1.3.6.1.4.1.51455.1.1.4

Policy OID: 1.3.6.1.4.1.51455.1.1.5

Policy OID: 1.3.6.1.4.1.51455.1.1.6

Extended Key Usage id_kp_clientAuth  - id_kp_OCSPSigning

Authority Info Access http://aia.sk.ee/ee-govca2018

http://c.sk.ee/EE-GovCA2018.der.crt

QCStatements - crit. = false id_etsi_qcs_QcCompliance

CRL Distribution Points http://c.sk.ee/EE-GovCA2018.crl

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256
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 Thumbprint: C4:5A:E8:1A:C8:B5:ED:5D:80:65:21:3F:D3:DC:25:0C:7B:32:77:36:8A:3E:97:BD:8
2:99:EF:FA:F8:B6:5E:31

X509SubjectName

Subject  CN: ESTEID2018

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

X509SKI

X509 SK I 2axw219+vpT4oOS+R6LQNK2aKhI=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2018-11-02T14:00:00Z

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.5.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier 1.3.6.1.4.1.51361.1

Description Certificate Policy for ID-card, Digi-ID, RP-card and Diplomatic-ID

Documentation Reference https://www.id.ee/?id=30500
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Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.5.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier 1.3.6.1.4.1.51361.1

Description Certificate Policy for ID-card, Digi-ID, RP-card and Diplomatic-ID

Documentation Reference https://www.id.ee/?id=30500

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.5.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.6 - Service  (withdrawn): EID-SK 2007

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] EID-SK 2007

Service digital identities

Certificate fields details
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Version: 3

Serial Number: 1167992746

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: Juur-SK

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Issuer  E: pki@sk.ee

Subject  CN: EID-SK 2007

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Fri Jan 05 11:25:46 CET 2007

Valid to: Fri Aug 26 16:23:01 CEST 2016

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:E2:7E:11:1D:CA:FB:A1:93:FD:D3:24:41:8C:27:5B:44:64:EB:24:13:CD:72:32
:A3:C6:19:76:8F:1D:70:02:27:B7:E7:72:7D:43:D6:E4:05:B7:E4:46:F3:F7:24:87:BC:C3:AA:E1:D5:D6:6E:07:42:4E:DD:72:16:8F:D3:4A:EF:82:CB:D1:95:80:BD:18:F7:05:B7:A4:D6:F3:0D:
ED:F8:19:31:63:54:4D:6E:63:8D:80:7D:EA:CE:29:25:8E:4E:E6:E8:D6:FC:50:6B:4B:F6:13:A6:65:DC:39:93:9B:7D:1E:DF:1F:80:74:E7:A0:19:05:AF:16:20:B2:FF:5D:E0:20:A4:05:34:A9:A
C:D5:0A:FA:FC:BF:35:36:A4:E2:20:18:8A:75:AD:2B:AB:51:1C:76:F5:7F:14:6C:2D:45:E2:0C:B4:8E:E3:62:B3:FA:B7:A1:86:C9:40:35:7F:BD:63:9F:E1:D3:09:61:DE:97:26:C4:B0:75:25:60:
0F:D0:EF:5F:57:A3:75:2D:44:37:62:6E:F0:32:9F:E5:05:7B:8F:BE:5E:76:C8:9B:92:64:35:94:17:B1:A4:22:9F:AF:52:27:CE:49:E7:C5:E8:27:86:87:C2:BD:05:70:EF:B8:EA:A0:FB:97:3F:EA:
09:1F:11:0C:69:46:07:6E:FA:AE:45:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

CRL Distribution Points http://www.sk.ee/crls/juur/crl.crl

Authority Key Identifier 04:AA:7A:47:A3:E4:89:AF:1A:CF:0A:40:A7:18:3F:6F:EF:E9:7D:BE

Subject Key Identifier 1C:07:F4:9C:BF:A4:25:6C:B3:B4:9E:22:1F:1F:94:48:1B:58:7A:8D

Key Usage: digitalSignature  - nonRepudiation  - keyEncipherment  - dataEncipherment  -
keyAgreement  - keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 5D:05:51:6D:8D:31:D0:86:6A:67:9D:9B:5A:CF:9F:CA:56:6F:58:1A:00:98:31:7D:4
5:E4:04:BE:FF:15:97:03
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X509SubjectName

Subject  CN: EID-SK 2007

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2017-06-30T22:00:00Z

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.6.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.6.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates
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1.6.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.6.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] EID-SK 2007

Service digital identities

X509SubjectName

Subject  CN: EID-SK 2007

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I HAf0nL+kJWyztJ4iHx+USBtYeo0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.6.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true
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Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.6.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.6.4.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.6.5 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] EID-SK 2007: Qualified certificates for Mobile-ID

Service digital identities

X509SubjectName

Subject  CN: EID-SK 2007

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI
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X509 SK I HAf0nL+kJWyztJ4iHx+USBtYeo0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2007-01-05T11:25:46Z

1.6.5.4 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (SSCD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an SSCD

1.6.5.5 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.7 - Service  (withdrawn): EID-SK 2011 qualified certificates for electronic signatures

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] EID-SK 2011 qualified certificates for electronic signatures
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Service digital identities

Certificate fields details

Version: 3

Serial Number: 89285850563550046921807203058435567450

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  E: pki@sk.ee

Subject  CN: EID-SK 2011

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Fri Mar 18 11:11:11 CET 2011

Valid to: Mon Mar 18 11:11:11 CET 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B6:43:5C:CA:32:DE:C3:CA:D6:E7:B5:22:E8:60:00:15:90:4C:15:FB:97:63:4A:
BD:2F:48:81:BF:66:6F:6C:78:AC:B1:FB:63:D8:F2:C5:73:5D:1A:14:0F:50:8C:21:89:EC:B4:38:41:48:A3:23:9F:6F:FE:1E:90:3B:A4:E8:A9:00:80:0C:AE:4E:AE:2A:7A:52:4D:37:45:6D:0F:B4
:7F:32:55:3E:89:01:82:C7:6C:43:A4:79:4D:91:4F:07:59:EE:E7:38:11:46:54:26:58:81:71:3A:90:E2:34:74:ED:D0:B3:9B:52:15:8B:5F:35:1B:DF:5B:DC:D5:69:9A:A3:62:18:70:3C:75:4C:2
B:3F:D4:4F:7E:71:A9:A2:0A:5D:81:E6:55:EB:3C:45:37:C0:1A:B8:C1:A0:F9:E2:2C:D2:DB:40:CA:D3:9F:BA:FA:11:D1:83:E4:EA:A0:88:39:61:29:B0:6E:34:AD:13:27:7F:F0:04:1E:A2:4C:15
:96:8C:B2:1F:8F:5B:9E:97:A5:B8:00:DC:64:98:31:C4:4F:59:52:F5:56:1E:8C:58:7E:68:35:21:E4:54:EF:68:C7:4D:C2:23:35:FD:5C:40:DD:BE:F7:F1:6D:1D:03:27:1B:30:C1:82:60:0F:A6:0
8:70:5A:BD:C9:B5:6D:09:5A:F3:17:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.100.1.1.1

CPS text: [Kasutatakse füüsilistele isikutele sertifikaatide väljastamiseks
kommertsalusel.]

CPS pointer: https://www.sk.ee/CPS

Subject Key Identifier B1:10:97:02:FA:DD:86:C6:78:41:A4:C3:32:88:FB:FE:1F:E7:C0:05
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 Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

CRL Distribution Points http://www.sk.ee/repository/crls/eeccrca.crl

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 7B:16:66:A7:99:1C:FC:28:B6:4D:A3:71:F1:71:41:DB:D6:F5:32:1F:21:B8:3A:1A:6
5:8D:6A:41:0D:37:4E:05

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: EID-SK 2011

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2020-12-05T09:14:31Z

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.7.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.7.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]
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Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.7.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.7.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] EID-SK 2011 qualified certificates for electronic signatures

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: EID-SK 2011

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I sRCXAvrdhsZ4QaTDMoj7/h/nwAU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.7.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.
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Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.7.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.7.4.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.7.5 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] EID-SK 2011: Qualified certificates for Mobile-ID, organisation cards for
natural persons

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: EID-SK 2011
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Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I sRCXAvrdhsZ4QaTDMoj7/h/nwAU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2011-03-18T11:11:11Z

1.7.5.4 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (SSCD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an SSCD

1.7.5.5 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.8 - Service  (granted): EID-SK 2016 qualified certificates for electronic signatures
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Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] EID-SK 2016 qualified certificates for electronic signatures

Service digital identities

Certificate fields details

Version: 3

Serial Number: 79090250639102344903633087262654973146

X509 Certificate -----BEGIN CERTIFICATE-----
=

-----END CERTIFICATE-----

Signature algorithm: SHA384withRSA

Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  CN: EID-SK 2016

Subject 2.5.4.97: NTREE-10747013

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Tue Aug 30 11:21:09 CEST 2016

Valid to: Wed Dec 18 00:59:59 CET 2030
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Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:AF:B5:D6:14:DD:23:D4:21:68:18:8B:95:7B:DC:51:7B:31:27:03:44:E4:DE:F9
:AF:22:9B:D4:45:7F:B2:ED:9E:43:26:C7:EE:6F:69:AD:A5:22:ED:6E:15:E3:01:EC:A7:AB:D4:15:EF:CC:E3:81:0E:F7:A4:D5:46:87:E1:90:EA:83:C6:EC:71:7C:28:89:59:B8:86:2C:7F:5F:A0:0
7:13:F1:36:22:DA:D3:EB:02:5B:16:BA:A7:81:D0:6E:07:60:61:15:46:A1:DE:08:41:B8:9B:F4:A6:CE:92:2D:F0:8C:21:B9:5A:25:A1:D5:23:FD:A9:CB:93:65:56:3E:F7:36:B0:91:23:1F:EB:93:
F1:FD:8E:02:86:3B:4D:16:D6:3A:E8:C1:2F:B0:F0:A1:94:71:DF:B0:13:62:51:BB:59:EB:C8:C9:35:80:84:0A:3B:64:9B:4B:F1:CF:68:A2:49:70:76:59:12:2F:DF:F8:53:AD:18:0C:27:60:8D:33
:21:63:45:0A:06:42:5A:47:D3:5D:3E:7D:C8:AC:39:B2:9E:C8:FC:00:F2:42:36:D8:EB:68:F4:CC:CB:C3:B2:AC:63:9D:B8:38:3D:C1:D4:BE:4C:13:16:31:1C:3F:75:E9:72:04:1D:3F:FD:80:13:
F6:66:7F:2A:66:EF:C1:96:52:9D:48:86:A9:38:82:56:F5:91:30:FB:7C:39:50:E5:3A:2D:3D:ED:4D:26:C0:CD:E4:00:9C:3D:DE:08:00:4F:89:F6:30:1D:80:B4:96:62:AC:3E:94:09:AA:DC:74:4
3:72:5B:9B:70:46:45:E6:22:67:D2:AE:2B:7E:A7:17:F1:BB:F1:88:E1:33:EC:A2:A0:44:6B:D8:1F:DC:29:FD:F5:8F:45:BF:1A:E1:AF:C8:76:A4:6E:89:30:CB:B9:EC:6C:BD:F4:B1:3B:91:2D:1E:
F4:3A:A8:B9:50:13:32:E1:EF:09:D8:27:6E:47:74:77:34:9C:39:52:AA:52:70:92:1C:86:78:2C:2C:0C:7E:5A:CC:82:D3:0D:FC:02:63:1E:C0:C0:5C:9E:5A:7F:41:B6:A4:2A:8E:76:1E:BB:18:45
:1D:66:F8:D8:42:54:30:72:E3:92:F3:97:C2:34:FC:E1:9D:F4:89:1D:83:58:7B:4F:B4:88:82:E6:55:A7:2C:F2:B3:C1:34:C9:FA:DC:4B:96:0C:11:DF:61:32:A5:4F:AF:BA:EC:CD:70:B3:6F:1C:B
0:D2:D5:48:93:C4:0B:33:0F:E5:23:E5:C4:D4:E8:BB:4A:48:33:03:68:B9:56:96:BA:8B:62:B4:6A:B7:7A:18:F1:F3:46:A1:8F:4E:48:DC:E5:9E:03:CD:93:02:03:01:00:01

Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

Subject Key Identifier 9C:09:A8:07:87:0C:3D:AC:2E:87:FC:A0:AE:D2:FB:65:49:88:28:FB

Certificate Policies Policy OID: 0.4.0.194112.1.2

CPS pointer: https://www.sk.ee/repositoorium/CPS

Policy OID: 0.4.0.194112.1.0

CPS pointer: https://www.sk.ee/repositoorium/CPS

Policy OID: 0.4.0.2042.1.2

CPS pointer: https://www.sk.ee/repositoorium/CPS

Basic Constraints IsCA: true  - Path length: 0

Extended Key Usage id_kp_clientAuth  - id_kp_OCSPSigning

Authority Info Access http://ocsp.sk.ee/CA

http://www.sk.ee/certs/EE_Certification_Centre_Root_CA.der.crt

CRL Distribution Points http://www.sk.ee/repository/crls/eeccrca.crl

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: E7:3F:1F:19:A4:45:9A:60:67:A4:5E:84:DB:58:5D:6C:1D:F8:F1:2A:73:9D:73:3F:5B
:28:99:65:46:F1:87:5A

X509SubjectName

Subject  CN: EID-SK 2016

Subject 2.5.4.97: NTREE-10747013

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I nAmoB4cMPawuh/ygrtL7ZUmIKPs=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2016-12-21T10:00:00Z
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TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.8.1 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Documentation Reference https://sk.ee/en/repository/CP/

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.8.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.9 - Service  (withdrawn): KLASS3-SK

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] KLASS3-SK

Service digital identities

Certificate fields details
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Version: 3

Serial Number: 1020859637

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: Juur-SK

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Issuer  E: pki@sk.ee

Subject  CN: KLASS3-SK

Subject  SERIAL NUMBER: 1

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Subject  E: pki@sk.ee

Valid from: Wed May 08 14:07:17 CEST 2002

Valid to: Sat May 05 13:07:17 CEST 2012

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BC:82:1E:2B:71:89:C6:83:C2:5D:5C:1A:9F:E1:E3:27:06:06:68:7D:E7:6F:FA:
D3:3C:4A:A0:E6:FF:5E:D5:CE:DD:9D:30:C1:74:3D:98:B5:E8:3E:95:47:47:05:90:C7:2E:3D:53:CF:E2:7F:5B:D1:68:73:47:73:12:BF:7A:4B:CF:BA:9C:C5:E8:A2:72:B6:C7:4F:39:E0:93:47:D
9:45:5B:4B:FF:98:38:65:0C:EA:25:92:C6:41:F0:E7:6E:6D:BE:7E:6D:15:A2:10:A1:A7:A1:E3:A6:90:16:9F:43:9E:07:27:BF:81:9A:B5:DD:3F:EC:D0:A4:2E:08:23:16:B2:A6:9C:D4:CF:20:DA:
4B:00:6F:55:A0:2A:55:C8:83:2F:71:50:B2:4C:DB:D2:43:E9:F7:DD:3A:0F:3B:9B:ED:50:B3:58:3A:D0:85:F4:C0:D5:34:3F:AE:35:11:36:A3:4B:56:20:6D:25:F3:8A:30:60:F0:38:EE:D2:4E:2
E:00:A9:03:12:CD:15:1E:58:B3:49:C1:FE:87:C1:61:C3:BE:62:20:AB:8B:4C:9C:EA:DE:D9:3E:CF:EF:71:F6:D1:E9:CC:C8:C1:6D:06:32:3C:87:99:53:CB:07:EF:D6:1D:2D:CF:D6:C9:36:F4:3
7:60:20:2E:36:45:33:2D:84:94:BA:65:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

CRL Distribution Points http://www.sk.ee/crls/juur/crl.crl

Authority Key Identifier 04:AA:7A:47:A3:E4:89:AF:1A:CF:0A:40:A7:18:3F:6F:EF:E9:7D:BE

Subject Key Identifier E5:3F:0C:9D:71:3D:6F:BC:19:BF:9A:F4:6E:BF:09:FE:40:EB:9D:96

Key Usage: digitalSignature  - nonRepudiation  - keyEncipherment  - keyCertSign  - cRLSign
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Thumbprint algorithm: SHA-256

Thumbprint: A8:32:B7:A7:9B:0E:E1:62:A2:DA:04:7F:83:8C:83:A0:7E:03:2F:85:64:66:AD:08:2
B:DC:B9:DF:C7:59:0F:FA

X509SubjectName

Subject  CN: KLASS3-SK

Subject  SERIAL NUMBER: 1

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Subject  E: pki@sk.ee

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:01Z

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.9.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its non-repudation bit set exclusively, is
to be considered as  supported by an SSCD. They are issued for
digital stamping according to Estonian Digital Signature Act

1.9.2 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true
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Key Usage [ nonRepudiation ] false

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.9.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.9.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] KLASS3-SK

Service digital identities

X509SubjectName

Subject  CN: KLASS3-SK

Subject  SERIAL NUMBER: 1

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Subject  E: pki@sk.ee

X509SKI

X509 SK I 5T8MnXE9b7wZv5r0br8J/kDrnZY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.9.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.
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Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its non-repudation bit set exclusively, is
to be considered as  supported by an SSCD. They are issued for
digital stamping according to Estonian Digital Signature Act

1.9.4.2 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true

Key Usage [ nonRepudiation ] false

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.9.4.3 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.9.5 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] KLASS3-SK: Qualified electronic seals

Service digital identities

X509SubjectName

Subject  CN: KLASS3-SK

Subject  SERIAL NUMBER: 1

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus
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Subject  C: EE

Subject  E: pki@sk.ee

X509SKI

X509 SK I 5T8MnXE9b7wZv5r0br8J/kDrnZY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2002-05-08T12:07:17Z

1.9.5.4 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true

Key Usage [ nonRepudiation ] false

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.9.5.5 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (SSCD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its non-repudation bit set exclusively, is
to be considered as  supported by an SSCD. They are issued for
digital stamping according to Estonian Digital Signature Act

1.9.5.6 - Extension (critical): Qualifiers [QCStatement]
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 Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.10 - Service  (withdrawn): Klass3-SK 2010 qualified certificate for electronic seal

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] Klass3-SK 2010 qualified certificate for electronic seal

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1270027048

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: Juur-SK

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Issuer  E: pki@sk.ee

Subject  CN: KLASS3-SK 2010

Subject  OU: Sertifitseerimisteenused
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Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Wed Mar 31 11:17:28 CEST 2010

Valid to: Fri Aug 26 16:23:01 CEST 2016

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:AB:95:A6:11:5F:6B:FC:F6:4F:07:77:40:03:68:E7:E7:51:C2:27:EE:23:3A:68:E
5:E4:01:1F:A3:A7:9F:36:ED:98:43:A8:3C:8D:75:D1:7D:65:4A:01:80:F8:21:18:D2:2B:90:76:C7:EE:AC:1E:C7:7F:58:9C:8D:24:6B:6E:25:0A:37:30:10:CB:D0:30:F6:F2:3E:75:FF:6B:84:72:
27:EC:04:66:DB:66:8C:19:7E:F8:57:EB:64:AE:78:2F:EB:C3:EC:3C:B2:E1:86:01:D0:E8:3D:92:D0:78:AA:9B:6C:0C:18:FE:82:28:AF:FC:C1:8F:78:67:8D:B3:74:DA:70:97:4D:6F:BF:B7:B2:9
9:53:3E:D3:CA:94:37:EB:B9:FB:EA:E0:7E:A3:34:EB:FD:4B:D6:C2:FA:3D:95:55:8F:6E:08:55:D4:AE:8F:00:03:78:68:38:42:89:75:28:E5:A5:80:9A:E7:53:7C:28:62:D5:25:84:6E:73:F2:BC:
D7:1A:A2:D3:9E:09:CF:E0:B2:FC:76:3F:01:C5:E4:93:62:64:C6:5A:49:A0:45:E6:72:E4:E4:C6:33:BF:40:4F:D7:6D:DF:A6:44:91:E7:AB:AF:87:BA:B3:A2:29:CC:4A:C1:90:8F:01:AF:9D:F9:D
B:D1:3E:46:F2:AB:DA:21:31:71:FD:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

CRL Distribution Points http://www.sk.ee/crls/juur/crl.crl

Authority Key Identifier 04:AA:7A:47:A3:E4:89:AF:1A:CF:0A:40:A7:18:3F:6F:EF:E9:7D:BE

Subject Key Identifier 5D:75:14:11:8C:F4:A5:8E:42:8F:7B:B2:40:44:A3:EE:D6:7A:3B:72

Key Usage: digitalSignature  - nonRepudiation  - keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: DC:62:4A:71:15:DD:C4:1B:4A:84:06:6F:FC:0D:BC:38:F7:1A:A8:7D:54:FE:62:F0:C
8:20:40:D8:36:F6:13:BD

Certificate fields details

Version: 3

Serial Number: 4287978318282219471150275763569687874

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE
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Subject  CN: KLASS3-SK 2010

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Fri Mar 18 11:06:18 CET 2011

Valid to: Mon Mar 18 11:06:18 CET 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:AB:95:A6:11:5F:6B:FC:F6:4F:07:77:40:03:68:E7:E7:51:C2:27:EE:23:3A:68:E
5:E4:01:1F:A3:A7:9F:36:ED:98:43:A8:3C:8D:75:D1:7D:65:4A:01:80:F8:21:18:D2:2B:90:76:C7:EE:AC:1E:C7:7F:58:9C:8D:24:6B:6E:25:0A:37:30:10:CB:D0:30:F6:F2:3E:75:FF:6B:84:72:
27:EC:04:66:DB:66:8C:19:7E:F8:57:EB:64:AE:78:2F:EB:C3:EC:3C:B2:E1:86:01:D0:E8:3D:92:D0:78:AA:9B:6C:0C:18:FE:82:28:AF:FC:C1:8F:78:67:8D:B3:74:DA:70:97:4D:6F:BF:B7:B2:9
9:53:3E:D3:CA:94:37:EB:B9:FB:EA:E0:7E:A3:34:EB:FD:4B:D6:C2:FA:3D:95:55:8F:6E:08:55:D4:AE:8F:00:03:78:68:38:42:89:75:28:E5:A5:80:9A:E7:53:7C:28:62:D5:25:84:6E:73:F2:BC:
D7:1A:A2:D3:9E:09:CF:E0:B2:FC:76:3F:01:C5:E4:93:62:64:C6:5A:49:A0:45:E6:72:E4:E4:C6:33:BF:40:4F:D7:6D:DF:A6:44:91:E7:AB:AF:87:BA:B3:A2:29:CC:4A:C1:90:8F:01:AF:9D:F9:D
B:D1:3E:46:F2:AB:DA:21:31:71:FD:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.100.1.1.1

CPS pointer: https://www.sk.ee/cps

CPS text: [Asutuse sertifikaat. Corporate ID.]

Subject Key Identifier 5D:75:14:11:8C:F4:A5:8E:42:8F:7B:B2:40:44:A3:EE:D6:7A:3B:72

Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

CRL Distribution Points http://www.sk.ee/repository/crls/eeccrca.crl

Key Usage: digitalSignature  - nonRepudiation  - keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 17:F3:02:21:9F:CF:CE:8F:D1:8C:AC:17:2F:8B:0D:44:96:BA:5D:A8:E4:9F:87:1A:B
C:1F:9D:0C:AA:A3:60:E5

Certificate fields details

Version: 3

Serial Number: 13425817054688995380882267264047226074

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA384withRSA
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Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  CN: KLASS3-SK 2010

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Thu Jun 04 15:50:21 CEST 2015

Valid to: Sun Mar 17 23:00:00 CET 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:AB:95:A6:11:5F:6B:FC:F6:4F:07:77:40:03:68:E7:E7:51:C2:27:EE:23:3A:68:E
5:E4:01:1F:A3:A7:9F:36:ED:98:43:A8:3C:8D:75:D1:7D:65:4A:01:80:F8:21:18:D2:2B:90:76:C7:EE:AC:1E:C7:7F:58:9C:8D:24:6B:6E:25:0A:37:30:10:CB:D0:30:F6:F2:3E:75:FF:6B:84:72:
27:EC:04:66:DB:66:8C:19:7E:F8:57:EB:64:AE:78:2F:EB:C3:EC:3C:B2:E1:86:01:D0:E8:3D:92:D0:78:AA:9B:6C:0C:18:FE:82:28:AF:FC:C1:8F:78:67:8D:B3:74:DA:70:97:4D:6F:BF:B7:B2:9
9:53:3E:D3:CA:94:37:EB:B9:FB:EA:E0:7E:A3:34:EB:FD:4B:D6:C2:FA:3D:95:55:8F:6E:08:55:D4:AE:8F:00:03:78:68:38:42:89:75:28:E5:A5:80:9A:E7:53:7C:28:62:D5:25:84:6E:73:F2:BC:
D7:1A:A2:D3:9E:09:CF:E0:B2:FC:76:3F:01:C5:E4:93:62:64:C6:5A:49:A0:45:E6:72:E4:E4:C6:33:BF:40:4F:D7:6D:DF:A6:44:91:E7:AB:AF:87:BA:B3:A2:29:CC:4A:C1:90:8F:01:AF:9D:F9:D
B:D1:3E:46:F2:AB:DA:21:31:71:FD:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.100.1.1.1

CPS pointer: https://www.sk.ee/cps

CPS text: [Asutuse sertifikaat. Corporate ID.]

Subject Key Identifier 5D:75:14:11:8C:F4:A5:8E:42:8F:7B:B2:40:44:A3:EE:D6:7A:3B:72

Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

Authority Info Access http://ocsp.sk.ee/CA

http://www.sk.ee/certs/EE_Certification_Centre_Root_CA.der.crt

CRL Distribution Points http://www.sk.ee/repository/crls/eeccrca.crl

Key Usage: digitalSignature  - nonRepudiation  - keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 00:DB:86:A7:08:7A:75:0C:E0:7B:32:55:D0:D3:12:9E:88:8C:A9:E0:EE:CA:CF:9E:7
2:BD:B2:76:B1:71:47:EF

X509SubjectName

Subject  CN: KLASS3-SK 2010

Subject  OU: Sertifitseerimisteenused
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Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2023-05-09T21:00:00Z

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.10.1 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier 0.4.0.194112.1.3

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy PolicyIdentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.10.2 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true

Key Usage [ nonRepudiation ] false

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person
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1.10.3 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.10.4 - Extension (critical): Qualifiers [QCForESeal]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description

1.10.5 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.10.6 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] Klass3-SK 2010 qualified certificate for electronic seal

Service digital identities

X509SubjectName

Subject  CN: KLASS3-SK 2010

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus
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Subject  C: EE

X509SKI

X509 SK I XXUUEYz0pY5Cj3uyQESj7tZ6O3I=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.10.6.1 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier 0.4.0.194112.1.3

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy PolicyIdentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.10.6.2 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true

Key Usage [ nonRepudiation ] false

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.10.6.3 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.
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Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.10.6.4 - Extension (critical): Qualifiers [QCForESeal]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description

1.10.6.5 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.10.7 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] KLASS3-SK 2010

Service digital identities

X509SubjectName

Subject  CN: KLASS3-SK 2010

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I XXUUEYz0pY5Cj3uyQESj7tZ6O3I=
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.10.7.6 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy PolicyIdentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.10.7.7 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true

Key Usage [ nonRepudiation ] false

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.10.7.8 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.10.8 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] KLASS3-SK 2010: Qualified electronic seals

Service digital identities

X509SubjectName
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Subject  CN: KLASS3-SK 2010

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I XXUUEYz0pY5Cj3uyQESj7tZ6O3I=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2010-03-31T09:17:28Z

1.10.8.9 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true

Key Usage [ nonRepudiation ] false

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.10.8.10 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (SSCD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its non-repudation bit set exclusively, is
to be considered as  supported by an SSCD. They are issued for
digital stamping according to Estonian Digital Signature Act
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 1.10.8.11 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.11 - Service  (granted): Klass3-SK 2016 qualified certificate for electronic seal

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] Klass3-SK 2016 qualified certificate for electronic seal

Service digital identities

Certificate fields details

Version: 3

Serial Number: 125379590422109434570404910176131905756

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA384withRSA

Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

ETSI 2016 - TSL HR - PDF/A-1b generator

EESTI  (ESTONIA) - Trusted List ID: EE0001 Page 74



Issuer  C: EE

Subject  CN: KLASS3-SK 2016

Subject 2.5.4.97: NTREE-10747013

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Thu Dec 08 13:50:56 CET 2016

Valid to: Wed Dec 18 00:59:59 CET 2030

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:96:43:8B:78:A4:0F:28:AD:54:F1:52:BB:CF:60:F3:B7:64:97:D8:A6:E5:1A:AA:
C1:98:E5:DF:CE:52:26:CD:71:F1:19:5A:29:49:E8:E2:DB:FE:0C:75:1E:4E:93:A3:49:A9:7C:5A:9D:BC:AE:7D:75:D1:4D:EB:84:E6:74:3C:3A:5C:EB:E7:EF:54:DB:50:CF:99:55:00:0C:53:56:9
C:32:F2:E8:D5:B2:A8:4D:C2:BE:B6:29:EE:D5:4E:1D:B7:D3:6F:D3:1F:DC:40:AF:40:DB:7C:60:CD:07:1B:07:52:7D:CF:24:19:7B:97:F1:DE:28:8B:1C:5E:1B:80:03:FB:0A:E3:D7:E2:C9:D2:2
A:1A:40:59:52:E9:36:DC:C2:AD:F1:10:ED:16:56:FD:61:32:B2:4E:A0:C9:8F:A5:AA:AB:BD:12:DC:A2:29:29:9A:39:CF:9B:F1:AD:7F:1E:B8:15:CC:97:88:C9:8D:C4:50:E7:44:E5:4C:82:BD:4
E:40:A6:F1:01:D9:57:DC:8B:B7:D9:F7:17:8D:77:AC:09:37:00:08:B9:4D:44:C8:B9:49:BD:70:A3:08:C6:12:9A:8B:D8:7E:77:F8:90:C8:AD:D1:3B:84:CD:2E:52:A5:F8:69:A4:F9:7A:D6:94:8
7:4A:36:87:13:81:1E:0D:E6:E9:64:40:66:60:4F:A8:ED:41:A8:80:4D:E8:F4:4C:59:88:1A:6F:B0:41:B4:93:14:29:71:3E:15:46:8D:CB:D2:DB:F2:3A:DA:5F:CE:6D:DC:8C:0D:FE:16:DB:33:1
D:F0:50:0A:99:BE:84:15:21:A2:6E:DA:DB:0F:F1:E4:C6:25:47:7A:8C:44:BD:AB:DA:C7:EF:CF:0B:35:FD:B0:F6:8D:7A:6E:5A:F5:70:CD:00:93:37:DB:3D:FD:64:B4:29:44:45:C4:1D:FA:21:2
1:00:F9:6E:4A:32:B0:30:72:1E:85:14:06:C0:61:AE:A3:B7:5B:E1:05:CA:85:70:D7:3C:62:B9:61:1C:3A:43:9E:A6:A7:E0:69:4A:A2:49:AA:97:65:40:28:9E:11:76:C7:9B:DB:07:B2:83:F9:C9:
A4:32:81:92:3C:9C:9A:5D:D2:79:69:75:C4:EA:F7:56:84:8E:B5:AE:BA:4B:10:4C:D0:C6:F7:EF:BC:35:20:2A:97:61:BF:05:50:9E:B1:6C:7F:CD:1D:0A:B5:C5:9E:70:C3:D4:55:F7:BB:A8:41:0
5:BA:B5:AC:7B:0A:4B:81:91:6C:93:94:4B:B4:D1:B0:C9:31:20:1C:70:5F:26:A0:09:0B:C9:76:54:C7:DB:6E:C1:16:FA:D7:23:74:CA:9B:E8:11:E0:4F:A8:4D:0B:1F:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.7.3

CPS pointer: https://www.sk.ee/cps

CPS text: [Asutuse sertifikaat. Corporate ID.]

Policy OID: 2.23.140.1.2.2

Policy OID: 1.3.6.1.4.1.10015.7.2

Policy OID: 0.4.0.2042.1.1

Policy OID: 0.4.0.194112.1.1

Policy OID: 0.4.0.2042.1.7

Policy OID: 0.4.0.194112.1.3

Subject Key Identifier AE:5E:58:F5:F2:F2:D9:C1:8E:D9:EF:4E:07:DB:75:CA:50:E2:87:00

Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

Authority Info Access http://ocsp.sk.ee/CA

http://sk.ee/certs/EE_Certification_Centre_Root_CA.der.crt

CRL Distribution Points http://www.sk.ee/repository/crls/eeccrca.crl

Key Usage: digitalSignature  - nonRepudiation  - keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: A5:A8:59:CE:03:10:A8:5F:42:A5:41:1D:A6:3F:83:B4:14:4E:B9:4B:C8:A6:5A:99:75
:AC:86:82:F6:67:DB:77
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X509SubjectName

Subject  CN: KLASS3-SK 2016

Subject 2.5.4.97: NTREE-10747013

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I rl5Y9fLy2cGO2e9OB9t1ylDihwA=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2017-06-03T06:00:00Z

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.11.1 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier 0.4.0.194112.1.3

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy PolicyIdentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.11.2 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.
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Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true

Key Usage [ nonRepudiation ] false

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.11.3 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.11.4 - Extension (critical): Qualifiers [QCForESeal]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description

1.11.5 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.12 - Service  (withdrawn): ESTEID-SK OCSP RESPONDER 2005

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name
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Name [ en ] ESTEID-SK OCSP RESPONDER 2005

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1110287041

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: ESTEID-SK

Issuer  SURNAME: 1

Issuer  OU: ESTEID

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Issuer  E: pki@sk.ee

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK OCSP RESPONDER 2005

Subject  OU: OCSP

Subject  O: ESTEID

Subject  C: EE

Valid from: Tue Mar 08 14:04:01 CET 2005

Valid to: Thu Jan 12 14:04:01 CET 2012

Public Key: 30:81:9F:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:81:8D:00:30:81:89:02:81:81:00:8F:26:2D:E2:E4:44:72:F1:30:D0:81:E4:FC:FC:47:90:E7:BC:F7:55:C4:14:BD:D4:FA:07:6E:
82:E7:6E:18:E5:A7:57:9C:07:25:68:B2:3C:06:A5:70:86:BB:CB:54:3E:EB:FC:D4:0C:E0:AA:AF:7B:02:C4:AE:80:CD:49:EC:FB:B4:82:3E:1B:83:43:1F:E8:EF:FD:5F:2A:13:ED:12:3B:1F:40:6E
:12:7E:0A:25:09:45:73:0E:ED:5E:2C:C8:E4:A5:16:14:56:78:42:0F:24:7E:0D:31:C2:B0:EB:2C:88:EE:B0:1B:51:6D:E4:40:44:6D:C3:84:7F:1D:81:90:69:02:03:01:00:01

Extended Key Usage id_kp_OCSPSigning

Authority Key Identifier 78:17:B5:05:F9:B3:58:CD:59:8C:DE:67:5E:44:06:4C:75:86:69:5D
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Subject Key Identifier 4C:F8:62:61:96:82:5E:38:FA:49:0E:0B:C0:D1:C9:71:41:77:67:55

Thumbprint algorithm: SHA-256

Thumbprint: 46:C5:54:6F:E6:AE:3D:F8:07:01:11:6A:68:06:F1:BF:13:EC:FE:78:B5:D9:C4:FB:EB
:52:E2:A8:41:2B:A5:E7

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK OCSP RESPONDER 2005

Subject  OU: OCSP

Subject  O: ESTEID

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.12.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.12.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] ESTEID-SK OCSP RESPONDER 2005

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee
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Subject  CN: ESTEID-SK OCSP RESPONDER 2005

Subject  OU: OCSP

Subject  O: ESTEID

Subject  C: EE

X509SKI

X509 SK I TPhiYZaCXjj6SQ4LwNHJcUF3Z1U=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.12.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.12.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] OCSP, ESTEID-SK OCSP RESPONDER 2005

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK OCSP RESPONDER 2005

Subject  OU: OCSP

Subject  O: ESTEID

Subject  C: EE

X509SKI

X509 SK I TPhiYZaCXjj6SQ4LwNHJcUF3Z1U=
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 Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2005-03-08T14:04:01Z

1.13 - Service  (withdrawn): ESTEID-SK 2007 OCSP RESPONDER

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [ en ] ESTEID-SK 2007 OCSP RESPONDER

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1167923826

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: ESTEID-SK 2007

Issuer  OU: ESTEID

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2007 OCSP RESPONDER

Subject  OU: OCSP

Subject  O: ESTEID

Subject  C: EE

ETSI 2016 - TSL HR - PDF/A-1b generator

EESTI  (ESTONIA) - Trusted List ID: EE0001 Page 81



 
 

Valid from: Thu Jan 04 16:17:06 CET 2007

Valid to: Fri Jan 08 16:17:06 CET 2010

Public Key: 30:81:9F:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:81:8D:00:30:81:89:02:81:81:00:99:A8:07:74:89:0A:93:F3:72:81:CD:A8:AD:49:D2:D4:4D:42:38:2B:E6:2B:81:DB:BB:84:D
5:56:9C:21:B2:13:8C:3F:CD:73:50:1E:7C:AC:F9:C9:D3:4F:21:A0:4D:7A:19:B8:C8:AC:41:60:6C:44:79:63:92:24:75:57:CA:12:4C:83:9D:C4:01:43:B0:FF:8E:5C:E3:A8:2F:CE:75:EE:A4:7B:
89:E9:31:22:1A:38:75:A7:16:97:4D:E2:D2:9D:3A:B3:34:36:43:00:64:2C:39:38:08:6F:01:8B:6B:95:39:69:DF:2B:5D:8B:B6:62:42:4A:B0:07:E8:EA:34:F9:02:03:01:00:01

Extended Key Usage id_kp_OCSPSigning

Authority Key Identifier 48:06:DE:BE:8C:87:57:95:80:78:63:FA:9C:23:2B:2B:A0:3A:18:75

Subject Key Identifier 49:FE:C9:F0:D4:60:CB:DD:F5:07:F6:7F:42:A6:7F:32:85:78:82:EC

Thumbprint algorithm: SHA-256

Thumbprint: 94:95:8D:5A:11:E2:07:6E:1D:5A:BF:7C:02:D6:11:4C:BC:D1:B5:5A:44:B9:7D:0B:4
F:4E:E7:A4:DD:97:80:1B

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2007 OCSP RESPONDER

Subject  OU: OCSP

Subject  O: ESTEID

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.13.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.13.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
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Service Name

Name [ en ] ESTEID-SK 2007 OCSP RESPONDER

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2007 OCSP RESPONDER

Subject  OU: OCSP

Subject  O: ESTEID

Subject  C: EE

X509SKI

X509 SK I Sf7J8NRgy931B/Z/QqZ/MoV4guw=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.13.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.13.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] OCSP, ESTEID-SK 2007 OCSP RESPONDER

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2007 OCSP RESPONDER
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 Subject  OU: OCSP

Subject  O: ESTEID

Subject  C: EE

X509SKI

X509 SK I Sf7J8NRgy931B/Z/QqZ/MoV4guw=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2007-01-04T16:17:06Z

1.14 - Service  (withdrawn): ESTEID-SK 2007 OCSP RESPONDER 2010

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [ en ] ESTEID-SK 2007 OCSP RESPONDER 2010

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1259671449

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: ESTEID-SK 2007

Issuer  OU: ESTEID

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE
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Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2007 OCSP RESPONDER 2010

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Tue Dec 01 13:45:00 CET 2009

Valid to: Fri Aug 26 15:23:00 CEST 2016

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:E3:CA:72:33:F4:1F:7A:25:35:29:BB:B8:01:D7:00:50:A5:C1:8B:06:D8:6C:19:
78:80:29:6D:64:70:B9:7D:9E:FB:7C:A8:F6:9A:A7:CF:5F:6F:D7:5B:51:2A:CD:B5:6F:1B:43:D8:22:46:A9:91:0C:C1:AF:74:75:4B:A5:1A:C6:1D:43:2C:2D:82:73:C0:51:9E:A9:A1:5E:81:34:D
E:8F:04:9F:B3:7D:C6:93:7D:74:61:83:04:7A:76:68:49:41:71:55:59:9C:0B:C5:E2:38:1B:3C:30:8D:14:07:A8:DD:CB:E9:8C:8C:75:F2:7D:14:46:25:4E:64:51:1D:C4:3B:C5:F0:F1:68:FD:EC:
4A:5E:D8:D1:33:E8:E4:DC:AE:BE:F5:DA:07:62:F4:97:9F:D9:25:15:B4:FC:5A:07:BC:ED:07:65:97:78:10:CD:91:37:2F:C4:0C:5C:5D:33:E3:16:C1:1F:59:72:4E:65:4B:B7:9C:99:D1:FC:68:1
3:48:CD:95:91:6F:9F:6C:36:10:39:D4:E0:22:9F:21:DF:30:E9:98:DD:E6:47:71:A2:67:30:0F:31:AE:B8:BC:DD:88:99:65:3E:DD:39:51:22:5C:63:81:47:9F:D6:00:54:A5:A6:A1:F6:18:FE:8E:
B1:39:4C:D4:F1:F0:33:EB:20:35:B5:02:03:01:00:01

Extended Key Usage id_kp_OCSPSigning

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.4.1.2

CPS text: [SK time stamping policy]

CPS pointer: http://www.sk.ee/ajatempel/

Authority Key Identifier 48:06:DE:BE:8C:87:57:95:80:78:63:FA:9C:23:2B:2B:A0:3A:18:75

Subject Key Identifier 38:02:10:30:BA:66:7A:11:74:4E:22:5E:70:65:05:DE:75:7A:4E:14

Thumbprint algorithm: SHA-256

Thumbprint: 09:CD:0B:7E:88:7E:FE:7C:DE:E4:89:F5:6A:F0:63:69:98:4A:33:A1:AA:DE:D7:1B:6
9:FD:0B:DE:3D:26:8A:94

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2007 OCSP RESPONDER 2010

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2018-03-20T07:00:00Z
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Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.14.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.14.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] ESTEID-SK 2007 OCSP RESPONDER 2010

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2007 OCSP RESPONDER 2010

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I OAIQMLpmehF0TiJecGUF3nV6ThQ=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.14.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures
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 1.14.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] OCSP, ESTEID-SK 2007 OCSP RESPONDER 2010

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK 2007 OCSP RESPONDER 2010

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I OAIQMLpmehF0TiJecGUF3nV6ThQ=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2009-12-01T13:45:00Z

1.15 - Service  (withdrawn): EID-SK 2007 OCSP RESPONDER

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [ en ] EID-SK 2007 OCSP RESPONDER

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1176459405
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: EID-SK 2007

Issuer  OU: Sertifitseerimisteenused

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  E: pki@sk.ee

Subject  CN: EID-SK 2007 OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Fri Apr 13 12:16:45 CEST 2007

Valid to: Sat Apr 17 11:16:45 CEST 2010

Public Key: 30:81:9F:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:81:8D:00:30:81:89:02:81:81:00:FE:67:42:D9:E9:38:C1:CF:1E:31:F9:4B:21:13:17:9A:D6:72:0C:B1:2F:3A:C4:03:7A:BB:F6:
A6:2D:5F:17:40:4F:AF:A1:D1:25:77:C8:AA:B5:1B:2B:BC:58:90:EF:88:AC:60:EC:AC:D4:92:AA:8A:AF:B5:AF:28:9C:EA:3D:85:9C:C0:D9:B9:E2:E2:5D:99:79:D5:05:B2:BA:15:AE:F9:A4:F8:
07:01:1A:03:CA:D4:C4:C8:0A:27:DE:33:5A:4B:2B:A9:27:FD:72:3A:1A:6A:9F:BD:0E:50:E1:12:CA:C3:6B:EF:FC:F4:23:E5:DA:B9:59:20:1E:65:A9:E1:CB:41:02:03:01:00:01

Extended Key Usage id_kp_OCSPSigning

Authority Key Identifier 1C:07:F4:9C:BF:A4:25:6C:B3:B4:9E:22:1F:1F:94:48:1B:58:7A:8D

Subject Key Identifier 32:C3:33:8A:49:99:A8:6E:82:71:D8:27:0F:95:40:5D:F4:1E:0A:B8

Thumbprint algorithm: SHA-256

Thumbprint: 78:8C:A8:29:DC:BE:F9:AE:45:47:D8:89:7F:3E:91:C8:9E:56:4C:A1:DA:02:2F:91:2
A:12:3D:EF:66:C7:BF:CA

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: EID-SK 2007 OCSP RESPONDER

Subject  OU: OCSP
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Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.15.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.15.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] EID-SK 2007 OCSP RESPONDER

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: EID-SK 2007 OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I MsMzikmZqG6CcdgnD5VAXfQeCrg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z
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1.15.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.15.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] OCSP, EID-SK 2007 OCSP RESPONDER

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: EID-SK 2007 OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I MsMzikmZqG6CcdgnD5VAXfQeCrg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2007-04-13T10:16:45Z

1.16 - Service  (withdrawn): EID-SK 2007 OCSP RESPONDER 2010

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [ en ] EID-SK 2007 OCSP RESPONDER 2010
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Service digital identities

Certificate fields details

Version: 3

Serial Number: 1259667697

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: EID-SK 2007

Issuer  OU: Sertifitseerimisteenused

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  E: pki@sk.ee

Subject  CN: EID-SK 2007 OCSP RESPONDER 2010

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Tue Dec 01 12:41:30 CET 2009

Valid to: Fri Aug 26 15:23:00 CEST 2016

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B2:8F:75:28:6E:C4:1E:C8:C0:C4:C6:A2:AD:A0:8A:50:74:8E:C9:7A:79:AF:3C:
51:AB:96:3D:2D:F0:F2:A6:55:5B:1D:F8:77:E1:F6:C1:EC:CE:46:FB:09:EE:E4:26:60:26:C7:C9:EC:31:77:32:3A:40:EE:79:40:1D:DE:5A:94:0C:A7:21:49:7F:08:D5:DE:8D:FF:97:9C:9F:EF:C8
:5D:5E:42:F0:28:5A:F9:E3:04:F5:48:4B:49:9B:68:00:60:17:9E:32:6C:01:84:D8:4E:D4:29:E6:55:38:08:FB:46:84:15:00:C1:D0:71:85:63:C5:95:B9:39:6C:F7:C8:95:FD:29:D6:83:64:F3:B3
:AA:51:AD:45:82:94:01:21:E2:C0:01:70:13:12:9C:A9:F6:87:3A:3D:2A:3B:CF:8A:75:2B:C4:05:A5:65:A5:EE:64:BA:71:15:12:F9:FE:92:03:4A:06:DC:DD:1F:65:C5:32:35:45:6B:88:A6:DF:5
2:96:FA:2A:BB:98:D4:30:52:26:43:49:EF:61:A3:A4:FA:52:B5:AE:EE:0F:32:4D:0A:30:C7:74:98:2D:3A:95:C5:1D:18:56:07:18:34:2C:7B:9E:7D:40:54:63:71:2B:7A:1E:A2:7A:C7:1E:A7:01:
A7:AA:92:00:86:17:79:03:5F:89:02:03:01:00:01

Extended Key Usage id_kp_OCSPSigning

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.4.1.2

CPS text: [SK time stamping policy]

CPS pointer: http://www.sk.ee/ajatempel/

Authority Key Identifier 1C:07:F4:9C:BF:A4:25:6C:B3:B4:9E:22:1F:1F:94:48:1B:58:7A:8D
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Subject Key Identifier F0:4E:08:33:CC:47:E9:1F:A7:B3:B3:93:95:3A:F0:4E:BC:FC:0B:1E

Thumbprint algorithm: SHA-256

Thumbprint: AC:6C:A5:87:4F:5F:13:8F:AD:E1:74:40:1F:A4:1D:8D:EF:1B:67:D7:47:E3:29:9C:8
3:CC:F4:76:4C:01:4C:57

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: EID-SK 2007 OCSP RESPONDER 2010

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.16.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.16.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] EID-SK 2007 OCSP RESPONDER 2010

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee
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Subject  CN: EID-SK 2007 OCSP RESPONDER 2010

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I 8E4IM8xH6R+ns7OTlTrwTrz8Cx4=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.16.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.16.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] OCSP, EID-SK 2007 OCSP RESPONDER 2010

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: EID-SK 2007 OCSP RESPONDER 2010

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I 8E4IM8xH6R+ns7OTlTrwTrz8Cx4=
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 Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2009-12-01T12:41:30Z

1.17 - Service  (withdrawn): KLASS3-SK OCSP RESPONDER 2009

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [ en ] KLASS3-SK OCSP RESPONDER 2009

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1238049866

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: KLASS3-SK

Issuer  SERIAL NUMBER: 1

Issuer  OU: Sertifitseerimisteenused

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Issuer  E: pki@sk.ee

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER 2009

Subject  OU: OCSP
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 Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Thu Mar 26 07:44:26 CET 2009

Valid to: Fri May 04 07:44:26 CEST 2012

Public Key: 30:81:9F:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:81:8D:00:30:81:89:02:81:81:00:A8:BA:C1:E3:65:ED:68:FB:B0:BE:89:0F:86:14:36:DF:C9:5D:0E:FD:28:BE:77:C7:99:B8:40
:64:6C:8A:31:89:69:5E:58:82:01:39:AC:9C:95:64:69:6C:5F:81:52:77:D2:45:21:5E:7D:EF:2A:40:50:60:DB:2C:F7:F4:9C:37:65:48:81:AD:78:FE:F3:6A:6C:84:4C:8D:C6:23:A6:CA:7E:47:9
4:B8:81:3B:D3:BA:FB:B8:2F:BC:14:57:BD:88:73:8E:2F:6D:3E:A6:2E:D6:17:3C:27:C9:74:FD:CA:E5:AC:D1:E0:A8:29:D8:D0:BC:BA:4C:8A:AD:0C:04:89:BD:02:03:01:00:01

Extended Key Usage id_kp_OCSPSigning

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.4.1.2

CPS text: [SK time stamping policy]

CPS pointer: http://www.sk.ee/ajatempel

Authority Key Identifier E5:3F:0C:9D:71:3D:6F:BC:19:BF:9A:F4:6E:BF:09:FE:40:EB:9D:96

Subject Key Identifier F9:F4:F4:E4:48:8C:D8:5C:D0:71:41:09:C0:86:A1:F7:06:D1:03:D1

Thumbprint algorithm: SHA-256

Thumbprint: 6C:66:57:EE:A0:6D:49:46:B4:2A:33:87:F2:AE:CA:02:39:7D:38:84:DE:43:0A:B1:2
F:34:39:A6:7D:45:FF:71

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER 2009

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.17.1 - Extension (critical): additionalServiceInformation
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AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.17.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] KLASS3-SK OCSP RESPONDER 2009

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER 2009

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I +fT05EiM2FzQcUEJwIah9wbRA9E=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.17.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.17.3 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] KLASS3-SK OCSP RESPONDER 2009
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Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER 2009

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I +fT05EiM2FzQcUEJwIah9wbRA9E=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.17.3.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.17.4 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] OCSP, KLASS3-SK OCSP RESPONDER 2009

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER 2009

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

ETSI 2016 - TSL HR - PDF/A-1b generator

EESTI  (ESTONIA) - Trusted List ID: EE0001 Page 97



 Subject  C: EE

X509SKI

X509 SK I +fT05EiM2FzQcUEJwIah9wbRA9E=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2009-03-26T07:44:26Z

1.18 - Service  (withdrawn): KLASS3-SK 2010 OCSP RESPONDER

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [ en ] KLASS3-SK 2010 OCSP RESPONDER

Service digital identities

Certificate fields details

Version: 3

Serial Number: 203

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: KLASS3-SK 2010

Issuer  OU: Sertifitseerimisteenused

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  CN: KLASS3-SK 2010 OCSP RESPONDER

Subject  OU: OCSP
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Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Subject  E: pki@sk.ee

Valid from: Thu Apr 08 10:01:31 CEST 2010

Valid to: Fri Aug 26 00:00:00 CEST 2016

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:E1:5B:01:A9:9E:01:74:B1:D1:82:80:E8:22:C9:3D:76:03:F5:5D:9B:DB:0C:3E
:BF:DC:53:06:61:53:B0:C0:E4:2F:2B:53:5C:89:85:BA:E1:DB:C7:CC:A6:FD:1E:6A:CE:BF:F8:80:B5:A0:3C:48:DB:8C:E3:7D:62:0A:7C:7C:29:06:68:54:4C:5B:26:BE:62:91:22:EE:1A:D4:5E:
95:C0:DC:18:11:DA:00:66:B4:03:A7:36:52:BD:EE:87:E9:1F:FE:D1:4C:B4:04:0A:25:79:B7:61:3D:42:B6:DA:92:9D:F1:5D:42:05:8D:DD:7B:CF:3A:45:AC:BC:B9:42:6E:D3:D3:00:53:C8:FE:
C6:CA:14:34:EC:F2:C6:25:9D:01:5A:75:61:35:D1:86:15:2D:F8:44:15:60:9D:B6:44:16:7A:F9:BF:5F:3D:0B:E0:6F:D6:96:80:4F:D6:C2:A5:21:EC:EA:E0:4E:7A:C6:65:5C:E0:3B:8E:A9:AD:F
1:3B:CE:40:0B:1B:41:58:64:2C:D0:4C:23:07:F1:A2:2A:AA:D7:B4:13:71:F0:49:59:4A:87:DA:B0:6D:13:C1:F5:64:C3:0A:D0:AA:6A:38:78:AA:01:91:4D:7B:D6:4F:8B:C0:4E:51:EF:C7:C1:A
9:27:7A:E8:66:4A:79:02:54:27:A3:78:53:02:03:01:00:01

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.4.1.2

CPS text: [SK time stamping policy]

CPS pointer: http://www.sk.ee/ajatempel

Extended Key Usage id_kp_OCSPSigning

Authority Key Identifier 5D:75:14:11:8C:F4:A5:8E:42:8F:7B:B2:40:44:A3:EE:D6:7A:3B:72

Subject Key Identifier 37:30:99:17:1B:61:A8:FF:A8:F8:6D:E9:B8:EB:96:AE:7B:73:F9:AA

Thumbprint algorithm: SHA-256

Thumbprint: 81:D9:1B:3B:A7:12:F3:3B:83:71:00:52:1E:D8:DF:F8:FB:EE:30:20:B6:85:38:A3:EE
:49:9F:B5:5D:1F:62:E9

X509SubjectName

Subject  CN: KLASS3-SK 2010 OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Subject  E: pki@sk.ee

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee
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1.18.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.18.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] KLASS3-SK 2010 OCSP RESPONDER

Service digital identities

X509SubjectName

Subject  CN: KLASS3-SK 2010 OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Subject  E: pki@sk.ee

X509SKI

X509 SK I NzCZFxthqP+o+G3puOuWrntz+ao=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.18.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.18.3 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
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Service Name

Name [ en ] KLASS3-SK 2010 OCSP RESPONDER

Service digital identities

X509SubjectName

Subject  CN: KLASS3-SK 2010 OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Subject  E: pki@sk.ee

X509SKI

X509 SK I NzCZFxthqP+o+G3puOuWrntz+ao=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.18.3.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.18.4 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] OCSP, KLASS3-SK 2010 OCSP RESPONDER

Service digital identities

X509SubjectName

Subject  CN: KLASS3-SK 2010 OCSP RESPONDER

Subject  OU: OCSP
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 Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Subject  E: pki@sk.ee

X509SKI

X509 SK I NzCZFxthqP+o+G3puOuWrntz+ao=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2010-04-08T08:01:31Z

1.19 - Service  (granted): SK OCSP RESPONDER 2011

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [ en ] SK OCSP RESPONDER 2011

Service digital identities

Certificate fields details

Version: 3

Serial Number: 152345024098107435434516224939977300289

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus
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Issuer  C: EE

Subject  E: pki@sk.ee

Subject  CN: SK OCSP RESPONDER 2011

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  L: Tallinn

Subject  ST: Harju

Subject  C: EE

Valid from: Fri Mar 18 11:21:43 CET 2011

Valid to: Mon Mar 18 11:21:43 CET 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:8A:1B:C6:CA:13:15:AE:04:5E:1E:5B:8A:96:7D:73:6B:A8:2F:08:4F:E6:95:24:
44:99:68:C9:16:92:FD:96:5B:EE:11:46:68:3C:52:32:A5:80:3C:83:9B:B5:55:F8:24:79:6E:60:0E:AD:B9:8C:03:AA:E0:5C:97:78:31:88:6B:EA:49:9F:68:74:A3:65:9C:D9:A7:A9:A5:51:BF:7A
:67:C6:9B:F8:C0:F2:38:DE:C8:CA:F0:1F:C7:C0:26:BA:95:43:B7:3D:5F:6C:52:C0:91:1C:87:F3:F6:77:C0:9F:31:9B:79:60:5E:A0:A8:BB:4F:BC:6D:5B:FA:7E:A8:B4:16:40:E7:08:C8:15:F2:7
F:8A:72:41:31:4B:EA:1D:2C:F7:F8:F2:DF:C4:ED:BF:4F:75:B2:93:F7:3C:33:D1:C8:32:A4:DE:96:AC:A2:30:64:60:59:E8:62:53:53:AC:2F:D6:AB:9A:FD:DD:42:B1:EC:D7:09:BA:BC:76:B1:7E
:97:D6:07:D6:00:16:97:A8:F5:A6:2A:84:F0:B1:56:DF:F3:A3:63:50:07:AB:F1:C9:94:B4:86:C3:AB:5C:BE:D2:C5:14:E8:38:96:AA:B2:7B:E5:6D:FD:1E:AC:F3:C5:B5:11:D4:BD:BA:23:61:88:
25:F9:FC:E5:CF:42:6D:E9:02:68:37:02:03:01:00:01

Extended Key Usage id_kp_OCSPSigning

Subject Key Identifier A5:A1:48:61:6D:E7:7E:CD:98:9E:74:9C:29:BB:BD:8A:DE:72:0C:59

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.4.1.2

CPS text: [SK time stamping policy.]

CPS pointer: https://www.sk.ee/ajatempel

Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

CRL Distribution Points http://www.sk.ee/repository/crls/eeccrca.crl

Thumbprint algorithm: SHA-256

Thumbprint: 50:D6:2F:37:37:42:28:7B:5F:18:31:9E:51:3C:7B:CA:89:BD:78:78:8B:23:DA:35:6
1:24:CB:90:F9:A6:36:AF

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: SK OCSP RESPONDER 2011

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus
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Subject  L: Tallinn

Subject  ST: Harju

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.19.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.19.2 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] OCSP, SK OCSP RESPONDER 2011

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: SK OCSP RESPONDER 2011

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  L: Tallinn

Subject  ST: Harju

Subject  C: EE

X509SKI
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 X509 SK I paFIYW3nfs2YnnScKbu9it5yDFk=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2011-03-18T11:21:43Z

1.20 - Service  (withdrawn): SK Proxy OCSP Responder 2009

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [ en ] SK Proxy OCSP Responder 2009

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1242385909

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: KLASS3-SK

Issuer  SERIAL NUMBER: 1

Issuer  OU: Sertifitseerimisteenused

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Issuer  E: pki@sk.ee

Subject  E: pki@sk.ee

Subject  CN: SK Proxy OCSP Responder 2009
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Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Fri May 15 13:11:49 CEST 2009

Valid to: Sat May 05 13:07:17 CEST 2012

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:9E:AB:AF:50:19:14:FB:A7:58:A3:09:02:C7:BB:D3:0C:7D:52:D7:39:EE:A8:1B
:AC:97:64:F2:28:8E:AD:C5:0D:D8:50:29:35:A9:76:C0:59:D1:23:0F:6B:B0:5F:2E:F4:A3:EE:DE:0E:3B:65:2B:8A:29:89:29:75:55:6E:A5:3C:2D:EA:02:BE:6E:B4:1C:CD:F4:12:84:ED:F1:38:2
8:FB:72:E6:DC:97:9F:BA:8C:33:D7:4A:1E:3B:CE:66:B5:D2:18:78:B4:9E:55:10:23:A2:08:30:61:21:17:C0:FD:42:5F:31:88:FA:05:88:04:84:5B:91:43:11:01:80:01:79:CB:21:09:5F:55:FC:4
9:CA:3F:19:07:21:6B:81:2B:E5:2C:84:84:7B:D7:BB:FB:EF:83:43:95:7C:B4:6A:1F:FE:E0:18:10:51:2C:F3:0E:B0:32:26:99:77:FE:0B:45:18:2A:CE:F2:C0:50:5F:F8:CD:15:9D:61:FD:BB:4A:7
B:13:C5:F3:03:CB:37:9B:68:AF:4D:D5:3F:25:82:14:E5:9C:BB:34:57:95:F4:D2:60:67:0D:E2:68:B0:8E:D5:D6:D5:DA:00:48:5A:98:06:BE:A9:70:43:77:28:28:73:2C:DE:D3:01:4F:6E:7E:59
:69:8A:54:CB:07:16:2D:B9:E3:2B:02:03:01:00:01

Extended Key Usage id_kp_OCSPSigning

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.4.1.2

CPS text: [SK time stamping policy]

CPS pointer: http://www.sk.ee/ajatempel

Authority Key Identifier E5:3F:0C:9D:71:3D:6F:BC:19:BF:9A:F4:6E:BF:09:FE:40:EB:9D:96

Subject Key Identifier 24:57:5B:81:66:A4:9F:C6:1B:0D:FF:01:7B:B9:73:3A:60:A2:06:C9

Thumbprint algorithm: SHA-256

Thumbprint: 87:52:E3:32:39:B3:FE:58:D1:A2:82:70:E4:97:44:40:95:02:F9:AC:23:A8:93:04:C3
:90:78:9C:FF:EC:B8:A8

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: SK Proxy OCSP Responder 2009

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

ETSI 2016 - TSL HR - PDF/A-1b generator

EESTI  (ESTONIA) - Trusted List ID: EE0001 Page 106



 
 
 
 

1.20.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.20.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] SK Proxy OCSP Responder 2009

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: SK Proxy OCSP Responder 2009

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I JFdbgWakn8YbDf8Be7lzOmCiBsk=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.20.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.20.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
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 Service Name

Name [ en ] OCSP, SK Proxy OCSP Responder 2009

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: SK Proxy OCSP Responder 2009

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I JFdbgWakn8YbDf8Be7lzOmCiBsk=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2009-05-15T11:11:49Z

1.21 - Service  (withdrawn): ESTEID-SK OCSP RESPONDER

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [ en ] ESTEID-SK OCSP RESPONDER

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1016636872
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: ESTEID-SK

Issuer  SURNAME: 1

Issuer  OU: ESTEID

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Issuer  E: pki@sk.ee

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK OCSP RESPONDER

Subject  OU: OCSP

Subject  O: ESTEID

Subject  C: EE

Valid from: Wed Mar 20 16:07:52 CET 2002

Valid to: Thu Mar 24 16:07:52 CET 2005

Public Key: 30:81:9F:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:81:8D:00:30:81:89:02:81:81:00:B5:D0:17:82:39:B5:D9:65:67:03:5F:6F:7C:5A:A7:DD:D7:A8:69:8B:DB:6E:49:B4:F8:2F:E9
:28:C1:38:FE:69:6C:FB:3C:3B:05:A4:A4:16:AA:1C:42:76:58:9C:BB:AE:F1:09:3D:33:00:08:DA:2B:AC:7D:73:06:AC:88:87:6B:7B:EF:88:92:C7:11:8B:4D:30:DB:41:B9:9D:33:E8:73:1A:70:
19:31:EA:C0:7C:78:10:3E:DC:71:E2:B8:B7:8A:5B:8F:FC:C1:F0:59:6E:54:D5:62:8B:CA:2E:1B:D6:44:84:7E:FA:8F:F2:1C:C7:45:F6:ED:2A:B9:01:2D:02:C3:02:03:01:00:01

Extended Key Usage id_kp_OCSPSigning

Authority Key Identifier 78:17:B5:05:F9:B3:58:CD:59:8C:DE:67:5E:44:06:4C:75:86:69:5D

Subject Key Identifier CE:96:23:DA:0C:25:0D:82:BD:6A:1C:86:C8:A6:B4:02:42:B9:CA:CD

Thumbprint algorithm: SHA-256

Thumbprint: EA:3D:54:19:15:2B:3F:8A:92:8A:F8:23:EE:BC:CB:D6:3A:68:81:B0:D8:38:CB:05:6
F:D9:CD:5C:A4:85:7D:AB

X509SubjectName
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Subject  E: pki@sk.ee

Subject  C: EE

Subject  O: ESTEID

Subject  OU: OCSP

Subject  CN: ESTEID-SK OCSP RESPONDER

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.21.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.21.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] ESTEID-SK OCSP RESPONDER

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK OCSP RESPONDER

Subject  OU: OCSP

Subject  O: ESTEID

Subject  C: EE

X509SKI
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X509 SK I zpYj2gwlDYK9ahyGyKa0AkK5ys0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.21.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.21.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] OCSP, ESTEID-SK OCSP RESPONDER

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: ESTEID-SK OCSP RESPONDER

Subject  OU: OCSP

Subject  O: ESTEID

Subject  C: EE

X509SKI

X509 SK I zpYj2gwlDYK9ahyGyKa0AkK5ys0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2002-03-20T16:07:52Z

1.22 - Service  (deprecatedatnationallevel): KLASS3-SK OCSP RESPONDER (2003)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP
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Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed
responses.

Service Name

Name [ en ] KLASS3-SK OCSP RESPONDER (2003)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1049195451

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: KLASS3-SK

Issuer  SERIAL NUMBER: 1

Issuer  OU: Sertifitseerimisteenused

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Issuer  E: pki@sk.ee

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Tue Apr 01 13:10:51 CEST 2003

Valid to: Wed Apr 05 12:10:51 CEST 2006

Public Key: 30:81:9F:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:81:8D:00:30:81:89:02:81:81:00:B5:D0:17:82:39:B5:D9:65:67:03:5F:6F:7C:5A:A7:DD:D7:A8:69:8B:DB:6E:49:B4:F8:2F:E9
:28:C1:38:FE:69:6C:FB:3C:3B:05:A4:A4:16:AA:1C:42:76:58:9C:BB:AE:F1:09:3D:33:00:08:DA:2B:AC:7D:73:06:AC:88:87:6B:7B:EF:88:92:C7:11:8B:4D:30:DB:41:B9:9D:33:E8:73:1A:70:
19:31:EA:C0:7C:78:10:3E:DC:71:E2:B8:B7:8A:5B:8F:FC:C1:F0:59:6E:54:D5:62:8B:CA:2E:1B:D6:44:84:7E:FA:8F:F2:1C:C7:45:F6:ED:2A:B9:01:2D:02:C3:02:03:01:00:01
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Extended Key Usage id_kp_OCSPSigning

Authority Key Identifier E5:3F:0C:9D:71:3D:6F:BC:19:BF:9A:F4:6E:BF:09:FE:40:EB:9D:96

Subject Key Identifier CE:96:23:DA:0C:25:0D:82:BD:6A:1C:86:C8:A6:B4:02:42:B9:CA:CD

Thumbprint algorithm: SHA-256

Thumbprint: 6B:96:EA:C9:51:18:CC:85:57:43:F3:5D:FB:69:BD:6A:72:E4:3D:33:D1:77:EE:E1:0
0:E6:3A:5E:29:63:E7:25

X509SubjectName

Subject  E: pki@sk.ee

Subject  C: EE

Subject  O: AS Sertifitseerimiskeskus

Subject  OU: OCSP

Subject  CN: KLASS3-SK OCSP RESPONDER

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/deprecatedatnationallevel
Service status description [en] undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.22.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.22.2 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP

Service Name

Name [ en ] KLASS3-SK OCSP RESPONDER (2003)

Service digital identities
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X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I zpYj2gwlDYK9ahyGyKa0AkK5ys0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel

Status Starting Time 2016-06-30T22:00:00Z

1.22.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.22.3 - History instance n.2 - Status: recognisedatnationallevel

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP

Service Name

Name [ en ] KLASS3-SK OCSP RESPONDER (2003)

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE
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X509SKI

X509 SK I zpYj2gwlDYK9ahyGyKa0AkK5ys0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel

Status Starting Time 2016-06-30T22:00:00Z

1.22.3.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.22.4 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP

Service Name

Name [ en ] OCSP, KLASS3-SK OCSP RESPONDER (2003)

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I zpYj2gwlDYK9ahyGyKa0AkK5ys0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2003-04-01T11:10:51Z

1.23 - Service  (withdrawn): KLASS3-SK OCSP RESPONDER (2006)
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Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [ en ] KLASS3-SK OCSP RESPONDER (2006)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1143114520

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: KLASS3-SK

Issuer  SERIAL NUMBER: 1

Issuer  OU: Sertifitseerimisteenused

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Issuer  E: pki@sk.ee

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Thu Mar 23 12:48:40 CET 2006

Valid to: Fri Mar 27 12:48:40 CET 2009
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Public Key: 30:81:9F:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:81:8D:00:30:81:89:02:81:81:00:A2:93:23:C0:1E:C7:41:AF:6B:D7:9E:78:19:0C:DD:F1:93:88:D3:84:BE:38:F6:31:C3:77:B4
:E2:41:30:01:2F:1B:F1:BB:36:9B:B4:FF:67:C0:10:A1:45:52:FE:0D:9C:FC:87:DC:C8:82:EE:CE:91:F0:FB:4F:32:15:79:18:11:BA:91:65:73:B4:BF:E0:42:79:48:8C:06:E8:D6:5E:B9:E3:E8:C0
:A4:84:23:4F:7B:DD:55:90:C8:63:24:BA:94:A9:58:A0:07:46:E3:40:A0:2E:55:6D:46:28:5A:AE:04:3B:ED:AC:E5:7C:E4:64:C9:17:E1:29:97:12:41:EF:2D:02:03:01:00:01

Extended Key Usage id_kp_OCSPSigning

Authority Key Identifier E5:3F:0C:9D:71:3D:6F:BC:19:BF:9A:F4:6E:BF:09:FE:40:EB:9D:96

Subject Key Identifier 14:42:CB:9D:13:AA:58:68:82:52:B9:6B:AB:CA:51:88:B5:FC:B9:D8

Thumbprint algorithm: SHA-256

Thumbprint: CB:16:7D:E2:F0:5B:38:93:1A:BD:F2:96:91:1F:69:51:23:9D:0A:3B:23:62:59:76:62
:F2:25:70:EC:3E:9B:0B

X509SubjectName

Subject  E: pki@sk.ee

Subject  C: EE

Subject  O: AS Sertifitseerimiskeskus

Subject  OU: OCSP

Subject  CN: KLASS3-SK OCSP RESPONDER

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.23.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.23.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] KLASS3-SK OCSP RESPONDER (2006)
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Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I FELLnROqWGiCUrlrq8pRiLX8udg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.23.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.23.3 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] KLASS3-SK OCSP RESPONDER (2006)

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus
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Subject  C: EE

X509SKI

X509 SK I FELLnROqWGiCUrlrq8pRiLX8udg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.23.3.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.23.4 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [ en ] OCSP, KLASS3-SK OCSP RESPONDER (2006)

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: KLASS3-SK OCSP RESPONDER

Subject  OU: OCSP

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I FELLnROqWGiCUrlrq8pRiLX8udg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2006-03-23T12:48:40Z
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1.24 - Service  (deprecatedatnationallevel): SK Proxy OCSP Responder 2008

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP
Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses.

Service Name

Name [ en ] SK Proxy OCSP Responder 2008

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1225186383

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: KLASS3-SK

Issuer  SERIAL NUMBER: 1

Issuer  OU: Sertifitseerimisteenused

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Issuer  E: pki@sk.ee

Subject  E: pki@sk.ee

Subject  CN: SK Proxy OCSP Responder 2008

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE
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 Valid from: Tue Oct 28 10:33:03 CET 2008

Valid to: Wed Nov 02 09:33:03 CET 2011

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:9E:AB:AF:50:19:14:FB:A7:58:A3:09:02:C7:BB:D3:0C:7D:52:D7:39:EE:A8:1B
:AC:97:64:F2:28:8E:AD:C5:0D:D8:50:29:35:A9:76:C0:59:D1:23:0F:6B:B0:5F:2E:F4:A3:EE:DE:0E:3B:65:2B:8A:29:89:29:75:55:6E:A5:3C:2D:EA:02:BE:6E:B4:1C:CD:F4:12:84:ED:F1:38:2
8:FB:72:E6:DC:97:9F:BA:8C:33:D7:4A:1E:3B:CE:66:B5:D2:18:78:B4:9E:55:10:23:A2:08:30:61:21:17:C0:FD:42:5F:31:88:FA:05:88:04:84:5B:91:43:11:01:80:01:79:CB:21:09:5F:55:FC:4
9:CA:3F:19:07:21:6B:81:2B:E5:2C:84:84:7B:D7:BB:FB:EF:83:43:95:7C:B4:6A:1F:FE:E0:18:10:51:2C:F3:0E:B0:32:26:99:77:FE:0B:45:18:2A:CE:F2:C0:50:5F:F8:CD:15:9D:61:FD:BB:4A:7
B:13:C5:F3:03:CB:37:9B:68:AF:4D:D5:3F:25:82:14:E5:9C:BB:34:57:95:F4:D2:60:67:0D:E2:68:B0:8E:D5:D6:D5:DA:00:48:5A:98:06:BE:A9:70:43:77:28:28:73:2C:DE:D3:01:4F:6E:7E:59
:69:8A:54:CB:07:16:2D:B9:E3:2B:02:03:01:00:01

Extended Key Usage id_kp_OCSPSigning

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.4.1.2

CPS text: [SK time stamping policy]

CPS pointer: http://www.sk.ee/ajatempel

Authority Key Identifier E5:3F:0C:9D:71:3D:6F:BC:19:BF:9A:F4:6E:BF:09:FE:40:EB:9D:96

Subject Key Identifier 24:57:5B:81:66:A4:9F:C6:1B:0D:FF:01:7B:B9:73:3A:60:A2:06:C9

Basic Constraints IsCA: false

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: 98:C5:A4:76:60:44:DC:5C:A4:59:B4:E3:26:C4:9C:54:24:FE:F0:EA:1C:49:BD:4C:D
3:12:8B:E9:54:05:01:0C

X509SubjectName

Subject  E: pki@sk.ee

Subject  C: EE

Subject  O: AS Sertifitseerimiskeskus

Subject  OU: Sertifitseerimisteenused

Subject  CN: SK Proxy OCSP Responder 2008

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/deprecatedatnationallevel
Service status description [en] undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.24.1 - Extension (critical): additionalServiceInformation
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AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.24.2 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP

Service Name

Name [ en ] SK Proxy OCSP Responder 2008

Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: SK Proxy OCSP Responder 2008

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I JFdbgWakn8YbDf8Be7lzOmCiBsk=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel

Status Starting Time 2016-06-30T22:00:00Z

1.24.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.24.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP

Service Name

Name [ en ] OCSP, SK Proxy OCSP Responder 2008
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 Service digital identities

X509SubjectName

Subject  E: pki@sk.ee

Subject  CN: SK Proxy OCSP Responder 2008

Subject  OU: Sertifitseerimisteenused

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I JFdbgWakn8YbDf8Be7lzOmCiBsk=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2008-10-28T10:33:03Z

1.25 - Service  (withdrawn): SK Time-Stamping Authority for qualified electronic time
stamps

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps

Service digital identities

Certificate fields details

Version: 3

Serial Number: 48765665071482659663074918749208248665

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA
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Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  CN: SK TIMESTAMPING AUTHORITY

Subject  OU: TSA

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

Valid from: Tue Sep 16 10:40:38 CEST 2014

Valid to: Mon Sep 16 10:40:38 CEST 2019

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:93:DA:FD:D4:0A:7A:64:8A:08:D4:B0:94:C5:29:F5:82:90:63:AC:D0:39:FB:3D
:BE:05:27:6F:34:D1:1C:24:41:45:DB:1A:6D:96:24:9F:14:C8:E0:3A:90:E7:E2:4F:AB:0F:0C:4E:40:EF:6F:A9:DF:0D:91:9D:D7:9B:78:A1:8E:2D:1D:75:E8:09:F4:6B:6C:C8:C9:F7:E0:D5:F8:C
E:DB:77:EB:EB:04:8F:2F:8B:B0:C1:08:CE:7D:FD:50:23:C4:10:2E:67:D3:FB:4E:C8:3C:A3:C0:6B:56:AA:81:F5:CD:1E:CE:54:82:B4:58:3C:5F:4C:76:11:3D:D9:06:D6:78:F5:40:11:87:F5:CF
:D3:B2:3B:79:19:3F:0E:D4:8B:61:AB:B1:24:33:F3:5D:51:19:99:22:42:23:26:DC:96:8C:7D:DE:EF:05:E7:FA:3C:1B:24:9B:0F:91:98:32:17:DF:38:98:17:9A:E9:7F:57:3E:DE:47:47:79:4B:1
0:8C:BC:92:11:AC:FE:D6:7E:22:58:69:48:CB:62:A2:F6:C2:31:50:7B:F9:D4:96:D7:06:0A:7D:8A:B6:A1:82:C8:7E:EF:97:E5:F3:79:F7:9A:E9:78:DC:F1:E6:D3:81:A9:F6:14:9D:14:1F:49:87:
BF:DF:25:58:00:CA:B9:32:36:7D:77:02:03:01:00:01

Extended Key Usage id_kp_timeStamping

Subject Key Identifier B1:B0:BD:F7:E6:A0:69:16:6C:20:E5:51:FB:5C:F4:30:62:73:57:27

Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

CRL Distribution Points http://www.sk.ee/repository/crls/eeccrca.crl

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 1E:49:F4:97:D8:9D:43:0A:AD:53:4B:62:2D:82:BD:9B:9D:0D:4A:FD:B7:B7:D3:69:
86:C5:DF:09:81:D9:06:7D

X509SubjectName

Subject  C: EE

Subject  O: AS Sertifitseerimiskeskus

Subject  OU: TSA

Subject  CN: SK TIMESTAMPING AUTHORITY

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.
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Status Starting Time 2020-09-28T22:01:00Z

Service Supply Points

Service Supply Point http://tsa.sk.ee

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.25.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps

Service digital identities

X509SubjectName

Subject  CN: SK TIMESTAMPING AUTHORITY

Subject  OU: TSA

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I sbC99+agaRZsIOVR+1z0MGJzVyc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:01:00Z

1.25.2 - History instance n.2 - Status: withdrawn

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] SK TIMESTAMPING AUTHORITY
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 Service digital identities

X509SubjectName

Subject  CN: SK TIMESTAMPING AUTHORITY

Subject  OU: TSA

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I sbC99+agaRZsIOVR+1z0MGJzVyc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Status Starting Time 2016-06-30T22:00:00Z

1.25.3 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] SK TIMESTAMPING AUTHORITY

Service digital identities

X509SubjectName

Subject  CN: SK TIMESTAMPING AUTHORITY

Subject  OU: TSA

Subject  O: AS Sertifitseerimiskeskus

Subject  C: EE

X509SKI

X509 SK I sbC99+agaRZsIOVR+1z0MGJzVyc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2014-09-16T08:40:38Z
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1.26 - Service  (withdrawn): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2019)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2019)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 168600497314008997544586035080465486444

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING AUTHORITY 2019

Valid from: Tue Jan 01 22:00:00 CET 2019

Valid to: Mon Jan 01 22:00:00 CET 2024

ETSI 2016 - TSL HR - PDF/A-1b generator

EESTI  (ESTONIA) - Trusted List ID: EE0001 Page 127



Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:A9:F9:7D:0F:59:4A:F0:BB:DE:C9:36:F7:B6:53:89:65:F7:34:27:E5:B7:B8:6E:
DC:CC:E6:6E:40:A8:A0:C2:4C:6A:D8:95:EB:AA:77:62:81:5B:52:65:6C:CD:9E:83:BE:B2:89:9A:36:05:EA:C3:49:69:BB:EF:0F:D0:D7:54:C3:EC:B5:6B:8C:E7:26:7B:6F:7F:B1:CA:E1:63:6B:
1C:EF:78:0D:CA:DC:C4:82:51:75:19:31:44:7F:DE:DF:FD:12:13:51:69:5F:C0:7D:E8:88:32:8D:E4:23:F5:8D:ED:80:76:00:7D:23:28:D1:28:F6:00:D6:1C:FC:DA:45:E7:D3:56:7F:49:C1:CC:9
E:50:BD:70:FC:D0:DD:72:6E:25:55:BB:83:40:2C:A1:71:4C:E1:07:3D:19:9D:15:DA:6D:34:D1:1A:8A:9C:07:C8:BC:1A:48:3A:57:0A:D9:D7:C4:1C:FA:CD:5F:E3:22:C3:18:0B:13:65:D1:C5:
E5:C7:E9:A4:0F:DE:EC:72:62:E1:18:1D:BB:AE:62:3C:A8:43:CC:E9:3B:9E:D2:21:A9:D5:36:FA:84:81:5D:11:01:76:81:9F:15:3C:EB:32:26:5D:DC:A5:07:79:19:19:13:EB:76:CE:B4:75:26:E
7:84:D8:09:FC:3F:3F:B3:61:3B:BA:45:2F:02:03:01:00:01

Extended Key Usage id_kp_timeStamping

Subject Key Identifier 9D:4B:ED:FE:E5:C3:36:D5:AE:AA:63:2F:4D:20:6F:0F:2A:D3:27:16

Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

Authority Info Access http://aia.sk.ee/CA

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 25:D4:5A:83:4C:1E:A0:E6:69:A8:A5:88:2D:74:1C:96:18:9F:EF:C0:8F:8C:AE:9A:C
C:AB:F7:77:58:33:07:54

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING AUTHORITY 2019

X509SKI

X509 SK I nUvt/uXDNtWuqmMvTSBvDyrTJxY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2024-02-08T05:00:01Z

Service Supply Points

Service Supply Point http://tsa.sk.ee

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.26.1 - History instance n.1 - Status: granted
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 Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2019)

Service digital identities

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING AUTHORITY 2019

X509SKI

X509 SK I nUvt/uXDNtWuqmMvTSBvDyrTJxY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2019-03-10T22:00:00Z

1.27 - Service  (withdrawn): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2020)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2020)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 130547272137066251696452519452253092462
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING AUTHORITY 2020

Valid from: Tue Dec 31 23:00:00 CET 2019

Valid to: Tue Dec 31 23:00:00 CET 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C5:D3:87:A0:EF:F1:10:05:D5:61:DE:A6:EB:84:21:28:7A:0D:66:14:F9:2F:EC:
04:90:EE:7D:0C:7E:0A:F2:55:B5:AF:FF:E4:10:9B:AC:7D:8E:B4:CC:36:3C:A3:DB:3D:E8:76:00:09:C4:0E:47:D6:25:B6:0D:D3:DE:77:AA:45:92:79:18:43:ED:E6:E1:73:09:6C:EE:49:DC:B1:
21:63:1A:73:1B:BF:B1:26:1A:96:7E:1B:A9:B0:9D:F7:B3:0B:E2:A5:5D:BF:03:C6:2C:D1:91:BB:C5:2D:BB:2D:09:CA:1C:AE:A0:12:02:1D:47:20:CB:0D:4E:D8:04:E5:73:EF:79:CD:D8:46:BC:
AA:B5:E6:06:B3:19:74:E9:55:46:20:2E:92:27:90:28:69:D6:88:D9:0A:FF:D6:15:D2:8D:DD:D3:46:07:9B:6A:9F:7C:6C:75:F5:1F:18:35:B1:7B:88:0B:14:52:DE:5E:3C:68:D2:94:F6:63:EE:6
1:24:5D:7E:AF:E3:E5:95:94:67:BB:52:CA:5C:47:2B:1F:17:B2:C9:9F:8A:2F:AC:12:2D:4C:AF:7F:16:7E:FB:98:5D:D3:04:75:A4:29:D5:81:9F:A1:7D:86:86:67:E6:06:44:95:ED:88:80:3C:0C:
5A:9E:29:9E:AA:02:10:3C:6B:AB:FD:F5:02:03:01:00:01

Extended Key Usage id_kp_timeStamping

Subject Key Identifier A8:3E:0A:28:FE:91:2A:A1:9D:61:F5:CD:95:3D:F9:A5:CD:46:92:31

Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

Authority Info Access http://aia.sk.ee/CA

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: FD:04:12:2A:D6:30:AA:00:99:87:85:50:D8:38:EB:FA:EC:5D:0F:33:DA:03:5D:0D:0
9:76:FA:96:70:B1:72:D9

X509SubjectName
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 Subject  C: EE

Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING AUTHORITY 2020

X509SKI

X509 SK I qD4KKP6RKqGdYfXNlT35pc1GkjE=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2025-02-14T03:00:00Z

Service Supply Points

Service Supply Point http://tsa.sk.ee

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.27.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2020)

Service digital identities

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013
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 Subject  CN: SK TIMESTAMPING AUTHORITY 2020

X509SKI

X509 SK I qD4KKP6RKqGdYfXNlT35pc1GkjE=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2019-12-03T22:00:00Z

1.28 - Service  (withdrawn): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2021)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2021)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 14216899397258675693052187771241066675

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  C: EE
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Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING AUTHORITY 2021

Valid from: Thu Dec 31 23:00:01 CET 2020

Valid to: Wed Dec 31 23:00:01 CET 2025

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C2:66:6E:15:C5:D9:DD:41:8F:8C:81:17:D2:69:5D:19:24:E2:53:13:1C:7C:6F
:05:87:47:F8:56:50:20:E9:A3:7F:6E:EB:91:55:A1:29:C2:B4:BB:51:F4:C3:FC:71:7B:26:88:DC:26:27:45:7F:BC:13:05:DF:81:E7:6A:2A:62:1C:9A:EE:B4:FF:77:5D:5E:C5:E0:ED:C0:86:69:C
A:69:2C:A8:2F:85:F1:B5:A8:95:E2:77:1E:44:81:CB:21:9F:B8:67:06:19:29:E8:C1:A0:A3:71:9A:93:4F:66:02:4F:8D:0F:75:F2:5F:3C:86:94:AA:86:E3:34:2F:62:74:53:FF:14:EC:E0:1D:6B:B
C:85:48:8E:02:2C:59:F9:7D:B6:AF:40:95:81:39:CD:5B:4F:F1:89:A4:4F:AB:F3:E0:A6:00:C0:B3:19:58:0C:00:68:9C:52:A2:08:47:C7:C8:AE:53:D6:B8:D5:E7:CE:65:7F:05:81:70:FA:39:8E:
72:3D:B4:8C:93:DD:F4:81:D3:A4:19:D2:2E:2B:98:57:0F:96:2F:F4:5E:FC:87:AC:63:4D:A4:93:4F:27:D9:5B:F5:DD:15:85:C3:F0:92:DA:03:AF:69:C1:16:00:73:A6:34:6E:7F:05:4F:8D:00:8
1:B8:35:62:76:4B:8C:12:32:CE:4F:02:03:01:00:01

Extended Key Usage id_kp_timeStamping

Subject Key Identifier 10:32:01:7C:00:07:E6:BF:A2:09:5F:A2:AD:02:84:DD:39:36:FE:1F

Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

Authority Info Access http://aia.sk.ee/CA

http://c.sk.ee/EE_Certification_Centre_Root_CA.der.crt

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 57:2B:6C:07:B0:CD:48:48:66:1F:09:97:84:98:A7:AA:96:AC:43:AA:88:D0:C8:2B:7
7:60:D4:04:6A:70:2B:66

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING AUTHORITY 2021

X509SKI

X509 SK I EDIBfAAH5r+iCV+irQKE3Tk2/h8=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.
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Status Starting Time 2026-01-08T01:00:00Z

Service Supply Points

Service Supply Point http://tsa.sk.ee

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.28.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2021)

Service digital identities

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING AUTHORITY 2021

X509SKI

X509 SK I EDIBfAAH5r+iCV+irQKE3Tk2/h8=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2020-11-13T22:00:00Z

1.29 - Service  (granted): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2022)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
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Service Name

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2022)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 9341197341178141782522153967405961574

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING AUTHORITY 2022

Valid from: Fri Dec 31 23:00:01 CET 2021

Valid to: Fri Dec 31 23:00:01 CET 2027

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:96:0C:F4:7F:1E:EB:8E:CF:50:0B:F6:85:9A:41:C7:22:E2:D6:4F:1C:49:08:11:
B3:2B:F4:81:F6:D1:18:A5:27:CA:D3:EF:93:9C:E3:9B:CB:A7:5E:D9:C0:DF:9E:68:A7:DD:89:37:17:CE:34:C4:B3:38:82:6B:3C:33:81:6E:FC:C3:95:1B:5E:C0:96:FD:2F:B9:AE:32:81:19:A1:1
F:B3:B6:75:63:3C:95:3C:A2:FB:CB:11:BB:27:90:0B:8A:3D:F8:B4:BD:68:2C:C4:49:95:0A:C9:89:5F:FC:AB:0C:E0:36:2A:20:4D:B9:E2:6C:D4:F1:8A:1D:32:AA:07:3F:0B:29:E2:00:1E:BF:ED
:73:3F:68:5D:CD:07:D0:05:B3:BD:F9:CB:E2:0A:9C:C1:8D:C1:2D:1C:9A:AE:40:7E:96:EF:06:88:04:E3:21:AD:73:10:04:83:AE:8F:AA:95:90:A5:1B:BC:33:75:B2:94:1C:98:B5:86:63:53:68:
A0:5D:A5:25:0C:82:3F:2C:CB:4B:16:B5:B4:88:AF:84:73:5B:DD:E7:4B:09:1B:A4:95:9C:28:D7:27:28:E9:3F:F2:24:7C:48:C0:7D:FA:85:7E:80:27:FB:35:6E:D5:D8:83:E1:91:2F:AD:36:46:4
E:D5:07:34:DC:DF:47:61:3C:B6:48:3F:02:03:01:00:01

Extended Key Usage id_kp_timeStamping

Subject Key Identifier B2:75:10:AF:74:03:21:43:37:E2:4B:20:1F:31:58:E7:D4:05:35:07
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 Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

Authority Info Access http://aia.sk.ee/CA

http://c.sk.ee/EE_Certification_Centre_Root_CA.der.crt

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 27:B3:CD:A7:A2:1E:D1:09:CE:56:A0:A0:D9:95:12:CE:D5:63:64:5B:D8:C0:51:51:7
1:95:7B:6C:90:B0:C2:1A

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING AUTHORITY 2022

X509SKI

X509 SK I snUQr3QDIUM34ksgHzFY59QFNQc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2021-12-27T22:00:24Z

Service Supply Points

Service Supply Point http://tsa.sk.ee

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.30 - Service  (granted): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2023)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
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Service Name

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2023)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 67205934710543798222704146034089873665

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  E: pki@sk.ee

Issuer  CN: EE Certification Centre Root CA

Issuer  O: AS Sertifitseerimiskeskus

Issuer  C: EE

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING AUTHORITY 2023

Valid from: Sat Dec 31 23:00:01 CET 2022

Valid to: Sun Dec 31 23:00:01 CET 2028

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:9D:E7:EC:D4:7C:40:1C:05:68:73:B2:1A:6C:6B:87:5E:9E:08:AD:7D:5C:0B:D
8:43:6B:F9:62:74:3A:E8:74:F8:85:17:AC:BE:F0:40:10:13:33:F6:D8:B9:2B:AF:13:D5:C9:BA:DE:A7:79:28:77:11:63:E1:A5:70:E2:2E:90:DD:CF:04:63:22:C4:D6:06:DB:B6:B0:78:BD:3C:5E
:40:80:76:7F:61:C6:67:9E:87:AF:7B:8D:8F:C2:43:FB:F8:85:BC:27:BF:E6:20:04:B2:8F:1D:45:54:97:E3:C9:11:45:EF:2F:88:0C:3A:7E:78:9F:5D:BF:BC:8B:27:DF:F3:2D:15:21:C7:D2:BD:E
3:4B:89:05:E4:60:D0:7E:4F:14:34:7F:FE:7E:3C:24:C8:15:EC:F8:A4:8C:F0:F2:9D:19:48:87:5D:53:39:5D:C7:66:DE:CA:CA:4D:84:08:A3:BB:57:20:CB:F6:CC:50:BB:1C:BF:C8:FB:61:B1:4A:
67:84:E6:B1:46:47:66:E4:1C:E7:D3:23:6A:58:DD:7A:B9:70:B5:5F:ED:2C:1A:E0:DC:EA:91:E6:70:EA:D4:E8:BE:6A:E9:23:30:D4:17:DC:54:BB:EB:25:E5:3E:7C:2D:7B:69:77:FB:41:AB:10:
66:2C:B7:DC:9F:A5:09:3C:73:4C:5D:73:02:03:01:00:01

Extended Key Usage id_kp_timeStamping

Subject Key Identifier B9:34:7B:DE:C5:9F:60:7E:4B:FA:61:F7:FD:10:F4:50:09:42:ED:E8
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 Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

Authority Info Access http://aia.sk.ee/CA

http://c.sk.ee/EE_Certification_Centre_Root_CA.der.crt

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: AF:1F:E6:65:62:A3:A7:CE:B9:9A:41:E5:B0:9B:6D:C4:67:49:03:6F:64:1B:2D:ED:1
7:FE:44:75:F2:2B:E6:C0

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject  OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING AUTHORITY 2023

X509SKI

X509 SK I uTR73sWfYH5L+mH3/RD0UAlC7eg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2022-12-31T22:00:00Z

Service Supply Points

Service Supply Point http://tsa.sk.ee

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

1.31 - Service  (granted): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2024E)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name
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Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2024E)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 168860431470254928716508813509924923249

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withECDSA

Issuer  C: EE

Issuer  O: SK ID Solutions AS

Issuer 2.5.4.97: NTREE-10747013

Issuer  CN: SK TSA CA 2023E

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING UNIT 2024E

Valid from: Sun Oct 01 13:31:58 CEST 2023

Valid to: Mon Apr 01 13:31:57 CEST 2030

Public Key: 30:59:30:13:06:07:2A:86:48:CE:3D:02:01:06:08:2A:86:48:CE:3D:03:01:07:03:42:00:04:EA:27:BC:4E:34:35:32:C3:5D:31:7E:D7:D9:F0:80:90:76:0B:65:91:F6:E0:9B:78:A5:26:B8:AF:1B
:0A:12:FA:1B:9E:96:75:AF:A9:24:67:C8:9D:10:04:B6:FB:4E:AC:AF:A7:91:BC:32:80:15:B0:84:B3:46:52:B6:E0:5F:E8

Authority Key Identifier 5A:18:C0:34:CE:D7:B7:99:DF:08:90:C0:04:7D:18:F3:73:96:BD:CF

Authority Info Access https://c.sk.ee/SK_TSA_CA_2023E.der.crt

http://ocsp.sk.ee/tsa

Certificate Policies Policy OID: 0.4.0.2042.1.2

CPS pointer: https://www.skidsolutions.eu/en/repository/tsa/

CPS text: [TSU certificate has been issued according to NCP+ policy]
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 Extended Key Usage id_kp_timeStamping

CRL Distribution Points http://c.sk.ee/sk_tsa_ca_2023e.crl

Subject Key Identifier F4:E6:94:D1:89:34:E4:90:E0:F2:36:7C:99:FF:9E:B1:5F:C5:0A:53

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 84:E0:29:3A:C6:DE:1C:3C:D1:B4:20:A3:C8:45:3D:27:9D:29:27:50:3C:32:64:59:5
8:35:17:D3:5D:9A:A6:45

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING UNIT 2024E

X509SKI

X509 SK I 9OaU0Yk05JDg8jZ8mf+esV/FClM=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2023-11-07T22:00:18Z

Service Supply Points

Service Supply Point http://tsa.sk.ee/ecc

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/

1.32 - Service  (granted): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2024R)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name
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Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2024R)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 72101065433466638175204307345381995791

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA384withRSA

Issuer  C: EE

Issuer  O: SK ID Solutions AS

Issuer 2.5.4.97: NTREE-10747013

Issuer  CN: SK TSA CA 2023R

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING UNIT 2024R

Valid from: Sun Oct 01 13:33:02 CEST 2023

Valid to: Mon Apr 01 13:33:01 CEST 2030

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:A2:89:F5:C1:00:33:48:04:D0:53:CA:C5:9F:C1:67:FB:60:6D:F8:8E:98:27:25:
BB:2A:61:C6:45:53:0D:84:80:00:D8:0D:F0:E1:7A:FB:5C:07:E9:31:19:46:88:24:19:68:43:54:24:EC:F6:10:D3:79:63:02:6E:7D:C9:CC:07:C0:60:87:91:A2:82:6E:A7:E1:46:E3:81:6E:17:00
:52:6E:CE:E0:F7:DE:64:58:B7:B5:36:15:2D:BC:62:D8:9B:80:95:57:33:CA:1E:95:71:48:49:D4:D8:9B:65:A7:90:D8:4A:03:03:20:1B:E4:0F:CA:23:36:46:20:20:42:3F:C8:98:A1:94:35:70:C
1:23:39:96:73:CA:00:3E:EF:9F:ED:81:F0:21:60:A6:83:E7:62:90:7D:CE:6B:13:4D:2C:23:25:74:C0:32:D6:82:41:2B:46:5F:AA:76:CE:15:9E:1E:A8:F4:A1:B7:62:EF:32:69:88:5B:B0:22:C4:7
5:A5:FB:F8:86:FC:BF:51:19:78:EE:9C:88:87:70:7B:C1:51:81:91:EC:BF:69:CC:8D:86:2D:61:70:F1:BF:47:57:84:04:65:77:FB:1D:65:4F:B1:3B:BA:C5:BE:F7:DF:1F:FE:E4:92:5B:93:28:CB:5
0:ED:93:43:6F:C9:B1:C9:85:F6:56:69:46:A0:8D:A1:7F:A0:36:04:64:54:4F:AA:95:B6:DC:D7:AC:52:54:0F:96:F1:97:3E:2C:01:92:3F:2C:63:0D:F0:D6:2E:EB:12:84:1D:C2:36:E4:44:09:40:
9C:95:E3:3F:AF:FE:36:B9:E0:CD:E7:C6:12:8C:E5:46:CE:1A:00:93:4A:22:61:29:E0:9E:AB:5B:80:96:16:C1:06:F9:35:C6:1C:07:9E:84:8A:85:EE:B0:CC:67:D1:21:47:C9:3B:11:B9:DA:49:D
A:59:8C:F4:F4:44:5B:9D:8B:19:32:E6:D3:F5:70:58:CB:01:F8:53:EA:37:F1:D7:2C:E9:98:99:D2:40:E7:31:1F:53:7A:04:CF:19:E4:3E:C7:5A:CD:BE:77:3C:04:71:80:26:4A:A6:84:4F:34:11:
EA:2C:9D:68:31:36:A4:66:F0:EE:4F:FB:9B:1A:0B:11:8C:92:F0:36:A4:31:7D:9D:9B:82:E3:DB:F5:DF:5D:C2:C6:32:C5:85:9C:F3:92:DA:D2:64:5D:1F:F5:47:AD:DB:86:61:F0:3F:7D:33:2B:3
C:60:A7:F9:75:E7:25:4C:75:67:C8:32:87:90:0A:EE:9D:4D:2A:72:67:27:28:44:06:E6:84:0E:61:65:D1:1C:89:87:98:D8:E4:FF:FE:94:3F:80:F6:C5:02:03:01:00:01

Authority Key Identifier FD:B9:B4:54:ED:B9:77:60:D1:B1:ED:26:25:84:12:15:4A:7A:92:19
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Authority Info Access https://c.sk.ee/SK_TSA_CA_2023R.der.crt

http://ocsp.sk.ee/tsa

Certificate Policies Policy OID: 0.4.0.2042.1.2

CPS pointer: https://www.skidsolutions.eu/en/repository/tsa/

CPS text: [TSU certificate has been issued according to NCP+ policy]

Extended Key Usage id_kp_timeStamping

CRL Distribution Points http://c.sk.ee/sk_tsa_ca_2023r.crl

Subject Key Identifier AE:47:83:AE:70:E7:2C:86:99:FF:84:BD:69:2E:D4:BB:4F:CF:8E:35

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 63:B3:7B:65:60:C9:AA:F7:23:75:5C:CE:A7:C4:EA:94:32:DD:B7:A5:06:F3:4D:C6:1
4:43:45:3B:B2:92:D8:4A

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING UNIT 2024R

X509SKI

X509 SK I rkeDrnDnLIaZ/4S9aS7Uu0/PjjU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2023-11-07T22:00:00Z

Service Supply Points

Service Supply Point http://tsa.sk.ee/rsa

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

URI [ et ] https://sk.ee/repositoorium/
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1.33 - Service  (granted): KLASS3-SK ORG 2021E qualified certificate for electronic seal

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] KLASS3-SK ORG 2021E qualified certificate for electronic seal

Service digital identities

Certificate fields details

Version: 3

Serial Number: 42010896843128761610373496924326336500

X509 Certificate -----BEGIN CERTIFICATE-----
=

-----END CERTIFICATE-----

Signature algorithm: SHA384withECDSA

Issuer  CN: SK ID Solutions ROOT G1E

Issuer 2.5.4.97: NTREE-10747013

Issuer  O: SK ID Solutions AS

Issuer  C: EE

Subject  CN: SK ID Solutions ORG 2021E

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

Valid from: Mon Oct 04 14:18:12 CEST 2021

Valid to: Sat Oct 04 14:18:12 CEST 2036

Public Key: 30:76:30:10:06:07:2A:86:48:CE:3D:02:01:06:05:2B:81:04:00:22:03:62:00:04:F9:52:F2:53:63:6E:86:C9:7E:5D:90:83:AC:8C:63:AF:CB:85:B5:30:55:E3:5A:05:D6:DE:AF:5A:A9:3D:72:B8
:43:94:CA:E3:E7:1E:D9:BF:7D:35:22:21:76:39:3C:25:6F:88:18:5D:AA:E6:D4:74:FF:D4:F5:BC:4E:B3:A3:3A:A1:3A:6D:19:4F:52:26:04:3B:25:8F:6D:2B:81:DB:A4:93:E4:F8:9D:C8:CF:52:4
7:32:AA:B7:24:29:2D:C9:45

Authority Key Identifier 86:74:4F:3A:EB:38:F2:B0:A7:EE:ED:B9:85:9B:9D:83:09:45:31:6B
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Subject Key Identifier FC:89:E7:FC:43:78:FF:EC:2C:C3:84:A8:A3:80:E3:23:48:1A:D4:28

Basic Constraints IsCA: true  - Path length: 0

Authority Info Access http://ocsp.sk.ee/CA

http://c.sk.ee/SK_ID_Solutions_ROOT_G1E.der.crt

CRL Distribution Points http://c.sk.ee/SK_ROOT_G1E.crl

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: https://www.skidsolutions.eu/en/repository/CPS/

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: EC:57:02:F3:9E:83:5E:12:DA:BE:D3:F3:19:E3:41:1E:78:37:74:98:C2:11:A7:E1:DC
:5C:37:6E:F1:74:C3:81

X509SubjectName

Subject  CN: SK ID Solutions ORG 2021E

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

X509SKI

X509 SK I /Inn/EN4/+wsw4Soo4DjI0ga1Cg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2024-10-17T01:00:00Z

1.33.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.33.2 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description [en] undefined.
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Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:0.4.0.194112.1.3

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy PolicyIdentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.33.3 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true

Key Usage [ nonRepudiation ] false

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.33.4 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.33.5 - Extension (critical): Qualifiers [QCForESeal]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true
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Description

1.33.6 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] KLASS3-SK ORG 2021E

Service digital identities

X509SubjectName

Subject  CN: SK ID Solutions ORG 2021E

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

X509SKI

X509 SK I /Inn/EN4/+wsw4Soo4DjI0ga1Cg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2024-02-08T05:00:41Z

1.33.6.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.33.6.2 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:0.4.0.194112.1.3
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Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy PolicyIdentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.33.6.3 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true

Key Usage [ nonRepudiation ] false

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.33.6.4 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.33.6.5 - Extension (critical): Qualifiers [QCForESeal]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description

1.34 - Service  (granted): KLASS3-SK ORG 2021R qualified certificate for electronic seal

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
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Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Service Name

Name [ en ] KLASS3-SK ORG 2021R qualified certificate for electronic seal

Service digital identities

Certificate fields details

Version: 3

Serial Number: 104631294886120067599766131374780892342

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA384withRSA

Issuer  CN: SK ID Solutions ROOT G1R

Issuer 2.5.4.97: NTREE-10747013

Issuer  O: SK ID Solutions AS

Issuer  C: EE

Subject  CN: SK ID Solutions ORG 2021R

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

Valid from: Mon Oct 04 14:26:20 CEST 2021

Valid to: Sat Oct 04 14:26:20 CEST 2036

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:AF:E5:CF:19:CF:EC:6C:87:6C:44:43:74:78:82:B1:69:66:3C:F3:26:E4:64:1D:
7B:34:C6:15:47:36:12:46:F1:66:61:E8:D9:5D:B4:B0:47:24:F5:53:D4:F0:FC:6A:EF:62:B2:6E:75:34:93:22:AE:CB:5D:6E:E6:15:06:EA:06:5C:80:5F:FB:5F:E5:83:43:38:29:A2:C4:39:BD:70:
83:3F:C1:5E:10:60:44:33:17:8C:67:6A:96:FD:B8:32:73:F1:E4:89:74:A9:36:F6:1B:BA:41:6A:E9:2C:BD:32:0E:29:69:DC:33:50:AF:70:10:38:EB:35:A3:5C:74:46:36:FF:3B:04:97:00:09:A6:
94:F7:F0:C0:E2:16:59:D7:F9:B2:D1:9F:9D:F8:57:61:D9:83:42:A9:F5:D6:10:9F:12:CF:75:15:3B:5E:90:31:AB:36:83:C9:8B:E6:FB:29:FF:45:62:CB:81:C0:5F:91:B0:F9:7C:14:99:4F:87:2A:
A7:6D:1D:FD:22:5B:4C:E3:4D:D5:1A:7C:E3:DD:AD:BB:74:7F:58:AF:22:2F:45:B5:9F:42:A4:15:F1:50:F7:60:0B:BF:7C:56:72:B7:8E:C6:94:C0:6C:25:2A:15:DF:ED:CA:13:FB:AB:A5:19:2B:
C4:44:60:9E:59:0F:72:2D:FA:2C:C0:08:9E:A8:36:7B:66:9E:E2:0C:6E:82:4C:CB:CC:7E:7F:9D:4D:D1:EA:9A:42:16:1B:62:58:70:55:BD:41:5A:02:C9:02:93:8E:F6:5F:C6:D3:B5:C4:07:15:6
A:FB:E0:5D:AF:AF:69:75:FC:12:CC:90:AA:76:05:ED:99:29:E4:FC:C1:E7:FC:7D:8E:65:FB:D0:70:47:10:F7:35:08:B6:AB:C5:8A:4C:2C:B3:DC:DC:5A:AD:32:25:F6:C1:5A:AF:E4:7B:5F:2A:E1
:3C:43:AC:6A:99:C4:16:31:B8:E5:E7:5C:47:06:B3:0E:0F:9D:5A:84:EB:37:5B:D6:EA:E8:D4:FF:06:C1:EF:CD:9F:9F:48:57:23:46:38:78:26:AE:CE:14:DF:F2:98:0D:21:0F:8F:AB:6E:B8:B1:8
2:99:09:DF:0D:62:03:69:8B:C8:F4:F9:05:FC:0B:D9:F1:06:33:1B:56:C4:58:FB:CB:61:13:CD:73:7F:99:6D:F8:F8:2A:B2:25:C4:07:45:87:97:B3:DF:DB:BE:0D:62:5E:24:72:4C:26:40:D0:C9:
30:F1:9F:04:E7:A3:F2:5D:B3:67:84:7E:80:38:C8:3B:4B:56:10:EF:25:C5:5F:31:12:10:96:89:EE:60:59:97:98:CF:83:8B:7F:15:38:73:3C:79:F0:C3:02:03:01:00:01
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Authority Key Identifier 95:0D:B7:64:18:C2:A6:9B:66:76:D8:FC:FC:9A:5A:24:BC:28:D6:CD

Subject Key Identifier E2:C6:A6:18:E0:A0:B2:49:F2:85:A0:B1:ED:44:F1:BD:87:C8:A6:36

Basic Constraints IsCA: true  - Path length: 0

Authority Info Access http://ocsp.sk.ee/CA

http://c.sk.ee/SK_ID_Solutions_ROOT_G1R.der.crt

CRL Distribution Points http://c.sk.ee/SK_ROOT_G1R.crl

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: https://www.skidsolutions.eu/en/repository/CPS/

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: B6:82:82:50:C1:9C:96:10:4A:AA:F3:09:28:C4:0C:CE:D2:61:8F:B5:55:C5:E9:B5:1
4:A1:7C:13:7C:8F:56:BA

X509SubjectName

Subject  CN: SK ID Solutions ORG 2021R

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

X509SKI

X509 SK I 4samGOCgsknyhaCx7UTxvYfIpjY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2024-10-17T01:00:00Z

1.34.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.34.2 - Extension (not critical): Qualifiers [QCQSCDStatusAsInCert]
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Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:0.4.0.194112.1.3

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy PolicyIdentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.34.3 - Extension (not critical): Qualifiers [QCForLegalPerson]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true

Key Usage [ nonRepudiation ] false

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.34.4 - Extension (not critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.34.5 - Extension (not critical): Qualifiers [QCForESeal]

Qualifier type description [en] undefined.

Criteria list assert=all
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Key Usage [ nonRepudiation ] true

1.34.6 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] KLASS3-SK ORG 2021R

Service digital identities

X509SubjectName

Subject  CN: SK ID Solutions ORG 2021R

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

X509SKI

X509 SK I 4samGOCgsknyhaCx7UTxvYfIpjY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2024-02-08T05:00:37Z

1.34.6.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

1.34.6.2 - Extension (not critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:0.4.0.194112.1.3

ETSI 2016 - TSL HR - PDF/A-1b generator

EESTI  (ESTONIA) - Trusted List ID: EE0001 Page 151



 
 
 
 

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy PolicyIdentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.34.6.3 - Extension (not critical): Qualifiers [QCForLegalPerson]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true

Key Usage [ nonRepudiation ] false

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.34.6.4 - Extension (not critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.34.6.5 - Extension (not critical): Qualifiers [QCForESeal]

Qualifier type description [en] undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

1.35 - Service  (granted): EID-SK-Q 2021E qualified certificates for electronic signatures

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.
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Service Name

Name [ en ] EID-SK-Q 2021E qualified certificates for electronic signatures

Service digital identities

Certificate fields details

Version: 3

Serial Number: 161893725775996041986690601031977427171

X509 Certificate -----BEGIN CERTIFICATE-----
=

-----END CERTIFICATE-----

Signature algorithm: SHA384withECDSA

Issuer  CN: SK ID Solutions ROOT G1E

Issuer 2.5.4.97: NTREE-10747013

Issuer  O: SK ID Solutions AS

Issuer  C: EE

Subject  CN: SK ID Solutions EID-Q 2021E

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

Valid from: Mon Oct 04 14:09:04 CEST 2021

Valid to: Sat Oct 04 14:09:04 CEST 2036

Public Key: 30:76:30:10:06:07:2A:86:48:CE:3D:02:01:06:05:2B:81:04:00:22:03:62:00:04:04:5D:EA:C7:AD:45:71:E5:06:E1:73:91:92:70:C6:11:7A:25:84:C0:53:BF:42:79:08:6D:94:2B:DC:B4:C1:39
:01:A1:8A:50:66:E5:A3:1F:AC:B0:8A:D6:9A:1E:66:0A:46:E9:C9:62:66:B2:2A:98:86:7D:EA:C8:A9:9F:98:27:66:8C:1D:3D:AC:E7:4A:C3:3E:76:D8:3D:66:F9:45:85:0D:09:F0:29:50:FF:2C:1
1:62:7E:AD:96:30:94:0E:8F

Authority Key Identifier 86:74:4F:3A:EB:38:F2:B0:A7:EE:ED:B9:85:9B:9D:83:09:45:31:6B

Subject Key Identifier E8:94:E6:8F:61:12:3D:F7:1F:C1:2E:4F:FC:14:8F:2D:0B:82:D8:1C

Basic Constraints IsCA: true  - Path length: 0

ETSI 2016 - TSL HR - PDF/A-1b generator

EESTI  (ESTONIA) - Trusted List ID: EE0001 Page 153



 
 

Authority Info Access http://ocsp.sk.ee/CA

http://c.sk.ee/SK_ID_Solutions_ROOT_G1E.der.crt

CRL Distribution Points http://c.sk.ee/SK_ROOT_G1E.crl

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: https://www.skidsolutions.eu/en/repository/CPS/

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 3B:35:5E:9B:66:4D:F0:FA:3F:CC:92:22:72:5A:94:11:D7:22:07:E3:18:AC:9E:F1:02
:8B:21:1F:E0:3A:10:52

X509SubjectName

Subject  CN: SK ID Solutions EID-Q 2021E

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

X509SKI

X509 SK I 6JTmj2ESPfcfwS5P/BSPLQuC2Bw=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2024-10-17T01:00:00Z

1.35.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.35.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all
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Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:1.3.6.1.4.1.10015.18.1

Description Certificate Policy for Qualified Mobile-ID

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.35.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] EID-SK-Q 2021E qualified certificates for electronic signatures

Service digital identities

X509SubjectName

Subject  CN: SK ID Solutions EID-Q 2021E

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

X509SKI

X509 SK I 6JTmj2ESPfcfwS5P/BSPLQuC2Bw=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2024-10-17T01:00:00Z

1.35.3.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.35.3.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]
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 Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:1.3.6.1.4.1.10015.18.1

Description Certificate Policy for Qualified Mobile-ID

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.35.4 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] EID-SK-Q 2021E

Service digital identities

X509SubjectName

Subject  CN: SK ID Solutions EID-Q 2021E

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

X509SKI

X509 SK I 6JTmj2ESPfcfwS5P/BSPLQuC2Bw=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
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Status Starting Time 2024-02-08T05:00:01Z

1.35.4.3 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.35.4.4 - Extension (not critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:1.3.6.1.4.1.10015.18.1

Description Certificate Policy for Qualified Mobile-ID

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.36 - Service  (granted): EID-SK-Q 2021R qualified certificates for electronic signatures

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] EID-SK-Q 2021R qualified certificates for electronic signatures

Service digital identities

Certificate fields details
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Version: 3

Serial Number: 74648445287730236357292690862873975317

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA384withRSA

Issuer  CN: SK ID Solutions ROOT G1R

Issuer 2.5.4.97: NTREE-10747013

Issuer  O: SK ID Solutions AS

Issuer  C: EE

Subject  CN: SK ID Solutions EID-Q 2021R

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

Valid from: Mon Oct 04 14:21:22 CEST 2021

Valid to: Sat Oct 04 14:21:22 CEST 2036

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:CC:3A:C2:D2:C2:B1:4C:CA:29:71:F2:ED:ED:53:FF:CB:73:A5:0C:DC:10:3B:7
C:22:12:1F:27:9D:FE:28:42:EE:8F:15:CE:85:D5:64:E5:2A:0F:BE:FD:D8:39:B4:AF:5E:38:6F:1A:96:9A:38:E3:11:C7:04:02:07:11:6F:E6:A4:37:64:6B:6F:73:C5:32:74:1A:71:A4:A8:BF:54:7
2:37:09:40:17:98:F8:ED:8F:BF:C2:C7:B7:07:EF:EC:D3:D1:8C:84:E3:54:53:D9:B4:69:B3:1C:D4:D8:B3:1F:21:C9:09:A1:23:BE:09:E0:52:B5:C6:92:64:9D:B7:2D:6F:CC:5D:B7:A0:B6:63:A8
:A2:B5:3A:F1:FA:BC:D8:79:49:3A:E1:71:BF:93:59:36:24:1D:B2:1D:37:65:E0:D1:BD:E1:01:90:04:F2:A7:85:A3:09:36:6D:97:25:0A:4A:57:8A:C7:37:D1:0C:0B:6F:B9:98:40:B8:8E:B0:F3:8
6:ED:56:D5:22:73:A2:BF:06:E3:7A:84:7C:70:31:1F:2E:BC:89:C8:67:BE:9A:FF:D9:F6:37:6B:7B:26:06:31:F2:AA:1A:AB:97:6D:7B:CA:2A:A5:23:AE:72:BD:58:F2:29:AB:FB:74:F8:6F:24:59:
20:BD:C4:1C:AE:25:DF:7A:B4:FB:89:42:65:28:F2:ED:46:CC:45:FA:73:F0:37:2E:14:61:57:E7:DB:67:0E:56:8E:0F:65:25:B2:03:FF:75:4D:BC:8B:A8:EB:B9:03:A8:97:A5:FA:67:E2:D0:FF:C3
:86:83:15:D3:FE:76:C9:CE:04:4E:B3:F2:AB:AC:25:22:DB:47:78:8C:E7:BB:F4:F4:F9:DF:6C:15:79:08:56:73:CF:9E:B6:14:1D:D2:C8:CB:11:5F:F5:B5:17:79:4A:A2:C6:94:19:AF:FF:E9:4F:45
:53:DD:22:4F:3A:91:2D:75:38:FF:CF:C0:A5:54:DA:41:F9:96:86:98:9A:1C:E5:A8:B4:E9:FE:2A:F4:C8:58:D2:FB:44:F9:39:C7:FC:52:E0:45:6B:3A:26:76:13:C7:35:CC:BA:3E:66:8E:42:75:7
B:AC:4F:59:38:58:95:16:26:4B:3D:F7:12:06:69:C2:5B:D6:5E:7A:AD:39:92:F9:63:6C:39:89:9E:39:98:8A:1C:90:C1:C3:90:AF:88:88:9F:8E:7C:6C:F3:C5:9B:5F:20:C6:55:55:9F:C9:89:02:2
F:FC:67:7E:F0:36:D0:03:19:2D:87:8F:8C:5D:F8:B4:9D:41:31:E2:24:33:8A:C2:59:F3:54:67:3F:F0:72:39:0B:2D:ED:8B:18:BB:53:CB:E6:48:C3:77:02:03:01:00:01

Authority Key Identifier 95:0D:B7:64:18:C2:A6:9B:66:76:D8:FC:FC:9A:5A:24:BC:28:D6:CD

Subject Key Identifier A5:6F:E2:7E:4C:95:88:39:ED:C2:F5:47:D7:62:7E:73:A6:03:D5:86

Basic Constraints IsCA: true  - Path length: 0

Authority Info Access http://ocsp.sk.ee/CA

http://c.sk.ee/SK_ID_Solutions_ROOT_G1R.der.crt
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CRL Distribution Points http://c.sk.ee/SK_ROOT_G1R.crl

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: https://www.skidsolutions.eu/en/repository/CPS/

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 08:9D:D3:35:25:CC:B9:96:C5:F1:DE:BE:DD:C1:7F:1B:3C:0C:4D:F1:7C:9A:99:3A:
32:CA:05:57:01:47:BF:03

X509SubjectName

Subject  CN: SK ID Solutions EID-Q 2021R

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

X509SKI

X509 SK I pW/ifkyViDntwvVH12J+c6YD1YY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2024-10-17T01:00:00Z

1.36.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.36.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:
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Identifier [ OIDAsURN ] urn:oid:1.3.6.1.4.1.10015.18.1

Description Certificate Policy for Qualified Mobile-ID

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.36.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] EID-SK-Q 2021R qualified certificates for electronic signatures

Service digital identities

X509SubjectName

Subject  CN: SK ID Solutions EID-Q 2021R

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

X509SKI

X509 SK I pW/ifkyViDntwvVH12J+c6YD1YY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2024-10-17T01:00:00Z

1.36.3.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.36.3.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.
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 Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:1.3.6.1.4.1.10015.18.1

Description Certificate Policy for Qualified Mobile-ID

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.36.4 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] EID-SK-Q 2021R

Service digital identities

X509SubjectName

Subject  CN: SK ID Solutions EID-Q 2021R

Subject 2.5.4.97: NTREE-10747013

Subject  O: SK ID Solutions AS

Subject  C: EE

X509SKI

X509 SK I pW/ifkyViDntwvVH12J+c6YD1YY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2024-02-08T05:00:20Z

1.36.4.3 - Extension (not critical): additionalServiceInformation
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AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.36.4.4 - Extension (not critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:1.3.6.1.4.1.10015.18.1

Description Certificate Policy for Qualified Mobile-ID

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.37 - Service  (granted): EID-SK-Q 2024E qualified certificates for electronic signatures

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] EID-SK-Q 2024E qualified certificates for electronic signatures

Service digital identities

Certificate fields details

Version: 3

Serial Number: 207522722449406181056781318964182753780734497934
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA384withECDSA

Issuer  CN: SK ID Solutions ROOT G1E

Issuer 2.5.4.97: NTREE-10747013

Issuer  O: SK ID Solutions AS

Issuer  C: EE

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK ID Solutions EID-Q 2024E

Valid from: Tue Jul 02 10:34:58 CEST 2024

Valid to: Wed Jun 29 10:34:57 CEST 2039

Public Key: 30:76:30:10:06:07:2A:86:48:CE:3D:02:01:06:05:2B:81:04:00:22:03:62:00:04:92:D2:A7:42:4D:CA:B0:B1:35:A6:FD:34:9E:D5:94:C7:57:CF:BD:DA:6B:85:D8:BA:FC:B3:CA:20:F2:41:7C:9
5:50:24:FD:BF:41:10:87:21:D1:29:41:F7:D8:16:6E:36:5C:5C:41:95:63:9A:67:DD:39:F1:6C:E2:01:E2:00:1F:6D:CA:E4:4E:80:06:1D:9E:82:9D:01:F2:D0:2B:B5:C8:6C:76:E9:28:31:1A:22:
13:EC:6E:9A:58:A8:15:8D:1C

Basic Constraints IsCA: true  - Path length: 0

Authority Key Identifier 86:74:4F:3A:EB:38:F2:B0:A7:EE:ED:B9:85:9B:9D:83:09:45:31:6B

Authority Info Access http://c.sk.ee/SK_ID_Solutions_ROOT_G1E.der.crt

http://ocsp.sk.ee/CA

Certificate Policies Policy OID: 2.5.29.32.0

Policy OID: 2.5.29.32

CPS pointer: https://www.skidsolutions.eu/resources/certification-practice-
statement/

CRL Distribution Points http://c.sk.ee/SK_ROOT_G1E.crl

Subject Key Identifier 76:45:07:67:EE:25:7F:EE:20:4D:9C:2C:A9:57:B1:9E:9F:87:D5:39

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256
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Thumbprint: 95:C4:E7:E2:B5:C2:61:7E:87:74:42:F4:27:61:46:F8:89:5C:EE:8B:AA:33:34:0E:FA:
03:E4:5A:66:D6:2D:25

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK ID Solutions EID-Q 2024E

X509SKI

X509 SK I dkUHZ+4lf+4gTZwsqVexnp+H1Tk=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2024-10-17T01:00:00Z

1.37.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.37.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig, QCQSCDManagedOnBehalf]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates
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1.38 - Service  (granted): EID-SK-Q 2024R qualified certificates for electronic signatures

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] EID-SK-Q 2024R qualified certificates for electronic signatures

Service digital identities

Certificate fields details

Version: 3

Serial Number: 529793211993959716961095331453823380568895105180

X509 Certificate -----BEGIN CERTIFICATE-----
=

-----END CERTIFICATE-----

Signature algorithm: SHA384withRSA

Issuer  CN: SK ID Solutions ROOT G1R

Issuer 2.5.4.97: NTREE-10747013

Issuer  O: SK ID Solutions AS

Issuer  C: EE

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK ID Solutions EID-Q 2024R

Valid from: Tue Jul 02 10:40:24 CEST 2024

Valid to: Wed Jun 29 10:40:23 CEST 2039
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 Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:DA:92:67:36:96:82:D5:9A:47:0A:3B:E0:9C:DA:7B:73:E5:AC:5E:90:84:EA:2F
:5D:02:E3:5E:96:DA:E3:5E:05:56:B1:F8:BF:D4:5A:F7:F5:63:0F:6D:16:1C:A0:51:79:4C:B2:02:E8:CB:A1:BB:81:06:F9:0B:A4:8E:98:A8:EE:94:57:74:59:E8:9C:63:B4:12:6D:A4:C8:F8:C8:D
4:1F:6A:AC:13:3E:2C:CA:2A:4F:72:72:E3:D9:2E:89:17:FB:D9:81:69:AD:4A:57:A1:02:F1:5A:73:2A:0E:BC:A0:8E:00:C7:70:D6:FF:CB:C6:26:AA:24:BF:20:37:F4:53:67:72:6E:8A:14:2C:CF:
5F:53:A8:80:8F:00:1C:A1:6A:B4:0E:7D:F0:8F:A0:9F:E4:78:70:A2:CB:B8:63:2C:60:27:68:BE:CA:58:66:72:E3:2F:8F:1F:9A:92:4C:23:4D:07:41:DC:A5:33:6C:B7:B1:B3:95:F0:7A:C6:B8:97
:C9:EA:9C:34:50:2E:43:FE:7A:F7:B6:29:49:0D:87:F3:36:9E:F6:40:4B:02:37:29:01:4C:F3:85:8E:F9:0B:91:5E:D1:7A:52:D5:52:2B:19:D2:32:F2:18:07:AA:1F:BD:4F:0D:99:95:29:41:6C:E
D:68:FC:FC:F1:AA:B8:C7:50:84:E9:FA:9E:0B:01:82:3F:48:DD:D4:D6:C4:6E:E2:6B:22:DF:2D:2F:2D:BE:00:17:0A:73:C8:94:E2:23:B0:46:AB:0C:B5:26:0B:C4:3B:FA:23:76:00:68:49:5B:1D
:CE:BC:EB:85:2F:E1:5D:27:37:68:1A:EA:7E:77:6B:FE:D8:3E:62:58:F7:7B:93:7C:C4:F0:FC:77:C8:C0:8E:99:73:F9:CA:EB:64:59:49:87:F6:01:32:D3:7E:FF:17:24:E7:1A:E0:71:0A:25:CB:64
:F1:E6:AA:AA:EA:2D:66:AB:BD:26:F7:42:78:5F:A1:F3:ED:69:7D:C1:54:58:91:57:34:4C:4C:6D:91:D6:07:87:FC:0C:98:02:B1:47:BF:D4:9C:CE:DB:F6:B0:AA:F5:A9:62:BB:8C:72:FB:D2:E9:
E0:9B:1F:66:24:77:DD:AE:BE:56:B5:68:0E:C6:92:82:99:8D:44:FB:DE:D7:BA:9F:58:79:46:8F:C2:C6:77:3D:25:BD:63:E2:38:15:C9:CD:B9:A0:B7:72:26:08:65:2E:C6:7C:25:23:41:DE:2B:F
4:F5:29:6B:82:B1:53:42:39:13:98:AB:BC:DA:CA:2F:7E:A1:DB:A4:7E:86:88:17:6E:12:6C:0A:49:6D:41:7F:B2:95:C8:7C:DC:05:90:5F:C5:AB:29:46:3B:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Authority Key Identifier 95:0D:B7:64:18:C2:A6:9B:66:76:D8:FC:FC:9A:5A:24:BC:28:D6:CD

Authority Info Access http://c.sk.ee/SK_ID_Solutions_ROOT_G1R.der.crt

http://ocsp.sk.ee/CA

Certificate Policies Policy OID: 2.5.29.32.0

Policy OID: 2.5.29.32

CPS pointer: https://www.skidsolutions.eu/resources/certification-practice-
statement/

CRL Distribution Points http://c.sk.ee/SK_ROOT_G1R.crl

Subject Key Identifier 53:F0:E7:34:B9:60:02:42:CB:9A:5F:D5:CF:49:93:1F:1C:0D:9F:57

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: C6:62:44:D2:9C:F8:03:3B:1D:4A:6F:16:D8:B0:F9:DB:7B:27:CD:AB:CE:5A:D0:C0:
5E:FF:70:ED:A1:25:72:35

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK ID Solutions EID-Q 2024R

X509SKI

X509 SK I U/DnNLlgAkLLml/Vz0mTHxwNn1c=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2024-10-17T01:00:00Z

1.38.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation
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URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.38.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig, QCQSCDManagedOnBehalf]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

Identifier [ OIDAsURN ] urn:oid:1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.39 - Service  (granted): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2025E)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2025E)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1067760983616137905293662930508182078

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withECDSA
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Issuer  C: EE

Issuer  O: SK ID Solutions AS

Issuer 2.5.4.97: NTREE-10747013

Issuer  CN: SK TSA CA 2023E

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING UNIT 2025E

Valid from: Fri Feb 28 23:00:00 CET 2025

Valid to: Sat Mar 29 22:59:59 CET 2031

Public Key: 30:59:30:13:06:07:2A:86:48:CE:3D:02:01:06:08:2A:86:48:CE:3D:03:01:07:03:42:00:04:CE:20:24:D2:C0:80:76:BA:F6:8F:05:04:B4:52:92:5C:33:EE:F0:15:A2:D4:84:E4:F3:D3:EF:BC:F1:
8E:84:EB:7D:B5:89:30:C9:2F:17:49:DD:A5:D8:18:8B:2B:6B:6A:FF:C7:84:DF:43:D8:02:DD:F6:22:78:DD:CB:C1:42:FC

Authority Key Identifier 5A:18:C0:34:CE:D7:B7:99:DF:08:90:C0:04:7D:18:F3:73:96:BD:CF

Authority Info Access http://c.sk.ee/SK_TSA_CA_2023E.der.crt

http://aia.sk.ee/tsa

Certificate Policies Policy OID: 0.4.0.2042.1.2

CPS pointer: https://www.skidsolutions.eu/en/repository/tsa/

CPS text: [TSU certificate has been issued according to NCP+ policy]

Extended Key Usage id_kp_timeStamping

CRL Distribution Points http://c.sk.ee/sk_tsa_ca_2023e.crl

Subject Key Identifier 79:A9:FC:89:66:BC:6C:54:69:86:4A:61:A4:C0:02:FD:00:D3:EA:9E

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: A5:8C:1C:6E:68:39:01:13:AB:CA:60:69:B6:BC:F2:96:56:20:FF:40:D7:71:41:7F:9D
:90:98:84:26:75:09:09

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS
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 Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING UNIT 2025E

X509SKI

X509 SK I ean8iWa8bFRphkphpMAC/QDT6p4=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2025-02-14T03:00:00Z

Service Supply Points

Service Supply Point http://tsa.sk.ee/ecc

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

1.40 - Service  (granted): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2025R)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2025R)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 80574331000109160208716269652937869854
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA384withRSA

Issuer  C: EE

Issuer  O: SK ID Solutions AS

Issuer 2.5.4.97: NTREE-10747013

Issuer  CN: SK TSA CA 2023R

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING UNIT 2025R

Valid from: Fri Feb 28 23:00:00 CET 2025

Valid to: Sat Mar 29 22:59:59 CET 2031

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:FE:23:C0:E4:C3:D4:BC:F5:64:A1:8E:33:2A:30:C8:69:9B:10:03:C2:C2:A0:46:
12:D2:40:A4:40:16:CD:00:67:D7:47:01:5D:40:F0:E2:3E:D0:41:86:20:1C:53:73:27:26:52:D6:48:64:2A:38:C8:88:3E:44:64:C4:4D:70:84:2B:EC:CD:01:CE:4D:C6:92:C8:F8:94:1B:37:87:C
9:B7:B2:3A:9A:57:31:D5:D6:DA:A7:CE:E3:7D:87:DB:99:64:86:C5:14:98:8D:7E:11:5D:DD:35:D6:3F:42:36:79:F6:B4:66:49:1C:72:19:3D:6B:D0:CB:40:69:EC:F0:A6:02:99:A1:3E:B0:41:3
1:90:10:93:BF:4F:FC:7C:67:F4:3C:B6:CB:A5:75:9E:62:F9:DD:FD:A8:18:36:C3:AE:C2:10:DF:A5:5F:39:64:43:F4:44:27:68:99:98:DF:00:23:D5:36:1C:38:C8:CD:88:06:9B:D5:FD:0B:F5:7C:
2D:61:0A:12:16:C7:A9:7F:D3:70:B1:36:9F:8F:9A:E2:79:50:68:B7:EA:BB:6C:56:2A:15:6C:0C:07:A6:1A:EA:45:4B:AA:D4:C6:B7:52:B5:A0:B1:7A:64:E5:7C:EB:A1:A4:6B:39:3B:47:B6:C0:F
9:42:D8:DA:83:01:77:7E:1E:E0:1E:F5:B2:CE:0A:5E:70:D5:68:02:34:FB:F4:71:AB:AE:38:22:0D:18:57:57:2E:86:7A:C9:48:00:C8:58:90:81:FB:78:2F:5D:87:7C:68:B4:7F:A8:61:7D:70:B8:
15:6B:A4:B9:AF:85:7D:12:FD:FD:AB:F5:EE:6E:50:4F:53:C4:CD:32:BB:21:01:60:3B:8F:FB:FB:5C:59:96:79:16:D1:5A:2E:74:A4:98:70:E0:85:ED:AE:56:4E:7C:65:DF:35:E0:6A:98:6B:25:F1
:E1:23:E3:91:DC:61:8B:BA:A1:C4:96:9D:DC:D0:E3:D5:A9:1D:2D:3B:57:C4:3B:0D:53:66:EA:45:5A:45:9F:B6:CF:FF:DB:DD:E9:98:87:0B:36:9C:C8:85:65:73:A3:F7:EF:74:75:40:6D:9B:24
:C0:BC:AB:F2:CC:F9:3C:33:4D:5B:02:86:C8:C4:1D:95:E5:A6:55:6B:A9:F9:C6:56:18:A0:CF:F8:74:C2:D9:18:AC:4A:DA:7E:DF:81:F2:D9:BF:A7:9F:E9:F4:98:81:F7:D5:D4:CD:DC:56:B4:F0:
92:D3:0A:B4:AE:00:81:1B:5B:92:C6:3A:25:3B:A1:1C:85:5C:DB:F8:EE:7D:7F:D6:57:75:C8:AA:10:2B:2F:8A:39:80:86:4D:A0:C7:8D:B7:4D:F7:8A:53:5E:D3:02:03:01:00:01

Authority Key Identifier FD:B9:B4:54:ED:B9:77:60:D1:B1:ED:26:25:84:12:15:4A:7A:92:19

Authority Info Access http://c.sk.ee/SK_TSA_CA_2023R.der.crt

http://aia.sk.ee/tsa

Certificate Policies Policy OID: 0.4.0.2042.1.2

CPS pointer: https://www.skidsolutions.eu/en/repository/tsa/

CPS text: [TSU certificate has been issued according to NCP+ policy]

Extended Key Usage id_kp_timeStamping

CRL Distribution Points http://c.sk.ee/sk_tsa_ca_2023r.crl
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 Subject Key Identifier CD:86:55:A0:88:03:53:91:0E:8A:F1:4B:4B:84:42:30:8C:C2:C1:A2

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: BB:CE:70:37:AB:2D:A3:EA:1D:7A:2D:95:4A:E1:CA:DE:A1:27:DB:11:40:06:27:ED:
67:1B:89:FC:30:E4:BB:42

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING UNIT 2025R

X509SKI

X509 SK I zYZVoIgDU5EOivFLS4RCMIzCwaI=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2025-02-14T03:00:00Z

Service Supply Points

Service Supply Point http://tsa.sk.ee/rsa

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

1.41 - Service  (granted): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2026E)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ et ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2026E)

Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2026E)
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Service digital identities

Certificate fields details

Version: 3

Serial Number: 139589111818950029168815946637362789188

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withECDSA

Issuer  C: EE

Issuer  O: SK ID Solutions AS

Issuer 2.5.4.97: NTREE-10747013

Issuer  CN: SK TSA CA 2023E

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING UNIT 2026E

Valid from: Sat Feb 28 23:00:00 CET 2026

Valid to: Sun Mar 28 23:59:59 CEST 2032

Public Key: 30:59:30:13:06:07:2A:86:48:CE:3D:02:01:06:08:2A:86:48:CE:3D:03:01:07:03:42:00:04:52:86:FA:6E:65:08:03:9A:80:BD:74:60:E4:73:8A:88:18:98:F8:DD:0C:C4:06:BA:49:4B:7D:58:94
:FD:5C:03:67:3A:A3:96:78:9E:81:13:EB:2A:7A:97:2E:24:C1:27:46:BA:55:45:56:B4:0A:56:A2:19:78:1C:9D:3B:9A:13

Authority Key Identifier 5A:18:C0:34:CE:D7:B7:99:DF:08:90:C0:04:7D:18:F3:73:96:BD:CF

Authority Info Access http://c.sk.ee/SK_TSA_CA_2023E.der.crt

http://aia.sk.ee/tsa

Certificate Policies Policy OID: 0.4.0.2042.1.2

CPS pointer: https://www.skidsolutions.eu/en/repository/tsa/

CPS text: [TSU certificate has been issued according to NCP+ policy]

Extended Key Usage id_kp_timeStamping
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 CRL Distribution Points http://c.sk.ee/sk_tsa_ca_2023e.crl

Subject Key Identifier 2D:4D:E6:AA:C3:56:A7:63:65:65:03:46:B2:B3:79:A1:F6:DF:46:6D

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 86:D8:7D:24:64:53:A3:ED:CE:59:BE:8E:9C:67:9D:5F:C0:D3:0D:24:7C:B5:76:66:E
F:B4:EC:59:D3:16:91:EB

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING UNIT 2026E

X509SKI

X509 SK I LU3mqsNWp2NlZQNGsrN5ofbfRm0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2026-01-08T01:00:00Z

Service Supply Points

Service Supply Point http://tsa.sk.ee/ecc

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/

1.42 - Service  (granted): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2026R)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ et ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2026R)
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Name [ en ] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2026R)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 70472342295331498659382123428673970632

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA384withRSA

Issuer  C: EE

Issuer  O: SK ID Solutions AS

Issuer 2.5.4.97: NTREE-10747013

Issuer  CN: SK TSA CA 2023R

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING UNIT 2026R

Valid from: Sat Feb 28 23:00:00 CET 2026

Valid to: Sun Mar 28 23:59:59 CEST 2032

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:97:D0:18:22:2D:C3:24:ED:85:3A:C5:41:21:DD:18:9F:C2:18:4C:3E:64:7C:BB
:A5:16:F8:6F:14:C8:09:1B:E9:1A:53:03:28:08:58:25:8E:09:DA:C1:4F:6C:4B:CE:57:30:EA:51:EA:10:68:37:02:52:0E:69:A8:B1:3C:51:4F:29:3A:CB:BF:64:16:0D:A8:1D:F8:60:D5:C8:28:8
8:7E:BB:1A:E5:1F:CC:01:48:1D:0D:CB:54:FC:28:80:32:E2:88:F1:66:59:85:74:FC:95:5E:A2:72:74:BA:04:1B:52:66:2C:28:B7:3B:3D:02:85:4A:02:B5:18:09:E4:7A:1D:F1:ED:82:65:35:C9:
72:16:5A:A8:BB:08:1A:45:8A:5C:68:E2:55:75:0A:3A:42:2E:59:5E:36:8A:78:84:88:F8:64:A2:A3:4A:19:2D:87:9F:5E:6B:F6:16:F1:AC:11:20:63:2E:DD:42:83:B3:E9:77:B8:38:D1:F5:32:22
:DD:20:5E:C9:3B:5E:85:4F:94:E4:66:86:DB:33:86:21:5F:67:F0:71:FA:1C:1F:15:2C:E9:0C:6A:30:37:B3:13:6C:4C:6D:B2:21:65:83:CC:21:73:79:1E:D8:88:F1:5D:87:79:33:D0:18:8E:D2:A
1:73:F8:D7:0C:6A:B4:75:AD:3A:BA:EF:DB:E1:C6:7A:A4:69:E5:09:43:35:0C:D0:A5:0A:E8:47:81:05:D9:F6:5A:D4:EF:01:39:16:98:A9:E7:49:12:D9:76:9F:D4:2A:28:72:22:37:8E:F5:37:B8:
5F:C5:C4:AA:ED:CB:AD:4C:12:53:BE:5B:48:C2:10:46:00:1A:FD:40:89:4A:D4:D1:DA:59:4B:1A:52:56:06:F4:68:0E:79:04:C9:36:6A:EB:52:9E:76:A4:87:95:B1:F8:9F:E6:5E:70:3A:A7:05:5
3:DF:BB:9E:8C:1F:C3:C6:32:5B:6C:B1:BF:48:77:85:3A:E8:00:E1:63:89:4A:1F:D3:CF:F3:0F:58:21:E2:24:D2:B6:61:60:1F:65:40:0F:A6:AC:A6:68:26:AD:B6:13:99:15:54:E1:31:AD:48:F5:
82:11:2C:A7:F2:29:25:EA:90:59:B2:5F:44:22:3F:59:57:27:4F:77:BE:97:AD:B5:D3:7D:8B:62:D3:3C:3F:47:96:CD:FD:BF:1D:CD:C5:02:E8:3C:52:F8:15:08:A6:DB:7E:34:F1:11:98:03:48:B
A:4D:02:84:0C:4F:61:87:F9:F4:BF:3E:1B:15:35:84:E5:78:C7:C6:4B:4E:B8:8D:25:CE:64:4B:CB:8B:23:E5:7F:07:36:03:2C:20:17:BC:48:44:B4:4F:7D:02:03:01:00:01

Authority Key Identifier FD:B9:B4:54:ED:B9:77:60:D1:B1:ED:26:25:84:12:15:4A:7A:92:19
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Authority Info Access http://c.sk.ee/SK_TSA_CA_2023R.der.crt

http://aia.sk.ee/tsa

Certificate Policies Policy OID: 0.4.0.2042.1.2

CPS pointer: https://www.skidsolutions.eu/en/repository/tsa/

CPS text: [TSU certificate has been issued according to NCP+ policy]

Extended Key Usage id_kp_timeStamping

CRL Distribution Points http://c.sk.ee/sk_tsa_ca_2023r.crl

Subject Key Identifier 4E:0F:DC:34:53:32:16:8A:67:7A:C3:6E:CC:59:4A:24:B4:4B:A4:6C

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 55:9B:BF:68:B0:92:13:4E:12:F3:F9:07:41:4C:44:EB:81:02:F6:1E:FD:42:87:3E:1C:
9F:6F:33:7F:C0:4E:B4

X509SubjectName

Subject  C: EE

Subject  O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject  CN: SK TIMESTAMPING UNIT 2026R

X509SKI

X509 SK I Tg/cNFMyFopnesNuzFlKJLRLpGw=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2026-01-08T01:00:00Z

Service Supply Points

Service Supply Point http://tsa.sk.ee/rsa

TSP Service Definition URI

URI [ en ] https://sk.ee/en/repository/
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 2 - TSP: GuardTime OÜ

TSP Name

Name [ en ] GuardTime OÜ

TSP Trade Name

Name [ en ] VATEE-101114112

Name [ en ] GuardTime AS

Name [ en ] Guardtime

Name [ en ] Guardtime OÜ

Name [ en ] VATEE-11313216

PostalAddress

Street Address [ en ] Tammsaare tee 60

Locality [ en ] Tallinn

Postal Code [ en ] 11316

Country Name [ en ] EE

ElectronicAddress

URI [ en ] mailto:info@guardtime.com

URI [ en ] https://www.guardtime.com

TSP Information URI

URI [ en ] https://guardtime.com/library/tsp

2.1 - Service  (withdrawn): TSA0

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] TSA0

ETSI 2016 - TSL HR - PDF/A-1b generator

EESTI  (ESTONIA) - Trusted List ID: EE0001 Page 176



 Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: GuardTime AS

Issuer  CN: TSA0

Subject  O: GuardTime AS

Subject  CN: TSA0

Valid from: Fri Apr 29 11:15:15 CEST 2011

Valid to: Tue May 29 11:15:15 CEST 2012

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:D9:62:AA:A7:00:1C:7A:A4:35:0C:D9:EC:22:F9:A3:EC:0B:12:16:01:51:E2:0D
:14:DE:8B:7C:68:B9:88:55:3D:DC:27:4A:D5:37:C3:DA:43:8C:EE:08:81:9F:D3:14:CC:EA:6A:75:9D:04:6A:BE:D1:12:71:89:22:8D:9F:65:49:6E:38:28:3B:38:3F:BD:6B:0B:FF:0C:62:E5:F4:
34:BF:C0:C0:39:5E:BE:68:C2:12:4B:C7:BE:A0:90:C3:B4:80:27:98:05:90:E6:DC:E8:51:A3:31:C3:B3:CD:50:D3:2D:CF:F4:83:DB:71:49:A1:72:E8:0D:A4:4D:06:16:63:66:BB:0E:1A:91:0D:
50:49:A6:11:A1:5B:C8:AB:DB:C0:E6:1F:E0:06:47:18:F9:23:7B:EC:E9:5F:16:FF:1D:71:CB:DD:32:5A:E9:E1:F1:BF:C3:35:B4:BE:DB:D6:0A:43:4E:29:87:03:E5:D0:AB:39:F6:AB:EC:82:6D:7
0:3E:9A:62:C7:4C:5F:FE:6A:7D:1C:60:B9:EF:8A:B4:CE:AD:84:7B:BB:F8:3C:08:6E:D8:5C:18:DA:DE:87:8F:CF:3B:29:35:9E:54:35:1A:46:C5:6D:C0:AA:AA:0D:62:5D:98:90:46:FC:F6:BD:E
8:7F:E4:F6:FD:6D:E4:B9:67:F0:D9:71:1D:02:03:00:C9:BD

Thumbprint algorithm: SHA-256

Thumbprint: 0A:AC:8E:BE:46:47:50:B0:AE:71:48:38:C5:5D:8B:E9:C6:6D:E3:89:78:FA:75:D7:F
C:EB:AD:66:9F:FB:0C:E1

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA0

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.1.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
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 Service Name

Name [ en ] TSA0

Service digital identities

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA0

X509SKI

X509 SK I FYIbyUnpkQO13KX4X2hiUVTAjj8=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2011-04-29T12:15:15Z

2.2 - Service  (withdrawn): TSA1

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] TSA1

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: GuardTime AS

Issuer  CN: TSA1
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 Subject  O: GuardTime AS

Subject  CN: TSA1

Valid from: Fri Apr 29 13:03:38 CEST 2011

Valid to: Tue May 29 13:03:38 CEST 2012

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:DC:87:98:52:39:1F:F4:B3:CA:4E:43:14:AE:37:8E:A1:F4:F9:EC:D8:C9:77:EE:
56:52:6A:EC:4D:10:C6:26:C5:BA:09:63:7F:AC:CE:34:E4:1E:04:6D:77:6B:C5:E2:91:E5:35:EA:BD:37:3C:B8:A0:7C:BD:BE:D0:75:04:C1:60:01:22:CB:CC:B8:F6:32:F4:C0:0A:50:E3:40:76:C
2:70:23:EE:4A:72:79:61:F0:BC:C2:F0:A9:E5:72:03:11:71:71:1F:A0:CA:DB:14:C5:D4:57:97:AD:35:83:B1:AF:C2:55:E9:0A:A8:BC:02:58:F8:BC:AC:A4:C7:DF:52:06:0B:2B:C9:AD:02:9D:1E
:B7:BF:E4:60:C2:FF:B4:B5:CD:C0:DB:86:F9:4A:21:37:F7:90:F3:87:54:7D:37:5A:60:5D:66:0D:38:FA:A7:F7:C0:35:71:85:86:03:46:F0:6B:21:F3:A5:CA:B0:F9:EE:18:71:1E:AA:43:58:32:91
:42:EC:3C:D9:67:20:60:A4:6A:48:8E:B2:16:E5:7B:3C:C1:D5:6A:D2:CE:24:FA:94:D0:23:35:27:AF:F8:CE:D4:A3:88:FA:6C:20:77:B0:54:6B:BF:53:57:25:63:3B:02:A2:F1:9F:EC:C2:D7:15:6
A:8A:10:7E:37:D9:B4:62:63:64:8D:02:03:00:F1:E7

Thumbprint algorithm: SHA-256

Thumbprint: 63:19:72:50:FC:E3:63:CC:39:28:15:3E:76:4C:F2:39:AE:85:1D:2E:00:8C:F8:FA:68:
6A:4C:60:2A:6F:13:0B

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA1

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.2.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] TSA1

Service digital identities

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA1

X509SKI

X509 SK I 45sv4BLKD1el+RtP/81SVdyGgmc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2011-04-29T14:03:38Z
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2.3 - Service  (withdrawn): TSA1

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] TSA1

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: GuardTime AS

Issuer  CN: TSA1

Subject  O: GuardTime AS

Subject  CN: TSA1

Valid from: Fri Apr 09 11:33:34 CEST 2010

Valid to: Mon May 09 11:33:34 CEST 2011

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C7:BE:C2:B4:BB:2B:28:71:77:4A:CC:14:BF:9B:81:12:29:4F:17:78:49:4B:A2:
7E:5B:9E:1D:28:81:63:E1:F1:34:C6:4C:65:EC:9E:F2:32:50:CC:7F:71:A4:DA:DB:A7:4E:96:68:96:C3:8A:0C:F0:9B:B2:5F:FD:4A:C5:7C:75:8E:F2:FB:20:93:ED:B4:53:E3:AE:F2:7E:2D:B3:A
9:3A:C5:C9:B1:E3:5D:DB:98:19:29:6F:6A:03:69:61:5C:36:EB:48:5E:EA:05:47:DB:B0:FF:21:DA:50:BF:67:96:38:E4:9C:18:05:9C:04:E6:53:AF:AA:59:C4:4B:97:ED:BD:B8:96:EA:BB:B1:27
:22:F2:1B:F8:01:1A:49:6A:65:81:4C:B4:17:EA:C7:71:7E:23:E1:8E:7C:8C:21:A7:04:18:E4:2E:11:08:14:8C:F2:B1:03:1A:38:E4:0A:70:48:75:84:48:3E:E5:02:6D:8F:40:D6:9C:49:92:60:F3
:EA:64:C6:B3:AA:D2:CF:FB:16:BB:20:7C:9C:D0:C6:50:E1:C8:5F:41:03:BB:B6:F2:29:6C:08:BE:B4:59:D5:5B:C6:AB:21:99:00:69:F7:5C:B2:B9:7D:D9:1C:09:09:F1:6A:74:91:3F:04:C1:57:
D5:9C:BB:AD:15:6C:73:5E:9F:F8:83:02:03:00:E1:E3

Thumbprint algorithm: SHA-256

Thumbprint: 9B:36:C8:D5:0E:48:1F:3E:B7:91:54:0A:0A:9E:B2:C5:A0:24:46:1E:AA:FB:99:01:E4
:53:2F:52:0D:E8:92:78

X509SubjectName

Subject  O: GuardTime AS

ETSI 2016 - TSL HR - PDF/A-1b generator

EESTI  (ESTONIA) - Trusted List ID: EE0001 Page 180



 
 

Subject  CN: TSA1

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.3.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] TSA1

Service digital identities

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA1

X509SKI

X509 SK I nsIInN9NggJuait7/oodYeuYG8E=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2010-04-09T12:33:34Z

2.4 - Service  (withdrawn): TSA2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] TSA2

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1
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 X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: GuardTime AS

Issuer  CN: TSA2

Subject  O: GuardTime AS

Subject  CN: TSA2

Valid from: Mon Apr 12 09:52:29 CEST 2010

Valid to: Thu May 12 09:52:29 CEST 2011

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:A7:8D:F4:94:22:89:BD:DC:B3:CD:D2:BD:E6:25:F8:22:54:84:DC:CC:95:0E:4
8:8F:71:05:8A:76:F3:3F:3B:42:BF:B2:45:CC:2B:12:BD:DF:4F:06:D3:55:55:3F:3E:10:D0:57:BF:CE:6F:47:77:F6:F4:B4:5E:A5:35:E8:46:A6:2F:82:51:F4:B5:DD:EA:B7:D8:96:6F:7F:22:3B:5
2:C1:8D:64:28:94:D2:79:E4:B8:65:14:7C:B0:97:AA:51:0C:56:CA:9F:C5:7B:BD:44:08:70:68:91:37:67:0D:06:64:B7:38:8D:21:7D:C4:9C:B5:1D:14:92:AF:25:24:82:9D:3D:A4:E9:7F:3C:FE
:65:D0:88:01:79:41:12:33:45:37:00:B3:EF:4B:9C:63:80:CA:58:24:03:AC:85:90:88:4B:EA:EC:C8:ED:42:A7:CD:F2:99:53:72:18:0C:36:8D:40:A0:8C:71:87:BB:F9:7E:C1:B4:F0:F1:BE:82:D
A:95:27:A9:C5:1A:71:A7:A6:8D:CB:4A:86:D7:FA:84:DB:3E:E7:EB:93:3C:15:B6:AB:DA:00:F2:4D:9C:D1:24:22:8B:BF:95:D3:81:FC:2F:CA:EF:49:D2:DA:79:5B:8D:0E:08:C4:8F:3A:8F:20:9
5:7B:A1:2E:B6:00:FA:D6:95:63:9F:DF:02:03:00:A9:73

Thumbprint algorithm: SHA-256

Thumbprint: 47:F6:61:FF:2B:CF:97:2B:BC:69:A3:17:C8:C1:13:D1:A2:62:21:19:2B:CA:8F:62:EC
:6E:08:76:D8:3B:DD:1F

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA2

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.4.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] TSA2

Service digital identities
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 X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA2

X509SKI

X509 SK I aj+TWPM7OpTB+vFnEQk4DETK8Hk=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2010-04-12T10:52:29Z

2.5 - Service  (withdrawn): TSA1

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] TSA1

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: GuardTime AS

Issuer  CN: TSA1

Subject  O: GuardTime AS

Subject  CN: TSA1

Valid from: Thu May 03 10:41:03 CEST 2012
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Valid to: Mon Jun 03 10:41:03 CEST 2013

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:D0:08:E7:0B:CD:6C:8E:CF:3B:56:FF:5E:F1:70:C6:59:C2:9A:8F:B9:09:4F:1B:
9A:79:6A:42:F9:65:0B:82:57:F2:53:66:12:6B:0A:B0:6F:53:D9:6C:CF:40:4F:43:A2:E0:3C:F8:E2:D0:86:D6:8D:0A:71:A7:A2:93:EB:D6:15:EE:C0:53:71:92:48:2F:4A:E1:8D:FE:8E:B8:4A:64
:43:A1:C9:29:F5:C8:8D:43:31:D9:E5:F8:8B:FC:E3:84:7F:22:A4:BE:5C:42:AF:3F:47:36:2C:B9:D3:D0:19:E6:CF:A9:7C:18:85:21:D9:CF:4C:25:65:C8:5D:F3:72:7E:0C:A6:95:DC:93:DE:CB:
30:FD:16:9B:2F:F2:24:B1:37:6A:32:C6:BD:07:B6:AB:F3:5B:ED:98:41:B6:AF:3B:14:8C:29:7A:23:C5:3A:37:B1:2D:BF:78:6C:78:02:D7:FE:67:1D:5A:99:69:5A:7F:2E:C4:01:94:97:C2:AA:B
2:41:75:8A:D4:34:E0:13:94:DC:FE:90:93:45:AC:2C:50:4D:09:E4:36:46:3F:87:70:73:C4:77:1B:64:4F:57:8C:D0:86:E6:39:3E:F5:16:E4:BB:61:98:C2:E5:FA:B3:6B:E0:A8:89:23:CA:04:C2:
62:A1:4F:B6:F0:A1:B5:A8:E1:42:D5:02:03:00:EC:23

Thumbprint algorithm: SHA-256

Thumbprint: 29:BB:E7:D4:C4:C7:FE:60:F0:78:49:63:FE:50:B8:E6:6F:D1:34:4D:E3:FC:79:5A:3C
:BD:35:92:4D:9C:BD:1A

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA1

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.5.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] TSA1

Service digital identities

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA1

X509SKI

X509 SK I QdnoWaDRXvOdBJZ4GSjbfUW5bjs=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-05-28T07:45:00Z

2.6 - Service  (withdrawn): TSA2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

ETSI 2016 - TSL HR - PDF/A-1b generator

EESTI  (ESTONIA) - Trusted List ID: EE0001 Page 184



Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] TSA2

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: GuardTime AS

Issuer  CN: TSA2

Subject  O: GuardTime AS

Subject  CN: TSA2

Valid from: Wed May 02 14:13:53 CEST 2012

Valid to: Sun Jun 02 14:13:53 CEST 2013

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B9:68:1B:39:83:93:84:48:42:46:2E:B5:96:73:F7:19:27:43:F9:5E:2C:8E:E4:0
2:7A:10:AD:F4:C2:7E:CB:21:6F:AC:47:09:7B:0B:C6:84:C6:82:06:AE:E6:50:9B:A5:D3:25:79:A4:23:68:48:7E:E0:2C:36:8E:F1:70:72:27:86:9C:99:5F:03:C4:A0:07:D4:A9:4B:48:7F:ED:6A:
C8:40:8F:14:0B:31:B4:5E:A2:50:3D:73:FA:8A:8B:03:B5:A0:AD:76:CF:93:82:37:BA:C0:F4:2E:CF:04:EF:20:93:FB:02:2C:56:9C:3B:08:18:B4:30:B3:ED:F6:98:E6:5F:78:00:46:A7:88:80:3A:
DA:14:F7:3D:9E:D2:77:42:24:70:BE:46:A7:D8:28:27:6B:59:75:0F:86:E7:C1:81:65:AC:05:FA:97:D2:D9:DC:D6:4A:42:B1:5A:25:7F:94:CC:D9:6A:14:5D:69:75:05:EE:F0:86:B1:70:EC:54:7
A:92:DC:08:4B:ED:96:E5:18:24:55:5F:44:E1:83:E4:42:C9:10:6A:13:5D:A2:3D:E6:BC:1D:67:15:33:14:89:14:72:E1:BD:2B:CA:1D:3A:63:DE:20:3A:59:52:0E:08:91:94:96:17:33:EE:1D:FB
:DD:60:8A:B6:0C:06:C7:B5:3E:B5:02:03:00:C4:45

Thumbprint algorithm: SHA-256

Thumbprint: 2E:5A:DB:83:B7:70:57:A6:3F:15:02:DC:83:F8:11:3C:08:F7:B1:15:77:13:77:22:2B
:BE:33:C2:35:82:E9:F5

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA2

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z
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 2.6.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] TSA2

Service digital identities

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA2

X509SKI

X509 SK I wDEee81dyoI53eLTZ4ElUd6o/QE=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-05-28T07:45:00Z

2.7 - Service  (withdrawn): TSA1

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] TSA1

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA
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 Issuer  O: GuardTime AS

Issuer  CN: TSA1

Subject  O: GuardTime AS

Subject  CN: TSA1

Valid from: Fri Oct 19 19:31:43 CEST 2012

Valid to: Sat Oct 19 19:31:43 CEST 2013

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:F8:E0:3A:8E:C6:FC:40:4F:E6:2D:DD:D1:3D:91:56:E3:4F:A5:F5:18:86:86:95:
56:B5:A3:D2:36:02:40:BB:57:A6:AE:57:78:48:59:8B:A4:E5:8C:E4:13:EC:2B:AB:55:8F:6C:1A:2C:DB:9C:98:4B:91:B4:6D:EB:E8:7F:75:13:B1:04:82:3B:22:04:3C:49:69:A4:44:1F:2B:57:3
2:0A:5A:B4:C9:2D:DB:A5:FA:0A:0E:F7:11:BD:29:BC:3F:B9:78:12:21:E9:5A:64:B0:85:87:B5:1A:ED:AB:A6:A1:75:ED:B0:A5:BF:42:52:61:7C:9D:BF:48:8D:F2:6A:12:C7:77:2F:DF:84:7E:C1
:78:FC:4A:69:47:33:AC:E0:60:F3:28:6F:8D:1A:60:73:F7:92:04:30:68:88:7F:4C:A1:F4:EB:74:E5:BD:16:8F:8C:5D:39:3E:EC:24:E3:5B:17:49:42:E6:AA:50:88:FA:17:30:A7:8B:CE:C5:96:8F
:A4:5F:72:D8:E3:84:96:7D:B3:6C:44:C8:B7:F0:33:CF:58:6F:8F:EF:77:05:55:69:AF:51:93:7E:99:90:2B:EE:A0:97:8F:D5:EF:85:28:35:C0:26:63:51:1A:9D:A4:9C:40:B5:95:00:59:BD:72:C6
:D3:6E:DB:2A:60:DD:53:4F:96:1B:02:03:00:A2:8F

Thumbprint algorithm: SHA-256

Thumbprint: DF:73:40:56:91:11:B0:FD:56:E6:06:09:21:AD:E0:1D:CE:4C:B6:61:46:12:2C:BB:6
F:1F:0D:73:7A:CE:6A:B3

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA1

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.7.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] TSA1

Service digital identities

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA1

X509SKI

X509 SK I u4+kp6DnUM0luSdwJVgTsm7g84Y=
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 Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-10-19T16:31:00Z

2.8 - Service  (withdrawn): TSA2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] TSA2

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  O: GuardTime AS

Issuer  CN: TSA2

Subject  O: GuardTime AS

Subject  CN: TSA2

Valid from: Wed May 15 14:40:51 CEST 2013

Valid to: Thu May 15 14:40:51 CEST 2014

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:99:B9:01:A8:2C:A3:E4:34:C3:BC:24:45:AB:2F:40:B9:B2:A2:5A:DC:F5:35:CC
:D8:18:51:B8:52:ED:58:AE:D3:69:63:B8:4E:AE:EB:69:D9:2C:63:05:91:8C:C1:C5:C3:5D:DC:C8:71:E1:36:F0:50:AF:B8:F8:E1:4C:5D:4C:B1:29:96:03:7C:11:A8:41:5F:76:82:AD:C0:9D:E1:
60:CE:0D:F0:D2:81:F0:61:E0:0C:A4:58:2B:0E:67:63:EF:B5:6A:78:ED:F8:AA:31:86:96:6C:45:B6:80:BC:F6:52:91:B3:8D:AF:AB:6B:81:27:BD:0D:45:C4:D5:62:7A:DF:62:C0:BC:2D:0F:19:
D7:78:2E:75:04:47:19:DE:AE:79:E1:B3:93:7F:99:0C:2F:E0:12:66:30:F1:DC:67:69:69:88:C7:C1:0A:02:76:FE:FE:EB:F5:46:E8:75:54:64:1A:BF:C4:1C:CC:E9:F5:17:5E:86:77:93:DC:84:29:
30:35:7E:EE:82:F5:9E:23:B2:5E:2E:8A:55:D9:5B:A9:A2:F3:98:BF:10:4E:94:2E:A2:97:E1:68:0E:AE:29:A0:1E:81:69:24:11:A6:0E:A3:9D:01:2B:7C:58:29:98:C2:50:7C:0B:FB:21:FA:4B:0E:
DD:76:01:8D:B4:12:1D:EE:FB:5D:A7:02:03:00:BC:91

Thumbprint algorithm: SHA-256

Thumbprint: 42:F3:F8:41:86:22:BE:86:BB:19:8F:13:91:33:02:B7:11:DD:39:1D:2E:34:E5:10:38
:AE:D3:7C:C6:01:B5:AB
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X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA2

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.8.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] TSA2

Service digital identities

X509SubjectName

Subject  O: GuardTime AS

Subject  CN: TSA2

X509SKI

X509 SK I D3QyCl0LQEFZ0QcjGfxJDWFGZyY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2013-05-15T11:40:51Z

2.9 - Service  (withdrawn): H1

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] H1

Service digital identities

Certificate fields details
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 Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: Guardtime

Issuer  CN: H1

Subject  O: Guardtime

Subject  CN: H1

Valid from: Mon Nov 26 13:25:08 CET 2012

Valid to: Fri Dec 26 13:25:08 CET 2014

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BA:8D:D3:E9:BF:9A:00:D0:13:47:70:54:D5:66:90:7C:08:48:C6:66:F5:A2:C7
:82:96:81:B0:15:6C:98:90:6A:22:F1:D9:38:26:46:B8:A6:B4:08:BB:A2:04:36:A9:63:E9:24:96:F1:82:72:90:52:FA:4B:FF:DD:77:B4:C1:F5:6E:52:F6:3D:76:24:D9:F4:7A:C5:4F:E3:17:70:E8
:06:F4:01:03:B4:EB:5F:7F:4E:95:C4:E7:F8:63:BF:9E:88:7D:FE:1C:F7:FD:AE:5E:6F:2A:78:E7:60:32:16:8C:3F:83:B2:33:BC:40:9F:FE:44:FC:1B:E3:9C:22:3E:1A:58:AF:CC:EE:A6:E6:AE:3F:
7C:78:1F:E3:EA:DE:64:B8:11:76:EA:59:72:2F:31:31:26:BE:22:24:E4:D2:B8:26:91:EC:14:F7:C9:6B:8B:0B:7A:C0:52:D5:C9:68:6D:17:89:0C:64:99:37:7A:21:BB:79:18:AF:29:48:1B:6C:41
:F2:9E:26:FF:62:4D:44:BA:23:4F:77:AE:A6:7C:75:28:8F:F7:F9:36:B1:AB:6B:93:DF:E1:CB:8E:B8:9E:21:B2:5E:22:96:7E:21:30:58:17:84:7B:AA:24:83:B1:70:B5:96:7B:64:72:F8:D8:80:13
:A8:B0:51:99:B2:3D:AA:F6:D7:02:03:01:73:B3

Thumbprint algorithm: SHA-256

Thumbprint: 15:9A:F6:4E:07:C8:5A:08:E4:01:79:87:1C:BA:36:2B:48:16:23:02:83:3C:C8:94:DE
:A1:F5:23:CA:51:D8:86

X509SubjectName

Subject  O: Guardtime

Subject  CN: H1

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.9.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name
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 Name [ en ] H1

Service digital identities

X509SubjectName

Subject  O: Guardtime

Subject  CN: H1

X509SKI

X509 SK I zQ97Xa7ocnzmMZDaA9ZAuQVArp0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-11-26T12:25:08Z

2.10 - Service  (withdrawn): H2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] H2

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: Guardtime

Issuer  CN: H2

Subject  O: Guardtime
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 Subject  CN: H2

Valid from: Mon Nov 26 13:40:46 CET 2012

Valid to: Fri Dec 26 13:40:46 CET 2014

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C6:50:5C:D7:0C:8F:0A:59:08:FC:FD:47:19:2D:FD:41:79:C1:C7:1B:7F:98:62:
80:37:17:07:D9:7D:D3:63:95:B4:5E:A5:17:70:CA:94:31:F2:9D:11:35:BB:DC:64:2E:5E:3F:B4:E7:38:BC:FC:B4:20:3D:E6:30:5C:94:B5:CE:38:C1:0A:2D:E2:1D:6D:C1:2E:11:1A:D5:34:D6:
7A:32:99:42:B0:B0:5F:C5:FD:2B:49:9C:CF:72:08:D4:03:CB:E7:44:46:63:FA:B2:EA:62:45:30:B7:A3:F6:AA:DD:EE:C0:24:FF:62:69:BA:0F:6E:54:1B:7E:F7:4D:7F:F4:E7:CF:BB:FB:C6:25:7E
:DB:29:12:8C:14:3D:9B:75:13:6D:D9:CE:94:EB:39:B7:AB:BD:94:A2:AA:FC:B8:57:5F:9E:7C:E3:D0:66:AD:01:FE:1E:F5:86:49:B0:D3:EF:F3:B9:62:7D:BE:34:D4:85:2D:EC:75:EF:3A:02:A0:
DF:F2:CD:EA:E8:6D:45:6D:51:07:F6:29:67:27:C5:D9:8A:96:A6:F7:97:D9:C7:E9:11:09:E0:50:FD:88:AD:C3:E9:58:78:B7:06:15:02:8E:27:4B:99:BA:A3:28:DC:79:C5:70:97:CD:91:DD:BB:
B8:0D:58:9A:2F:77:F1:25:4E:0B:2A:5F:02:03:01:6E:2B

Thumbprint algorithm: SHA-256

Thumbprint: 70:B4:CF:67:63:7A:00:BF:D2:D1:B5:F2:21:ED:99:65:1E:51:4E:BA:6E:7B:5E:68:95
:90:F3:4A:08:5D:AF:CA

X509SubjectName

Subject  O: Guardtime

Subject  CN: H2

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.10.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] H2

Service digital identities

X509SubjectName

Subject  O: Guardtime

Subject  CN: H2

X509SKI

X509 SK I 4wZ8Qgdniap0mVcJ7mqsZKvwOjA=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-11-26T12:40:46Z
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2.11 - Service  (withdrawn): H3

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] H3

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: Guardtime

Issuer  CN: H3

Subject  O: Guardtime

Subject  CN: H3

Valid from: Mon Nov 26 14:00:16 CET 2012

Valid to: Fri Dec 26 14:00:16 CET 2014

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:D5:92:64:B3:1F:60:2E:DB:71:4E:00:69:02:31:37:42:65:4A:07:09:C3:87:57:
B1:0F:A9:5C:45:9B:07:9A:D3:58:12:D2:70:DF:02:3C:C5:51:CB:9D:BE:06:11:B5:AC:3A:AF:AA:F8:64:F2:C2:FA:9A:81:23:45:BB:16:37:95:A5:14:00:B8:AC:A9:60:68:62:7B:62:04:77:61:4
0:40:B0:C1:E2:09:C9:97:AF:19:EC:AF:41:F8:D8:DC:F2:BB:F0:29:BA:EA:8B:1F:8D:DD:17:AA:17:3F:48:10:D6:F0:B4:6A:D7:8F:DD:12:30:50:68:0A:87:E4:99:40:9E:F9:FC:B9:1F:F6:18:8E:
1B:9D:EF:09:D9:52:16:0F:C3:B0:EC:61:4F:B9:7A:A0:21:F5:D3:57:35:20:F8:83:13:8B:0E:86:60:20:3E:3D:1B:DE:77:7D:2D:A9:92:07:59:28:85:A9:66:5F:BF:85:FB:62:4C:32:C3:F7:63:41
:D0:76:30:A2:A1:09:65:91:92:33:E4:54:28:CC:4F:79:18:87:CF:A8:28:19:CA:A8:5E:9F:D6:8D:E5:F2:77:9B:A2:3F:84:D0:5F:C2:AC:BC:04:10:0D:30:6B:06:CF:03:15:B1:65:2F:B3:0E:13:3
3:3E:BE:F5:76:3D:D1:5D:53:46:D1:02:03:01:0E:C9

Thumbprint algorithm: SHA-256

Thumbprint: 6B:4B:AB:47:33:0A:3D:39:08:3B:B9:4D:30:43:A2:EC:79:63:B1:A6:06:2E:F9:75:7
D:21:C9:61:9F:32:F7:70

X509SubjectName

Subject  O: Guardtime

Subject  CN: H3
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.11.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] H3

Service digital identities

X509SubjectName

Subject  O: Guardtime

Subject  CN: H3

X509SKI

X509 SK I d8R/lqslVchhyESZTyjfFalKaYM=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-11-26T13:00:16Z

2.12 - Service  (withdrawn): H4

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] H4

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1
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 X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: Guardtime

Issuer  CN: H4

Subject  O: Guardtime

Subject  CN: H4

Valid from: Mon Nov 26 14:07:47 CET 2012

Valid to: Fri Dec 26 14:07:47 CET 2014

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:CD:56:DB:E1:EF:5B:19:80:56:1C:B2:FE:9A:FF:34:54:DF:F8:9B:CB:A2:96:37:
3B:62:12:3C:EE:2E:5D:A8:6A:AB:14:11:51:EA:E2:4A:40:02:3E:BF:1E:5F:94:3E:92:04:C0:F1:1C:90:1E:AB:A4:64:60:78:DF:FE:2B:EE:1B:58:94:EB:C6:1F:FB:4B:F9:37:B1:08:87:A3:34:C0:
60:83:9F:E9:32:02:E3:10:0A:E6:B8:E4:7D:1C:89:35:66:4C:6C:A5:39:4A:15:C6:0B:E0:CC:87:9B:27:E5:92:ED:C4:E2:EC:84:FE:1B:56:30:83:AC:A5:1B:F9:B3:49:0B:16:04:FD:44:F8:37:76
:D2:3E:3D:E3:E3:90:A0:62:7C:2A:00:D5:AE:D8:C1:58:72:EB:B0:48:8E:8C:F8:18:8B:59:10:3D:1C:D2:F0:1C:5D:E7:56:26:C2:08:9B:72:A3:5E:E0:37:8A:1A:DB:7E:A1:EB:5F:FE:85:E8:6A:
20:26:BD:C5:E3:C1:05:18:7D:81:AA:37:E5:DB:45:34:E1:14:80:43:7E:AA:3A:97:1A:45:01:AD:C1:6C:B7:A4:86:D2:71:A1:EB:B0:06:25:C4:1E:92:ED:D0:29:4F:19:F3:5A:A8:71:8F:4D:85:4
2:9E:5E:8A:DD:0B:50:BF:5C:FB:1F:02:03:01:58:61

Thumbprint algorithm: SHA-256

Thumbprint: 83:C6:70:99:FE:9A:31:4D:5F:D0:E9:42:BB:55:AF:C1:DA:90:A3:24:AD:86:90:86:6
9:96:C0:14:CE:F2:BA:22

X509SubjectName

Subject  O: Guardtime

Subject  CN: H4

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.12.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] H4

Service digital identities
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 X509SubjectName

Subject  O: Guardtime

Subject  CN: H4

X509SKI

X509 SK I g4Rp4hbka/wb/X12o1eSDeWB078=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-11-26T13:07:47Z

2.13 - Service  (withdrawn): H5

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] H5

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: Guardtime

Issuer  CN: H5

Subject  O: Guardtime

Subject  CN: H5

Valid from: Mon Nov 26 13:53:22 CET 2012
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Valid to: Fri Dec 26 13:53:22 CET 2014

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B3:36:69:A9:1E:36:46:FE:B6:FC:C5:85:01:1F:94:E0:4A:44:84:F6:D9:15:97:
E2:60:B6:47:A8:91:8D:01:2D:9B:EB:26:13:3D:4D:9F:D7:5F:70:1B:37:96:9A:80:95:A7:32:0C:4F:0C:10:B2:4D:87:00:ED:7C:EC:5B:A9:51:95:02:BB:83:29:BE:CD:B2:E2:F5:B9:8B:11:CA:5
0:CC:46:1D:79:0B:38:06:2D:FD:1D:BE:2F:B6:51:D8:38:54:23:75:C9:39:1F:40:82:6A:22:E8:25:52:71:5F:86:F9:CB:57:5C:CC:98:D7:37:99:FB:A6:40:65:FD:85:D7:B8:8B:78:87:FE:35:6D:
D6:4A:C3:6E:63:FC:AC:44:19:65:3F:0A:69:59:76:BA:C3:3F:36:16:F3:96:98:93:EF:9D:6C:EF:AE:2A:CA:51:92:42:10:65:5F:A2:9A:94:94:A5:BC:23:3A:83:74:56:37:EB:99:B2:7B:B3:E8:B2
:BC:1F:78:8F:AA:AF:BD:24:E5:E7:7E:EE:15:8E:93:38:AF:FF:5B:73:B8:3A:BB:44:77:CC:DE:DD:A8:9E:3C:2E:75:EF:24:CC:F0:84:1A:50:EA:CD:CB:FA:68:8D:A9:FB:16:48:6F:2D:C5:62:D5:
DB:90:20:BB:80:70:3B:BB:81:A4:23:02:03:01:30:C7

Thumbprint algorithm: SHA-256

Thumbprint: B7:4A:36:77:23:80:EF:97:B7:DB:1B:40:35:5B:9B:41:4F:B7:93:F6:D0:ED:9C:48:7
8:BE:E4:82:91:5C:6E:5F

X509SubjectName

Subject  O: Guardtime

Subject  CN: H5

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.13.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] H5

Service digital identities

X509SubjectName

Subject  O: Guardtime

Subject  CN: H5

X509SKI

X509 SK I 1y2GEphAgI0iKD3RaFtEI/53Aoo=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-11-26T12:53:22Z

2.14 - Service  (withdrawn): H1

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
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Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] H1

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: Guardtime

Issuer  CN: H1

Subject  O: Guardtime

Subject  CN: H1

Valid from: Tue Dec 09 09:45:43 CET 2014

Valid to: Mon Jan 09 09:45:43 CET 2017

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:CB:2A:DD:D2:60:91:F1:F9:8D:33:43:2A:63:E3:7D:E3:F6:4D:B7:06:D4:7B:57
:12:F2:F8:50:CB:E7:81:A4:AA:60:22:0A:66:A4:9D:6C:FF:9D:1C:B5:F4:53:3E:90:37:DC:88:CF:76:3B:24:A7:9D:E3:7E:9C:EC:B2:91:FA:1B:94:9D:2E:2F:60:88:84:DE:6F:60:84:D5:F5:0B:C
7:C4:D3:6C:8A:3D:2E:AC:E8:96:BB:97:97:BA:2E:8D:E9:3F:A5:64:F3:A5:F7:7F:04:98:D7:A8:AC:96:E0:CC:6E:C5:78:32:62:77:95:B8:91:10:44:F5:AA:62:44:13:E9:DD:81:5E:86:5D:1C:AF
:27:01:80:B6:3A:90:79:6F:BE:81:F7:DC:08:30:B1:6F:59:6E:9D:81:EE:35:94:F7:61:9D:1F:50:F7:68:1C:39:27:08:44:85:22:34:D6:CA:A3:70:8E:CE:75:B8:7B:3D:96:B2:82:C5:E9:A1:54:7
2:5B:54:F9:3F:30:C3:47:5F:AA:A1:61:E8:6A:4F:E8:37:D2:74:35:73:04:01:5C:AC:C2:9C:AD:43:4A:DC:90:E2:1B:9D:78:5F:03:BB:DA:D9:62:D0:F3:E1:AE:22:6E:F0:2B:0A:AE:4B:6C:2D:AA
:00:4F:6F:2B:CE:EE:B3:F8:2F:F0:1F:02:03:01:E0:41

Thumbprint algorithm: SHA-256

Thumbprint: 13:E9:AE:D9:0A:7D:57:15:8B:3A:B9:74:FB:AF:2E:C6:0F:13:FE:45:62:7F:DA:B0:61
:EE:0D:39:80:72:1A:C8

X509SubjectName

Subject  O: Guardtime

Subject  CN: H1

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z
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 2.14.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] H1

Service digital identities

X509SubjectName

Subject  O: Guardtime

Subject  CN: H1

X509SKI

X509 SK I Eh8iaw0jrxBJx9MGEmtlnpGmxyM=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2014-12-09T09:45:43Z

2.15 - Service  (withdrawn): H2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] H2

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA
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 Issuer  O: Guardtime

Issuer  CN: H2

Subject  O: Guardtime

Subject  CN: H2

Valid from: Wed Dec 03 13:20:06 CET 2014

Valid to: Tue Jan 03 13:20:06 CET 2017

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BC:A2:31:67:6A:AB:28:EE:86:CB:7D:2E:AC:0E:7F:0C:8F:6D:AC:FD:97:26:63
:63:5B:C1:F1:B2:D7:6C:57:FB:51:69:12:38:30:AF:07:9A:F1:4A:BA:61:2E:79:32:FB:B1:FE:84:5C:06:1D:94:B2:01:71:9E:7D:08:97:34:8B:82:B9:91:C7:4B:78:D8:F5:6E:B9:FC:A0:71:75:4
6:CB:EB:E8:62:3C:6C:38:95:24:3F:CB:85:A9:DB:FE:42:12:CF:50:74:F2:57:33:0A:1C:86:2F:54:46:B8:DF:87:47:2A:24:8A:DA:7C:16:92:91:55:A8:44:36:84:84:D4:FE:E4:AF:DD:90:17:EB:
81:7E:EE:22:6E:22:5A:DA:79:F7:59:D1:00:BA:B9:C7:4E:B3:10:05:C0:2D:C5:10:7F:87:7C:FA:55:DA:B6:FA:9E:1B:01:BB:C8:71:20:65:8E:A8:31:E8:09:C7:77:CB:41:F6:FB:B9:FF:04:4D:6
9:98:E0:A4:B9:3D:23:D6:D2:94:D8:DC:14:AC:4B:D6:7D:19:DA:DB:1C:B1:FB:33:5F:7F:D3:E6:70:D4:6B:95:3D:32:CA:DA:F8:82:10:AE:40:96:DC:1A:90:3B:F8:41:9F:E6:31:8A:7C:68:CB:
D7:12:FA:19:7C:27:6F:75:B6:DD:23:C3:02:03:01:1D:63

Thumbprint algorithm: SHA-256

Thumbprint: 93:45:FE:3F:75:62:EE:16:26:44:FD:0C:F9:2C:32:78:5E:1C:7D:AF:EB:BE:91:87:12:
0D:09:D9:99:78:F2:DC

X509SubjectName

Subject  O: Guardtime

Subject  CN: H2

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.15.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] H2

Service digital identities

X509SubjectName

Subject  O: Guardtime

Subject  CN: H2

X509SKI

X509 SK I EYQKyMAHRbdf0QdxvZ2qxd7XipQ=
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 Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2014-12-03T13:20:06Z

2.16 - Service  (withdrawn): H3

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] H3

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: Guardtime

Issuer  CN: H3

Subject  O: Guardtime

Subject  CN: H3

Valid from: Thu Dec 04 10:28:11 CET 2014

Valid to: Wed Jan 04 10:28:11 CET 2017

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B5:E6:C5:4A:2C:17:09:E8:D4:4C:16:63:19:C7:20:72:FE:42:82:70:1A:FC:CF:
0A:33:6D:9F:B7:73:2B:8A:79:19:3C:B3:6F:BD:20:41:F4:C6:49:69:13:D3:31:0A:60:DA:5B:AE:6B:A6:4D:B8:69:7D:35:03:D2:EF:61:A3:3F:26:7F:1B:CC:4F:47:F7:9E:70:B9:14:D6:65:B5:2
9:5B:6D:A2:96:32:F1:8E:AD:F1:E9:B3:36:9B:03:01:FC:14:64:58:F2:BF:D0:16:7C:98:ED:57:39:71:46:87:A7:91:0F:93:AA:2D:70:DE:9F:70:17:9E:8D:CB:83:1A:62:6C:AE:E3:1D:E9:1F:5F:
56:93:D8:6D:F9:73:6C:C3:71:99:A2:7F:CE:9B:42:21:52:C4:FC:48:FF:12:57:88:97:2C:C1:7D:D7:97:50:A8:11:DA:32:88:E8:72:60:89:75:EF:9E:90:2B:33:4B:FF:2C:D7:CB:85:BB:15:CC:E
4:E6:08:DA:C7:E9:1E:F6:C9:E7:74:F8:3F:66:73:F3:28:B1:C9:A3:03:72:3F:3A:1B:84:6D:11:ED:6E:DE:1B:F4:BB:06:9C:4C:4C:41:B7:6A:50:37:05:9B:D5:DA:09:95:0F:0F:01:A7:CB:7A:98:
D3:6D:C6:06:D6:2F:A7:EA:29:07:6B:02:03:01:6F:97

Thumbprint algorithm: SHA-256

Thumbprint: 4F:72:A3:3C:38:42:1F:78:82:A0:A9:97:83:72:2F:E9:BB:CD:68:09:0D:8E:4D:02:7E
:C0:63:94:3B:FE:B8:33
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X509SubjectName

Subject  O: Guardtime

Subject  CN: H3

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.16.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] H3

Service digital identities

X509SubjectName

Subject  O: Guardtime

Subject  CN: H3

X509SKI

X509 SK I QirOC5zp/hiyOrBnqKibCdrnyZ4=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2014-12-04T10:28:11Z

2.17 - Service  (withdrawn): H4

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] H4

Service digital identities

Certificate fields details
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 Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: Guardtime

Issuer  CN: H4

Subject  O: Guardtime

Subject  CN: H4

Valid from: Fri Dec 05 10:40:35 CET 2014

Valid to: Thu Jan 05 10:40:35 CET 2017

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:A0:76:81:F9:AD:BA:F1:F6:BF:C2:91:6E:E0:74:78:C4:1A:D2:65:55:83:FD:FE:
C1:76:E9:6D:32:31:5B:F2:10:0A:70:5C:99:3D:71:C3:39:14:D7:89:96:71:CE:F7:80:D0:E2:34:08:60:65:3C:32:71:6E:D1:7B:3C:16:5A:D1:23:8E:EF:3E:29:23:B1:D2:3F:1D:F1:96:F3:34:05
:BC:FA:BF:08:64:76:25:6B:68:4D:6F:CE:4B:74:CB:96:1B:8A:B2:06:78:CA:7B:08:66:CE:D5:AD:4F:47:D5:B9:3F:3B:20:20:B6:F2:B7:B1:B7:72:10:B1:7A:25:82:32:D2:DD:A6:37:99:17:1C:
F8:05:62:CD:CF:0A:27:D0:B5:E2:C4:0E:C6:0B:77:12:8A:B7:09:C4:A5:1F:15:CA:9B:70:FF:D8:8D:1C:FB:2F:9E:AC:29:6B:F5:39:50:BD:10:FF:47:45:E1:FC:69:60:DC:15:76:04:CA:2F:96:E9
:8D:A2:3A:23:63:66:60:17:61:23:C2:FD:69:37:44:5E:C3:FE:91:20:3F:FA:90:79:8A:A3:46:67:DB:E5:AD:FC:1E:44:BB:2A:6F:C7:C8:20:B8:E0:22:17:89:C2:03:8A:30:C4:DD:7C:8B:31:7C:
DF:27:24:FA:FA:20:20:23:77:7E:C3:02:03:01:98:7B

Thumbprint algorithm: SHA-256

Thumbprint: BE:7A:89:43:E1:6A:F9:37:C8:D3:C8:37:B8:60:E4:F7:65:9E:BD:D8:74:F3:B0:9E:F9
:AB:A7:14:5D:7C:A1:FA

X509SubjectName

Subject  O: Guardtime

Subject  CN: H4

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.17.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name
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 Name [ en ] H4

Service digital identities

X509SubjectName

Subject  O: Guardtime

Subject  CN: H4

X509SKI

X509 SK I 2zNKmjgO3GbRjbtLb/2gxC95Ydg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2014-12-05T10:40:35Z

2.18 - Service  (withdrawn): H5

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] H5

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  O: Guardtime

Issuer  CN: H5

Subject  O: Guardtime
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 Subject  CN: H5

Valid from: Mon Dec 08 10:03:47 CET 2014

Valid to: Sun Jan 08 10:03:47 CET 2017

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BA:D3:0A:21:34:36:EB:9B:20:0B:FF:B5:AE:A4:66:11:16:0F:2C:06:2C:EB:C8:
9B:A9:D4:70:D5:FD:82:6F:85:50:28:EE:3B:7A:DE:7A:F3:BB:1A:A7:00:37:AA:97:37:9E:93:61:AE:62:E8:21:E4:B6:D8:45:1F:04:78:1B:71:13:7B:2C:21:A6:E5:73:94:CB:28:F6:63:D6:1C:C
9:F9:3B:30:DF:D0:6B:6D:87:9B:41:4C:2E:B3:15:3E:05:47:25:43:D4:E9:C6:04:80:33:A7:97:6B:9C:36:A6:2F:68:F1:E8:87:54:CC:73:5D:0E:5C:E4:11:34:5C:64:92:1F:82:11:46:87:A3:FF:1
9:DE:6A:55:E0:C4:D2:05:BC:49:B5:E2:C1:6F:90:08:34:E1:64:10:C0:3F:59:4E:65:8C:63:CD:16:1D:E6:03:16:BF:AF:EC:DE:76:D2:BD:7D:18:CC:93:73:C6:28:47:C0:DF:58:8D:25:2C:16:2
B:70:6D:72:0D:7B:BA:81:99:5A:2C:3F:97:AD:BE:B7:DD:09:FB:59:18:16:0F:47:A3:0A:1F:6D:69:66:C4:0C:1C:28:73:A6:8C:F3:26:43:2D:F0:6C:13:16:10:4A:7F:11:30:27:15:5D:98:C3:66
:FE:64:EF:E2:10:6A:8C:E0:8F:4A:BB:02:03:01:6A:B9

Thumbprint algorithm: SHA-256

Thumbprint: 03:8F:EA:97:61:37:87:0F:61:22:53:0B:37:2E:5D:14:28:18:3E:96:1E:BE:EE:3D:FA:
CF:50:ED:A2:44:89:79

X509SubjectName

Subject  O: Guardtime

Subject  CN: H5

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.18.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] H5

Service digital identities

X509SubjectName

Subject  O: Guardtime

Subject  CN: H5

X509SKI

X509 SK I i8kh3VDj6mI46TJ0BxYTItfimzM=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2014-12-08T10:03:47Z
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2.19 - Service  (withdrawn): Guardtime KSI ajatempliteenus

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ et ] Guardtime KSI ajatempliteenus

Name [ en ] Guardtime KSI timestamp service

Service digital identities

Certificate fields details

Version: 3

Serial Number: 13303434141265161953998710116

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: GlobalSign Qualified CA 1

Issuer  O: GlobalSign nv-sa

Issuer  C: BE

Subject 2.5.4.97: VATEE-101114112

Subject  E: publications@guardtime.com

Subject  CN: Guardtime AS

Subject  O: Guardtime AS

Subject  L: Tallinn

Subject  ST: Harju

Subject  C: EE
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Valid from: Wed Oct 02 14:02:23 CEST 2019

Valid to: Fri Oct 02 14:02:23 CEST 2020

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:AD:D5:FD:11:D9:C8:A6:A9:BD:A2:33:4F:F3:54:1D:34:3D:F7:18:FF:0D:B3:92
:95:92:2A:E1:C8:73:21:4C:CB:13:DA:0E:C5:05:03:10:65:1E:90:67:E1:B9:3D:40:4C:A9:58:1F:D1:A4:AD:79:48:F5:75:55:E6:F9:A0:BE:E8:EC:0F:BA:D8:EE:D2:5D:D0:38:8C:4C:9A:8F:21:
55:BC:FF:A6:2B:F7:17:B1:24:3F:C7:B0:5B:EE:BF:70:A0:F1:F6:16:69:B5:CC:4C:40:92:3A:E9:C9:6D:87:F6:38:C1:6A:FD:93:48:3E:6C:2D:6D:7F:00:D7:E0:D0:6F:5C:D5:08:02:D2:78:99:7
3:67:4A:30:29:97:2E:F0:79:81:54:9A:E0:F8:99:D5:11:90:F8:87:07:57:37:D0:84:42:2B:9B:2C:29:A1:EF:4C:15:FC:81:DB:67:90:7E:C2:AA:5D:E7:68:A4:D2:C5:F0:8C:77:88:71:3D:6E:9E:
F9:CA:B8:66:B8:EA:C5:1B:7D:AF:0D:B7:60:41:31:B0:24:16:D1:73:C4:03:89:DC:95:42:2B:8A:C2:22:5A:60:F9:E1:02:BC:99:5D:78:27:AC:8E:CF:21:D7:45:89:BE:DA:13:73:10:0C:71:26:5
B:85:4F:A8:A9:5F:4D:7D:AB:E0:7C:85:02:03:01:00:01

Authority Info Access http://secure.globalsign.com/cacert/gsqca1sha2g4.crt

http://ocsp.globalsign.com/gsqca1sha2g4

Certificate Policies Policy OID: 1.3.6.1.4.1.4146.1.40.35.1

CPS pointer: https://www.globalsign.com/repository/

Policy OID: 0.4.0.194112.1.3

Basic Constraints IsCA: false

CRL Distribution Points http://crl.globalsign.com/gsqca1sha2g4.crl

Subject Alternative Name publications@guardtime.com

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Extended Key Usage Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

Authority Key Identifier AC:37:DB:CF:32:C9:21:16:AA:0B:1C:06:03:86:F0:5D:C7:69:CD:1A

Subject Key Identifier F7:BE:65:B7:2C:B3:E6:87:3E:F9:4E:68:D5:06:B8:1C:60:C0:78:35

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 89:F3:BC:E2:8B:9C:E3:75:67:F0:C1:D0:0D:25:85:2E:14:E7:9A:C4:29:0C:95:47:70
:91:7F:5A:1E:15:35:94

X509SubjectName

Subject 2.5.4.97: VATEE-101114112

Subject  E: publications@guardtime.com

Subject  CN: Guardtime AS

Subject  O: Guardtime AS

Subject  L: Tallinn

Subject  ST: Harju
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 Subject  C: EE

X509SKI

X509 SK I 975ltyyz5oc++U5o1Qa4HGDAeDU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2021-02-13T22:00:00Z

2.19.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ et ] Guardtime KSI ajatempliteenus

Name [ en ] Guardtime KSI timestamp service

Service digital identities

X509SubjectName

Subject 2.5.4.97: VATEE-101114112

Subject  E: publications@guardtime.com

Subject  CN: Guardtime AS

Subject  O: Guardtime AS

Subject  L: Tallinn

Subject  ST: Harju

Subject  C: EE

X509SKI

X509 SK I 975ltyyz5oc++U5o1Qa4HGDAeDU=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2020-04-07T21:00:00Z
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2.20 - Service  (withdrawn): Guardtime KSI ajatempliteenus (2020)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ et ] Guardtime KSI ajatempliteenus (2020)

Name [ en ] Guardtime KSI timestamp service (2020)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 10006720078790756082741310892

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: GlobalSign Qualified CA 1

Issuer  O: GlobalSign nv-sa

Issuer  C: BE

Subject 2.5.4.97: VATEE-101114112

Subject  E: publications@guardtime.com

Subject  CN: GuardTime OÜ

Subject  O: GuardTime OÜ

Subject  OU: KSI Publications

Subject  L: Tallinn

Subject  ST: Harju maakond
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Subject  C: EE

Valid from: Thu Aug 20 13:06:54 CEST 2020

Valid to: Mon Aug 21 13:06:54 CEST 2023

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:9E:DC:71:03:13:33:3F:01:66:35:8D:3D:05:8A:58:19:46:5E:35:09:70:99:4A:
DB:13:73:2C:CF:E5:5A:05:AA:60:95:7E:68:6A:95:25:8E:65:AE:5D:5D:30:39:77:04:31:D9:71:6D:B8:48:E3:00:2B:2A:E8:63:64:80:9D:B9:99:EF:7D:EF:D3:25:2B:88:36:B3:9E:1A:5F:85:1
1:FF:4B:73:40:4B:AC:23:D3:E2:C5:F6:5C:85:5F:A1:5E:BF:7F:23:75:B9:46:C6:0F:42:12:17:74:AD:17:29:C8:E1:2E:BC:56:04:12:14:27:0D:B4:82:EF:70:86:66:E6:B3:30:77:0D:DD:87:FC:
39:15:04:1E:56:61:F8:FD:B8:2B:DE:67:3C:38:24:57:92:81:56:EB:E2:ED:C1:12:63:83:52:38:45:84:74:BA:73:04:D2:AF:88:5C:E2:97:57:41:FA:19:C2:6D:2B:CD:8B:96:A4:B4:6E:8A:F9:D
E:A2:E5:54:33:5F:A0:19:C4:00:20:F6:ED:37:8A:8B:26:6C:2F:D7:70:32:D5:3E:4D:CB:0C:0B:A1:84:73:F9:5D:12:4B:DF:48:AC:6E:F1:09:C0:FE:2E:7F:26:DB:C6:98:21:EB:D8:3E:82:C4:31:
82:0C:DA:C8:EE:BA:3C:FA:B5:E4:F1:02:03:01:00:01

Authority Info Access http://secure.globalsign.com/cacert/gsqca1sha2g4.crt

http://ocsp.globalsign.com/gsqca1sha2g4

Certificate Policies Policy OID: 1.3.6.1.4.1.4146.1.40.35.1

CPS pointer: https://www.globalsign.com/repository/

Policy OID: 0.4.0.194112.1.3

Basic Constraints IsCA: false

Subject Alternative Name publications@guardtime.com

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Extended Key Usage Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

Authority Key Identifier AC:37:DB:CF:32:C9:21:16:AA:0B:1C:06:03:86:F0:5D:C7:69:CD:1A

Subject Key Identifier E3:3D:04:F0:B8:4F:E4:04:DA:D0:59:B2:42:D8:06:CE:43:84:2D:37

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 83:6B:53:11:DA:DB:18:C5:C9:57:8E:09:18:61:C5:59:3A:6B:E4:B5:B8:05:C5:EA:4
A:26:B1:15:46:BF:2D:5B

X509SubjectName

Subject 2.5.4.97: VATEE-101114112

Subject  E: publications@guardtime.com

Subject  CN: GuardTime OÜ

Subject  O: GuardTime OÜ

Subject  OU: KSI Publications

Subject  L: Tallinn
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 Subject  ST: Harju maakond

Subject  C: EE

X509SKI

X509 SK I 4z0E8LhP5ATa0FmyQtgGzkOELTc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2022-03-22T22:00:00Z

2.20.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ et ] Guardtime KSI ajatempliteenus (2020)

Name [ en ] Guardtime KSI timestamp service (2020)

Service digital identities

X509SubjectName

Subject 2.5.4.97: VATEE-101114112

Subject  E: publications@guardtime.com

Subject  CN: GuardTime OÜ

Subject  O: GuardTime OÜ

Subject  OU: KSI Publications

Subject  L: Tallinn

Subject  ST: Harju maakond

Subject  C: EE

X509SKI

X509 SK I 4z0E8LhP5ATa0FmyQtgGzkOELTc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
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 Status Starting Time 2020-09-28T21:00:00Z

2.21 - Service  (withdrawn): Guardtime KSI ajatempliteenus (2021)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ et ] Guardtime KSI ajatempliteenus (2021)

Name [ en ] Guardtime KSI timestamp service (2021)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 11835583698131848642139306192

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer 2.5.4.97: NTRBE-0459134256

Issuer  CN: GlobalSign GCC R45 Qualified QSCD Signing CA 2020

Issuer  O: GlobalSign nv-sa

Issuer  C: BE

Subject 2.5.4.97: VATEE-101114112

Subject  E: publications@guardtime.com

Subject  CN: GuardTime OÜ

Subject  O: GuardTime OÜ
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Subject  OU: KSI Publications

Subject  L: Tallinn

Subject  ST: Harju maakond

Subject  C: EE

Valid from: Wed Jan 06 13:41:24 CET 2021

Valid to: Mon Aug 21 13:06:54 CEST 2023

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:AF:43:D1:B9:0F:E4:65:37:31:6D:8F:8A:86:0B:62:9B:2B:6A:2B:B7:F0:5F:A8:
4E:C6:7A:33:0D:7E:7F:61:7D:46:E8:64:14:54:20:AA:2E:F0:CF:3B:8B:B7:A0:42:E2:C1:6D:76:79:6F:08:9C:9B:1D:79:4C:61:6E:72:32:D6:6A:85:B3:E2:75:6A:C5:8C:D4:57:63:A6:04:C4:8
F:08:5A:CA:15:11:14:46:79:54:C4:F2:2F:E0:9F:05:47:B4:9C:64:49:D9:99:AA:B6:98:61:FC:61:64:DA:17:F4:29:94:B6:E2:F1:9D:4D:A1:11:04:EE:4B:0F:C6:05:CD:93:8B:79:39:85:3C:14:
83:AA:C7:4F:CF:4D:BA:60:BB:5E:70:69:DD:2E:3E:19:0B:1A:B4:67:B7:00:ED:46:28:66:FB:64:9B:03:E8:D5:12:B3:35:7E:77:BD:0D:E9:F1:F3:DB:42:AD:26:97:12:C8:78:2E:F4:BC:E6:DD:
23:48:23:2C:7C:E3:E6:F8:A9:20:06:DD:F2:81:1A:FA:39:74:35:F2:63:3D:0A:70:33:42:F2:37:DC:9E:25:98:E8:E2:3B:DE:6A:E7:4D:5D:FB:C6:C6:B3:29:BD:FC:66:25:0B:3A:70:55:50:19:F
4:19:5A:FC:15:AC:1D:73:E8:B3:73:69:02:03:01:00:01

Authority Info Access http://secure.globalsign.com/cacert/gsgccr45qualqscdsignca2020.crt

http://ocsp.globalsign.com/gsgccr45qualqscdsignca2020

Certificate Policies Policy OID: 1.3.6.1.4.1.4146.1.40.36.2

CPS pointer: https://www.globalsign.com/repository/

Policy OID: 0.4.0.194112.1.3

Basic Constraints IsCA: false

Subject Alternative Name publications@guardtime.com

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Extended Key Usage Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

Authority Key Identifier 05:BA:5B:3A:77:14:2C:87:86:46:FC:70:16:5F:62:75:99:74:A1:18

Subject Key Identifier 06:9E:B2:70:00:96:77:9F:A9:03:1D:11:F1:76:9F:8A:AC:4C:74:17

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 96:DF:B9:E3:A5:3D:FB:C3:B6:4D:E5:FA:C4:5C:2E:29:57:95:3A:00:9C:1A:9D:71:1
B:2A:98:BB:68:10:1F:96

X509SubjectName

Subject 2.5.4.97: VATEE-101114112

Subject  E: publications@guardtime.com

Subject  CN: GuardTime OÜ
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 Subject  O: GuardTime OÜ

Subject  OU: KSI Publications

Subject  L: Tallinn

Subject  ST: Harju maakond

Subject  C: EE

X509SKI

X509 SK I Bp6ycACWd5+pAx0R8XafiqxMdBc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2025-06-12T09:00:00Z

2.21.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ et ] Guardtime KSI ajatempliteenus (2021)

Name [ en ] Guardtime KSI timestamp service (2021)

Service digital identities

X509SubjectName

Subject 2.5.4.97: VATEE-101114112

Subject  E: publications@guardtime.com

Subject  CN: GuardTime OÜ

Subject  O: GuardTime OÜ

Subject  OU: KSI Publications

Subject  L: Tallinn

Subject  ST: Harju maakond

Subject  C: EE
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 X509SKI

X509 SK I Bp6ycACWd5+pAx0R8XafiqxMdBc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2021-02-13T22:00:00Z

2.22 - Service  (withdrawn):  Guardtime KSI Time-stamping service (2023)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] Guardtime KSI Time-stamping service (2023)

Name [ et ] Guardtime KSI ajatempliteenus (2023)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 17813447839925025875096261614

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer 2.5.4.97: NTRBE-0459134256

Issuer  CN: GlobalSign GCC R45 Qualified QSCD Signing CA 2020

Issuer  O: GlobalSign nv-sa

Issuer  C: BE

Subject 2.5.4.97: VATEE-101114112
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Subject  E: publications@guardtime.com

Subject  CN: GuardTime OÜ

Subject  O: GuardTime OÜ

Subject  OU: KSI Publications

Subject  L: Tallinn

Subject  ST: Harju maakond

Subject  C: EE

Valid from: Tue Aug 01 15:55:33 CEST 2023

Valid to: Tue Jul 28 02:00:00 CEST 2026

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:A9:D7:65:B1:9F:4D:73:9C:6C:72:D5:B4:F7:31:23:37:71:E2:F1:1F:E3:DA:09:
79:78:B8:35:F8:02:2A:2E:9F:99:A6:60:A8:FA:D7:85:B4:41:86:B2:D6:A7:29:6D:3B:9E:B7:0C:F6:A3:2C:2F:7D:11:FC:C2:24:7B:29:7E:6A:CB:3A:01:BA:50:7C:4F:38:5D:D9:13:2C:1C:BD:D
A:A0:07:AB:16:13:62:4B:D7:1B:12:BC:CD:F7:19:87:6B:E5:64:27:DE:70:21:BC:88:31:71:87:4C:A8:CD:00:6D:1D:18:BC:06:AB:02:F5:1E:55:D8:B4:A6:B2:ED:57:F3:BA:D1:9D:EA:FD:58:A
C:09:6D:40:E9:33:CB:80:61:35:DC:F1:D7:CA:E7:FA:E1:00:FC:74:EA:8C:52:22:CF:A4:72:FB:EA:8B:D1:DF:BF:83:52:65:25:13:22:17:56:C8:3B:E3:BA:D8:98:8E:13:5A:D6:F0:F0:6A:8A:CE:
A3:03:CA:2F:B7:5F:42:24:D4:52:7A:96:44:CC:59:3F:A8:AC:86:14:AE:01:3A:F8:AE:9D:BB:95:94:A8:AF:0D:E1:4F:01:E8:41:E4:07:CD:0F:3A:E5:47:50:49:EF:76:69:B8:8F:18:73:FC:1E:A8:
EE:DF:7E:42:A2:6D:CC:94:CB:68:45:02:03:01:00:01

Authority Info Access http://secure.globalsign.com/cacert/gsgccr45qualqscdsignca2020.crt

http://ocsp.globalsign.com/gsgccr45qualqscdsignca2020

Certificate Policies Policy OID: 1.3.6.1.4.1.4146.1.40.36.2

CPS pointer: https://www.globalsign.com/repository/

Policy OID: 0.4.0.194112.1.3

Basic Constraints IsCA: false

CRL Distribution Points http://crl.globalsign.com/gsgccr45qualqscdsignca2020.crl

Subject Alternative Name publications@guardtime.com

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Extended Key Usage Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

Authority Key Identifier 05:BA:5B:3A:77:14:2C:87:86:46:FC:70:16:5F:62:75:99:74:A1:18

Subject Key Identifier 8E:B3:E5:CD:76:B6:C7:65:0E:4D:E1:6B:A9:BD:F0:8E:25:FC:BD:77

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 81:CA:ED:E8:94:74:B3:C0:B8:97:91:EC:F5:DB:3C:3B:6E:5F:4E:56:24:5E:C5:60:A
6:09:A9:B1:51:09:D6:09
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 X509SubjectName

Subject 2.5.4.97: VATEE-101114112

Subject  E: publications@guardtime.com

Subject  CN: GuardTime OÜ

Subject  O: GuardTime OÜ

Subject  OU: KSI Publications

Subject  L: Tallinn

Subject  ST: Harju maakond

Subject  C: EE

X509SKI

X509 SK I jrPlzXa2x2UOTeFrqb3wjiX8vXc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.

Status Starting Time 2025-06-12T09:00:00Z

2.22.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [ en ] Guardtime KSI Time-stamping service (2023)

Name [ et ] Guardtime KSI ajatempliteenus (2023)

Service digital identities

X509SubjectName

Subject 2.5.4.97: VATEE-101114112

Subject  E: publications@guardtime.com

Subject  CN: GuardTime OÜ

Subject  O: GuardTime OÜ

ETSI 2016 - TSL HR - PDF/A-1b generator

EESTI  (ESTONIA) - Trusted List ID: EE0001 Page 217



Subject  OU: KSI Publications

Subject  L: Tallinn

Subject  ST: Harju maakond

Subject  C: EE

X509SKI

X509 SK I jrPlzXa2x2UOTeFrqb3wjiX8vXc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2023-08-20T09:00:01Z
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 3 - TSP: Zetes Estonia OÜ

TSP Name

Name [ en ] Zetes Estonia OÜ

TSP Trade Name

Name [ en ] VATEE-102778667

PostalAddress

Street Address [ en ] Tammsaare 47

Locality [ en ] Tallinn

Postal Code [ en ] 11316

Country Name [ en ] EE

ElectronicAddress

URI [ en ] mailto:tsp@ee.zetes.com

URI [ en ] https://repository.eidpki.ee

TSP Information URI

URI [ en ] https://repository.eidpki.ee

3.1 - Service  (granted): ESTEID qualified certificates for electronic signatures
(ESTEID2025)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [ en ] ESTEID qualified certificates for electronic signatures (ESTEID2025)

Name [ et ] ESTEID2025 kvalifitseeritud e-allkirjastamise sertifikaatide väljastamine

Service digital identities

Certificate fields details

Version: 3
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Serial Number: 458596308345120387839368695264401366511331383895

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA384withECDSA

Issuer  C: EE

Issuer  O: Zetes Estonia OÜ

Issuer 2.5.4.97: NTREE-17066049

Issuer  CN: EEGovCA2025

Subject  C: EE

Subject  O: Zetes Estonia OÜ

Subject 2.5.4.97: NTREE-17066049

Subject  CN: ESTEID2025

Valid from: Wed May 07 15:20:07 CEST 2025

Valid to: Thu May 03 15:20:06 CEST 2040

Public Key: 30:76:30:10:06:07:2A:86:48:CE:3D:02:01:06:05:2B:81:04:00:22:03:62:00:04:75:21:26:6F:50:27:C4:DE:C6:DB:60:82:11:0D:ED:B3:66:19:36:27:93:51:93:F8:55:CE:22:39:B8:66:2F:FB:
A6:E0:45:E4:88:0E:07:83:20:A2:47:94:FA:A2:52:80:12:43:DD:C4:50:6C:7E:67:0B:A0:F3:7E:4E:60:4E:F1:9A:4B:18:4A:B2:D5:5C:1F:E7:D6:A1:0D:6E:DD:42:22:D7:4C:80:04:88:60:A8:5
D:25:88:F4:CB:ED:1C:36:76

Basic Constraints IsCA: true  - Path length: 0

Authority Key Identifier AA:80:A8:9B:0F:BB:4B:A6:7E:C5:02:F4:72:CD:2C:F1:A5:29:D9:B7

Authority Info Access http://crt.eidpki.ee/EEGovCA2025.crt

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: https://repository.eidpki.ee

CRL Distribution Points http://crl.eidpki.ee/EEGovCA2025.crl

Subject Key Identifier 92:C0:38:B0:B8:36:12:68:F5:CA:ED:66:EE:47:2A:88:6D:A6:8D:E8

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256
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Thumbprint: 30:EB:A8:18:E4:27:A4:42:BA:D8:F5:B2:18:B6:B7:3C:C5:44:5D:21:70:E9:4B:8D:3
6:B2:30:C0:06:49:8A:C7

X509SubjectName

Subject  C: EE

Subject  O: Zetes Estonia OÜ

Subject 2.5.4.97: NTREE-17066049

Subject  CN: ESTEID2025

X509SKI

X509 SK I ksA4sLg2Emj1yu1m7kcqiG2mjeg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.

Status Starting Time 2025-10-30T05:00:00Z

3.1.1 - Extension (not critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

3.1.2 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description [en] undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] true

Key Usage [ nonRepudiation ] true

Description

3.1.3 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all
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Key Usage [ nonRepudiation ] true

Description
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4 - Signature node - Id: id-77854f1cbe0bf113dd09b0ffdd530b50

Signing Time 2026-01-07T09:01:20Z

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 11132080187539732902

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  O: Estonian Information System Authority

Issuer  C: EE

Issuer  CN: Estonian Trusted List Scheme Operator

Subject  O: Estonian Information System Authority

Subject  C: EE

Subject  CN: Estonian Trusted List Scheme Operator

Valid from: Fri Jan 25 10:40:06 CET 2019

Valid to: Mon Jul 24 11:40:06 CEST 2028

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C1:32:EC:78:8A:F7:DD:95:9C:BD:5B:BE:4D:80:C5:9F:0F:B6:A1:6A:3C:A0:60
:70:A9:F1:3C:3D:2F:14:34:BE:49:A9:BB:26:8D:36:55:D4:FA:E8:FE:C9:F7:D6:7D:E9:15:80:CA:0B:69:0A:C2:A5:52:0D:D0:51:7C:64:C9:E7:96:C2:BA:D3:48:69:82:74:0D:23:EB:27:3F:15:
35:BB:D0:4A:E8:FF:3B:66:9A:10:53:6C:2F:6A:7D:A8:AA:35:9F:96:6D:3A:C9:B2:F3:BE:F2:6B:3C:95:4D:A1:57:A5:AD:40:D3:63:A4:8F:9E:03:1B:CA:AA:A9:B1:D5:E8:F9:D5:BC:F7:5E:99:A
1:15:1C:12:44:C5:5A:34:17:56:38:58:D4:BA:AC:A2:B6:E9:6A:8A:75:8A:FF:41:57:64:97:9A:C8:78:B3:34:65:AA:9B:B8:74:34:84:95:65:62:06:7D:3E:03:5A:6D:89:20:2D:EC:92:0D:AF:40:
C3:8D:FB:30:A8:4F:9D:86:F8:DF:EB:1A:BE:20:46:AA:52:83:2D:18:F2:A0:CF:B4:83:A8:A2:B2:83:F2:81:3B:56:46:BA:75:19:13:EF:75:1C:A5:00:4A:DF:AC:3F:2D:CE:DF:03:19:33:54:A9:6
5:ED:48:34:45:D0:D0:44:38:83:2B:5D:02:03:01:00:01

Basic Constraints IsCA: false  - Path length: 0

Subject Key Identifier 9C:02:77:44:87:29:30:F2:F1:07:54:5B:90:ED:73:ED:1E:7A:85:6A

Extended Key Usage id-tsl-kp-tslSigning

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256
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Thumbprint: 51:F3:58:D9:0E:9F:C6:E1:3A:8D:04:83:44:E2:17:19:50:BD:AE:86:AA:7F:1E:13:A6
:8B:A4:BC:3B:1B:94:A7
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	TSL Scheme Information
	Pointer to other TSL - EUROPEAN UNION


	1.EU TSL - MimeType: application/vnd.etsi.tsl+xml




	1 - TSP: SK ID Solutions AS


	1.1 - Service  (withdrawn): ESTEID-SK


	1.1.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.1.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.1.3 - Extension (critical): additionalServiceInformation


	1.1.4 - History instance n.1 - Status: granted


	1.1.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.1.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.1.4.3 - Extension (critical): additionalServiceInformation



	1.1.5 - History instance n.2 - Status: undersupervision


	1.1.5.4 - Extension (critical): Qualifiers [QCWithSSCD]


	1.1.5.5 - Extension (critical): Qualifiers [QCStatement]




	1.2 - Service  (withdrawn): ESTEID-SK 2007


	1.2.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.2.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.2.3 - Extension (critical): additionalServiceInformation


	1.2.4 - History instance n.1 - Status: granted


	1.2.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.2.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.2.4.3 - Extension (critical): additionalServiceInformation



	1.2.5 - History instance n.2 - Status: undersupervision


	1.2.5.4 - Extension (critical): Qualifiers [QCWithSSCD]


	1.2.5.5 - Extension (critical): Qualifiers [QCStatement]




	1.3 - Service  (withdrawn): ESTEID qualified certificates for electronic signatures (ESTEID-SK 2011)


	1.3.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.3.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.3.3 - Extension (critical): additionalServiceInformation


	1.3.4 - History instance n.1 - Status: granted


	1.3.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.3.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.3.4.3 - Extension (critical): additionalServiceInformation



	1.3.5 - History instance n.2 - Status: granted


	1.3.5.4 - Extension (critical): Qualifiers [QCWithQSCD]


	1.3.5.5 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.3.5.6 - Extension (critical): additionalServiceInformation



	1.3.6 - History instance n.3 - Status: undersupervision


	1.3.6.7 - Extension (critical): Qualifiers [QCWithSSCD]


	1.3.6.8 - Extension (critical): Qualifiers [QCStatement]




	1.4 - Service  (granted): ESTEID qualified certificates for electronic signatures (ESTEID-SK 2015)


	1.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.4.3 - Extension (critical): additionalServiceInformation


	1.4.4 - History instance n.1 - Status: granted


	1.4.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.4.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.4.4.3 - Extension (critical): additionalServiceInformation



	1.4.5 - History instance n.2 - Status: undersupervision


	1.4.5.4 - Extension (critical): Qualifiers [QCWithSSCD]


	1.4.5.5 - Extension (critical): Qualifiers [QCStatement]




	1.5 - Service  (granted): ESTEID qualified certificates for electronic signatures (ESTEID2018)


	1.5.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.5.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.5.3 - Extension (critical): additionalServiceInformation



	1.6 - Service  (withdrawn): EID-SK 2007


	1.6.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.6.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.6.3 - Extension (critical): additionalServiceInformation


	1.6.4 - History instance n.1 - Status: granted


	1.6.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.6.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.6.4.3 - Extension (critical): additionalServiceInformation



	1.6.5 - History instance n.2 - Status: undersupervision


	1.6.5.4 - Extension (critical): Qualifiers [QCWithSSCD]


	1.6.5.5 - Extension (critical): Qualifiers [QCStatement]




	1.7 - Service  (withdrawn): EID-SK 2011 qualified certificates for electronic signatures


	1.7.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.7.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.7.3 - Extension (critical): additionalServiceInformation


	1.7.4 - History instance n.1 - Status: granted


	1.7.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.7.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.7.4.3 - Extension (critical): additionalServiceInformation



	1.7.5 - History instance n.2 - Status: undersupervision


	1.7.5.4 - Extension (critical): Qualifiers [QCWithSSCD]


	1.7.5.5 - Extension (critical): Qualifiers [QCStatement]




	1.8 - Service  (granted): EID-SK 2016 qualified certificates for electronic signatures


	1.8.1 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.8.2 - Extension (critical): additionalServiceInformation



	1.9 - Service  (withdrawn): KLASS3-SK


	1.9.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.9.2 - Extension (critical): Qualifiers [NotQualified]


	1.9.3 - Extension (critical): additionalServiceInformation


	1.9.4 - History instance n.1 - Status: granted


	1.9.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.9.4.2 - Extension (critical): Qualifiers [NotQualified]


	1.9.4.3 - Extension (critical): additionalServiceInformation



	1.9.5 - History instance n.2 - Status: undersupervision


	1.9.5.4 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.9.5.5 - Extension (critical): Qualifiers [QCWithSSCD]


	1.9.5.6 - Extension (critical): Qualifiers [QCStatement]




	1.10 - Service  (withdrawn): Klass3-SK 2010 qualified certificate for electronic seal


	1.10.1 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]


	1.10.2 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.10.3 - Extension (critical): Qualifiers [QCStatement]


	1.10.4 - Extension (critical): Qualifiers [QCForESeal]


	1.10.5 - Extension (critical): additionalServiceInformation


	1.10.6 - History instance n.1 - Status: granted


	1.10.6.1 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]


	1.10.6.2 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.10.6.3 - Extension (critical): Qualifiers [QCStatement]


	1.10.6.4 - Extension (critical): Qualifiers [QCForESeal]


	1.10.6.5 - Extension (critical): additionalServiceInformation



	1.10.7 - History instance n.2 - Status: granted


	1.10.7.6 - Extension (critical): Qualifiers [QCWithQSCD]


	1.10.7.7 - Extension (critical): Qualifiers [NotQualified]


	1.10.7.8 - Extension (critical): additionalServiceInformation



	1.10.8 - History instance n.3 - Status: undersupervision


	1.10.8.9 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.10.8.10 - Extension (critical): Qualifiers [QCWithSSCD]


	1.10.8.11 - Extension (critical): Qualifiers [QCStatement]




	1.11 - Service  (granted): Klass3-SK 2016 qualified certificate for electronic seal


	1.11.1 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]


	1.11.2 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.11.3 - Extension (critical): Qualifiers [QCStatement]


	1.11.4 - Extension (critical): Qualifiers [QCForESeal]


	1.11.5 - Extension (critical): additionalServiceInformation



	1.12 - Service  (withdrawn): ESTEID-SK OCSP RESPONDER 2005


	1.12.1 - Extension (critical): additionalServiceInformation


	1.12.2 - History instance n.1 - Status: granted


	1.12.2.1 - Extension (critical): additionalServiceInformation



	1.12.3 - History instance n.2 - Status: undersupervision



	1.13 - Service  (withdrawn): ESTEID-SK 2007 OCSP RESPONDER


	1.13.1 - Extension (critical): additionalServiceInformation


	1.13.2 - History instance n.1 - Status: granted


	1.13.2.1 - Extension (critical): additionalServiceInformation



	1.13.3 - History instance n.2 - Status: undersupervision



	1.14 - Service  (withdrawn): ESTEID-SK 2007 OCSP RESPONDER 2010


	1.14.1 - Extension (critical): additionalServiceInformation


	1.14.2 - History instance n.1 - Status: granted


	1.14.2.1 - Extension (critical): additionalServiceInformation



	1.14.3 - History instance n.2 - Status: undersupervision



	1.15 - Service  (withdrawn): EID-SK 2007 OCSP RESPONDER


	1.15.1 - Extension (critical): additionalServiceInformation


	1.15.2 - History instance n.1 - Status: granted


	1.15.2.1 - Extension (critical): additionalServiceInformation



	1.15.3 - History instance n.2 - Status: undersupervision



	1.16 - Service  (withdrawn): EID-SK 2007 OCSP RESPONDER 2010


	1.16.1 - Extension (critical): additionalServiceInformation


	1.16.2 - History instance n.1 - Status: granted


	1.16.2.1 - Extension (critical): additionalServiceInformation



	1.16.3 - History instance n.2 - Status: undersupervision



	1.17 - Service  (withdrawn): KLASS3-SK OCSP RESPONDER 2009


	1.17.1 - Extension (critical): additionalServiceInformation


	1.17.2 - History instance n.1 - Status: granted


	1.17.2.1 - Extension (critical): additionalServiceInformation



	1.17.3 - History instance n.2 - Status: granted


	1.17.3.2 - Extension (critical): additionalServiceInformation



	1.17.4 - History instance n.3 - Status: undersupervision



	1.18 - Service  (withdrawn): KLASS3-SK 2010 OCSP RESPONDER


	1.18.1 - Extension (critical): additionalServiceInformation


	1.18.2 - History instance n.1 - Status: granted


	1.18.2.1 - Extension (critical): additionalServiceInformation



	1.18.3 - History instance n.2 - Status: granted


	1.18.3.2 - Extension (critical): additionalServiceInformation



	1.18.4 - History instance n.3 - Status: undersupervision



	1.19 - Service  (granted): SK OCSP RESPONDER 2011


	1.19.1 - Extension (critical): additionalServiceInformation


	1.19.2 - History instance n.1 - Status: undersupervision



	1.20 - Service  (withdrawn): SK Proxy OCSP Responder 2009


	1.20.1 - Extension (critical): additionalServiceInformation


	1.20.2 - History instance n.1 - Status: granted


	1.20.2.1 - Extension (critical): additionalServiceInformation



	1.20.3 - History instance n.2 - Status: undersupervision



	1.21 - Service  (withdrawn): ESTEID-SK OCSP RESPONDER


	1.21.1 - Extension (critical): additionalServiceInformation


	1.21.2 - History instance n.1 - Status: granted


	1.21.2.1 - Extension (critical): additionalServiceInformation



	1.21.3 - History instance n.2 - Status: undersupervision



	1.22 - Service  (deprecatedatnationallevel): KLASS3-SK OCSP RESPONDER (2003)


	1.22.1 - Extension (critical): additionalServiceInformation


	1.22.2 - History instance n.1 - Status: recognisedatnationallevel


	1.22.2.1 - Extension (critical): additionalServiceInformation



	1.22.3 - History instance n.2 - Status: recognisedatnationallevel


	1.22.3.2 - Extension (critical): additionalServiceInformation



	1.22.4 - History instance n.3 - Status: undersupervision



	1.23 - Service  (withdrawn): KLASS3-SK OCSP RESPONDER (2006)


	1.23.1 - Extension (critical): additionalServiceInformation


	1.23.2 - History instance n.1 - Status: granted


	1.23.2.1 - Extension (critical): additionalServiceInformation



	1.23.3 - History instance n.2 - Status: granted


	1.23.3.2 - Extension (critical): additionalServiceInformation



	1.23.4 - History instance n.3 - Status: undersupervision



	1.24 - Service  (deprecatedatnationallevel): SK Proxy OCSP Responder 2008


	1.24.1 - Extension (critical): additionalServiceInformation


	1.24.2 - History instance n.1 - Status: recognisedatnationallevel


	1.24.2.1 - Extension (critical): additionalServiceInformation



	1.24.3 - History instance n.2 - Status: undersupervision



	1.25 - Service  (withdrawn): SK Time-Stamping Authority for qualified electronic time stamps


	1.25.1 - History instance n.1 - Status: granted


	1.25.2 - History instance n.2 - Status: withdrawn


	1.25.3 - History instance n.3 - Status: undersupervision



	1.26 - Service  (withdrawn): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2019)


	1.26.1 - History instance n.1 - Status: granted



	1.27 - Service  (withdrawn): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2020)


	1.27.1 - History instance n.1 - Status: granted



	1.28 - Service  (withdrawn): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2021)


	1.28.1 - History instance n.1 - Status: granted



	1.29 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2022)


	1.30 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2023)


	1.31 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2024E)


	1.32 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2024R)


	1.33 - Service  (granted): KLASS3-SK ORG 2021E qualified certificate for electronic seal


	1.33.1 - Extension (critical): additionalServiceInformation


	1.33.2 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]


	1.33.3 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.33.4 - Extension (critical): Qualifiers [QCStatement]


	1.33.5 - Extension (critical): Qualifiers [QCForESeal]


	1.33.6 - History instance n.1 - Status: granted


	1.33.6.1 - Extension (critical): additionalServiceInformation


	1.33.6.2 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]


	1.33.6.3 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.33.6.4 - Extension (critical): Qualifiers [QCStatement]


	1.33.6.5 - Extension (critical): Qualifiers [QCForESeal]




	1.34 - Service  (granted): KLASS3-SK ORG 2021R qualified certificate for electronic seal


	1.34.1 - Extension (not critical): additionalServiceInformation


	1.34.2 - Extension (not critical): Qualifiers [QCQSCDStatusAsInCert]


	1.34.3 - Extension (not critical): Qualifiers [QCForLegalPerson]


	1.34.4 - Extension (not critical): Qualifiers [QCStatement]


	1.34.5 - Extension (not critical): Qualifiers [QCForESeal]


	1.34.6 - History instance n.1 - Status: granted


	1.34.6.1 - Extension (not critical): additionalServiceInformation


	1.34.6.2 - Extension (not critical): Qualifiers [QCQSCDStatusAsInCert]


	1.34.6.3 - Extension (not critical): Qualifiers [QCForLegalPerson]


	1.34.6.4 - Extension (not critical): Qualifiers [QCStatement]


	1.34.6.5 - Extension (not critical): Qualifiers [QCForESeal]




	1.35 - Service  (granted): EID-SK-Q 2021E qualified certificates for electronic signatures 


	1.35.1 - Extension (not critical): additionalServiceInformation


	1.35.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]


	1.35.3 - History instance n.1 - Status: granted


	1.35.3.1 - Extension (not critical): additionalServiceInformation


	1.35.3.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]



	1.35.4 - History instance n.2 - Status: granted


	1.35.4.3 - Extension (not critical): additionalServiceInformation


	1.35.4.4 - Extension (not critical): Qualifiers [QCStatement, QCForESig]




	1.36 - Service  (granted): EID-SK-Q 2021R qualified certificates for electronic signatures


	1.36.1 - Extension (not critical): additionalServiceInformation


	1.36.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]


	1.36.3 - History instance n.1 - Status: granted


	1.36.3.1 - Extension (not critical): additionalServiceInformation


	1.36.3.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]



	1.36.4 - History instance n.2 - Status: granted


	1.36.4.3 - Extension (not critical): additionalServiceInformation


	1.36.4.4 - Extension (not critical): Qualifiers [QCStatement, QCForESig]




	1.37 - Service  (granted): EID-SK-Q 2024E qualified certificates for electronic signatures


	1.37.1 - Extension (not critical): additionalServiceInformation


	1.37.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig, QCQSCDManagedOnBehalf]



	1.38 - Service  (granted): EID-SK-Q 2024R qualified certificates for electronic signatures


	1.38.1 - Extension (not critical): additionalServiceInformation


	1.38.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig, QCQSCDManagedOnBehalf]



	1.39 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2025E)


	1.40 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2025R)


	1.41 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2026E)


	1.42 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2026R)



	2 - TSP: GuardTime OÜ


	2.1 - Service  (withdrawn): TSA0


	2.1.1 - History instance n.1 - Status: undersupervision



	2.2 - Service  (withdrawn): TSA1


	2.2.1 - History instance n.1 - Status: undersupervision



	2.3 - Service  (withdrawn): TSA1


	2.3.1 - History instance n.1 - Status: undersupervision



	2.4 - Service  (withdrawn): TSA2


	2.4.1 - History instance n.1 - Status: undersupervision



	2.5 - Service  (withdrawn): TSA1


	2.5.1 - History instance n.1 - Status: undersupervision



	2.6 - Service  (withdrawn): TSA2


	2.6.1 - History instance n.1 - Status: undersupervision



	2.7 - Service  (withdrawn): TSA1


	2.7.1 - History instance n.1 - Status: undersupervision



	2.8 - Service  (withdrawn): TSA2


	2.8.1 - History instance n.1 - Status: undersupervision



	2.9 - Service  (withdrawn): H1


	2.9.1 - History instance n.1 - Status: undersupervision



	2.10 - Service  (withdrawn): H2


	2.10.1 - History instance n.1 - Status: undersupervision



	2.11 - Service  (withdrawn): H3


	2.11.1 - History instance n.1 - Status: undersupervision



	2.12 - Service  (withdrawn): H4


	2.12.1 - History instance n.1 - Status: undersupervision



	2.13 - Service  (withdrawn): H5


	2.13.1 - History instance n.1 - Status: undersupervision



	2.14 - Service  (withdrawn): H1


	2.14.1 - History instance n.1 - Status: undersupervision



	2.15 - Service  (withdrawn): H2


	2.15.1 - History instance n.1 - Status: undersupervision



	2.16 - Service  (withdrawn): H3


	2.16.1 - History instance n.1 - Status: undersupervision



	2.17 - Service  (withdrawn): H4


	2.17.1 - History instance n.1 - Status: undersupervision



	2.18 - Service  (withdrawn): H5


	2.18.1 - History instance n.1 - Status: undersupervision



	2.19 - Service  (withdrawn): Guardtime KSI ajatempliteenus


	2.19.1 - History instance n.1 - Status: granted



	2.20 - Service  (withdrawn): Guardtime KSI ajatempliteenus (2020)


	2.20.1 - History instance n.1 - Status: granted



	2.21 - Service  (withdrawn): Guardtime KSI ajatempliteenus (2021)


	2.21.1 - History instance n.1 - Status: granted



	2.22 - Service  (withdrawn):  Guardtime KSI Time-stamping service (2023)


	2.22.1 - History instance n.1 - Status: granted




	3 - TSP: Zetes Estonia OÜ


	3.1 - Service  (granted): ESTEID qualified certificates for electronic signatures (ESTEID2025)


	3.1.1 - Extension (not critical): additionalServiceInformation


	3.1.2 - Extension (critical): Qualifiers [QCWithQSCD]


	3.1.3 - Extension (critical): Qualifiers [QCStatement, QCForESig]




	4 - Signature node - Id: id-77854f1cbe0bf113dd09b0ffdd530b50



